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(1) login password [encrypted] A~ > K. administrator password [encrypted] I >/ K
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"Password is not set. Please set the password in order to enhance the security.”
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"Password Strength : Weak"
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"Password Strength : Fair"
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"Password Strength : Strong"
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"Password Strength : Very strong"
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(3) > 77)by TELNET, SSH. UE—hrE v b77v 7T login password A< > KO EBH
TIBHEREOTFEEL I —T—HAO7 1> Lic&EEIT UTFDOAY =27 T 5
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"The login password is factory default setting. Please request anadministrator to change

the password by the 'login password' command.”
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RTEMED TIHZHENRAED F FadministratorA<X > R CEEEERICHESL LTz & EIT
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"The administrator password is factory default setting. Please change the password

by the 'administrator password' command.”
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"Login access from #zeiE R was restricted. [ P77 K L A]"
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>/ —)b D "Error: Login access s restricted.”

SYSLOG : "Login failed for ##tiERlL P77 K L X [A—T—3&])"

6) DATCABRENR—IN\DAY A NI3EhEht CRLTcb1nIn T 1 > CEEL{GELLDITLT,
70 2 AHIBRFF OEMEIELL T OB o
TICAFIRET ZA T DIPT RLATEICERENS
- AT —RAOA— 403 R L. TV CAGIRRCHE I EHFRTIT D
-7 7R ABIBRLDD oTc & ENE. BURDINFOLNJLDSYSLOGZ /1T %
"Login access from HTTP was restricted. : IP77 K L A"
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"Login failed for HTTP: P77 K L X"
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9) telnetd host A< > RTINSO A—RE L TlanEIEETCEL L DIC L. THEHEIRREDHREIC

telnetd host lana~< > R&EEM L1,

(10) pptp hostname A > F DFJHAEZ &R H 5 ZESCF(")IC LTz,
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AR RTEHRE LIcfED Start-Control-Connection-Request & Start-Control-Connection-Reply D
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Server: YAMAHA-RT
WWW-Authenticate: Basic realm="TYAMAHA-RT]"
ZB%
Server: Router

WWW-Authenticate: Basic realm="[Router]"
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[2] telnetd host I > R C/8T A—RanyE fzldnoneDEICEZDFHHE AT L TE LS —IE5ELD
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- CVE-2018-0665 (JPCERT/CC JVN#6996/692)
- CVE-2018-06066 (JPCERT/CC JVN#69967692)
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