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Set Up Required Permissions

Endpoint sensor requires that you allow the Trend Micro Certificate, System Extension, and Full Disk
Access in order to monitor your computer.

Click "Continue" and follow the on-screen instructions to allow endpoint sensor to monitor this computer.
It only takes a few minutes.
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1 System Extension

. In order to enable endpoint sensor monitoring on your computer, you must allow the System Extension in
@ Full Disk Access Security & Privacy.

1. Open Security & Privacy

2. Click the lock icon in the bottom left corner and provide
your macOS administrator password to make changes. o

3. Click "Details" in Security & Privacy.

4. Select all "iCore Security" options in the list and click

5. Click "Allow".
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® Trend Micro Permissions

Required Permissions Allow System Extension

© System Extension

In order to enable endpoint sensor monitoring on your computer, you must allow the System Extension in

@ Full Disk Access Security & Privacy.

1. Open Security & Privacy

2. Click the lock icon in the bottom left corner and provide
your macOS administrator password to make changes.

o
3. Click "Details" in Security & Privacy.
—
4. Select all "iCore Security" options in the list and click
“OK". -
L]
—
5. Click "Allow".
@
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| O Trend Micro Permissions
i i AR RIAVES
) M .Open Security & Privacy] &2'J)w g, - _
Required Permissions Allow Full Disk Access
v System Extension In order to enable endpoint sensor monitoring on your computer, you must allow Full Disk Access in
@ Eull Disk Access Security & Privacy.
| 1 Opensecurityaprivacy | cor HEE e —

 —

2. Select "Full Disk Access" from the list of services.

3. Click the lock icon in the bottom left corner and
provide your macOS administrator password to o o e
make changes. ’ a
4, Open File Location \ \ég \

Locate the
"com.trendmicro.icore.es.systemextension"” file and e
drag and drop the file into the Full Disk Access table. _
2,

5. Open File Location e e

Locate "iCore Security" and drag and drop the app
into the Full Disk Access table.

@ MeFaUF 1 ETSCNY—] OEEHERTRSN ¢ omn e

FIDT. [DILF12OPIL2] HERENTH R T
BDCEEERUFET, ! Mi!ifiﬁ(f:”{{ﬂ“ﬁ? i

X0 v OBINTNBIBBIE. NFY—IEIUw L o s o D
SN2 —EADLTO Y DERIF ESL),

Allow Full Disk AccessBEICRNZET, . <>

EFX2UTFrETFIND— Q

—#®  FileVault ZrFFox—lL FSC/)N>—

ToESEUT A FOFFUsr—2aviE, ZOMacDFTRTDLI—FDA—
Jbo Awt—3, Safari, "—L. Time Machine/Sw & 7
- arER YT EDTF— 5 P REOEBEEADT 7 2 AL,

. Trend Micro Extension
FrEAILET ALY

. Trend Micro Extension (XDR)
EEY R

Trend Microtz--5 s T—¥x v b
A7 1 7 & Apple Music

Trend Microt 24 v A =2 —
HomeKit

Bluetooth

F—hA—a

O
©
o
(&
[, ]

EETERVE ST BIRAXEIYYILET,
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fo ¢ Trend Micro Permissions

43 4 .Open File Location] 220w 2D33dE. Reauired Pormissions Allow Full Disk Access

¥ System Extension In order to enable endpoint sensar monitoring on your computer, you must allow Full Disk Access in

com.trendmicro.icore.es.systemextension] 1 R Security & Privacy:

éen__\éngg-o 1. Open Security & Privacy ey 1 | — ———

2. Select "Full Disk Access" from the list of services. N
3. Click the lock icon in the bottom left corner and
provide your macOS administrator password to o o e
make changes. ’ a
I 4, Open File Location I \ \é N

Locate the
"com.trendmicro.icore.es.systemextension"” file and e
drag and drop the file into the Full Disk Access table. _ E

@

5. Open File Location o

Locate "iCore Security" and drag and drop the app
into the Full Disk Access table.

6.  Open File Location

[ com.trendmicro.icore.es.systemextension] % Locate *Trend Micro XDR Endpoint Sensor* and drag

and drop the app into the Full Disk Access table.

7 ) l/ _‘j\ ’l/ Z 9 7 D t Z O) %‘L— l: 7. Make sure the following apps are selected:
w —_— N ~ w w - Trend Micro Extension (XDR)
RSy IPYRROYTILEY, By

+ Trend Micro XDR Endpoint Sensor Close

< i BFaUTAETIAMNY— Q
—#%  FileVault 77479 TS5A/¥— " _—
" e < > 04169D7E-9EAD-4C47-95D.. 83 = (I &2 oo
Wy v TOFP7YI—vavic, TOMacoFs +<EImH
b Xve—Y, Safari, K—L, Time| @ Airdrop
(ly =rza efsionsiNeoRRRE R
BEOME
PoEIEUT4 o DA FTUr
: B TR
ANER E . sshd-keygen-wrapper E D &% ,,
2 : 7’
. TNFARITIER : . S V;szg_...—¢ ,
F . -
0 77rezany S _ :
B o AYAR—F.app .
o Lﬁ : & Macintos...
(©) s TSP
A7 1 7 & Apple Music 52
{} Homekit ) (62
® ALYy
-re
® 1T0—
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Required Permissions

i®» '5.0pen File Location] 220w 2O ULET,

~ System Extension
@ Full Disk Access

liCore Security] Z22)LT « RO PO CAD—&
CRSvyIOPYRREOYIUET,
Allow Full Disk AccessBI@EICRNDE T,

X2 UFAETSAINY—
—#  FileVault Z7AFoA—l 751/
o v FOFFUT—Yavic, 0
b XwE—Y, Safari, K—L,
“ — Y T BEDT -5 PREOEERE,
T2 eReNTd i v P4 Trend Micro X..E
AN 8 EndpointBaseca
00 7n7cz077¢2 : e
- 1Core Service
3 \.Ja
. TPANETANS :
g Trend Micro Extel
@ [Eialve 4 H
+ -
A5 4 7 & Apple Music

Trend Micro Permissions

Allow Full Disk Access

In order to enable endpoint sensor monitoring on your computer, you must allow Full Disk Access in
Security & Privacy.

o 6 0
2 =
4, Open File Location \é

N\ N
Locate the

"com.trendmicro.icore.es.systemextension” file and
drag and drop the file into the Full Disk Access table,

1. Open Security & Privacy

2. Select "Full Disk Access" from the list of services.

3. Click the lock icon in the bottom left corner and
provide your macQS administrator password to
make changes.

e R 8 X |
5. Open File Location o -
nd drop the app

into the Full Disk Access table.
6. Open File Location

Locate "Trend Micro XDR Endpoint Sensor” and drag

and drop the app into the Full Disk Access table.
7. Make sure the following apps are selected:

- Trend Micro Extension (XDR)

« iCore Security

« Trend Micro XDR Endpoint Sensor Close

e e Resources

&< ESHE E3T] A ZER
@ Airdrop &3 Applicon.icns 2023%#118218 14
© BENEE Assets.car 20234116218 14
A PG > [ Base.lproj 2023#118218 14
= o0 023=118 d
B8 72k % iCore Security.app >H 17:59
O &M infoPIist.strlngs 2023%F11A218 14
> ja.lproj 2023F1182168 14
® ¥ova- L : '
4 XDR_for_Mac_Licenses.rtf 2023%F118218 14
L 2/
& Macintos... ’
LS e

® LYK
® ALVY
® (I0—
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| O Trend Micro Permissions

4D I'6.0pen File Location] 220w 2D LET R Allow Full Disk Access
' D J ° ¥ System Extension In order to enable endpoint sensor monitoring on your computer, you must allow Full Disk Access in
©Full Disk Access Security & Privacy.

1. Open Security & Privacy ey [ 1 | — I

2. Select "Full Disk Access" from the list of services.

3. Click the lock icon in the bottom left corner and
provide your macOS administrator password to o e e
make changes. 0 a
4, Open File Location r\ é N

Locate the
"com.trendmicro.icore.es.systemextension” file and o
drag and drop the file into the Full Disk Access table, _
2,

5. Open File Location oy o

Locate "iCore Security" and drag and drop the app
into the Full Disk Access table.

Locate "Trend Micro XDR Endpoint Sensor” and drag
and drop the app into the Full Disk Access table.

7. Make sure the following apps are selected:
« Trend Micro Extension (XDR)

[Trend Micro XDR Endpoint Sensor] &2 T cie
TAROPORAD—&ICFSYIPYEROVIL
EP

< d BFaAUTFAET I/ —
[ BN ] < > FP7Yo5—=>ay g8 =
L o
—#  FileVault Z7AFYA—N IS5/ g
@ AirDrop
) BEDHEEB e "
* St ToOFZ7Ur—vavic, ZOM © 3 28 9:
by Xyt—Y, Safari, h—Ln T A ZFUs- @ Syfari.app %8 2:02
EHEE v TREDT — I PR EDEE = @ Qoogle Chrome.app —HER 7:35
“ ey, (S TAT R yAppStore.apD 202041A1H 17:00
FoEIEUT« 2 v (7 Trend Micro Extensiige ) & »# & Automator.app 2020%1A1H 17:00
E A — (2 FaceTime.app 202041618 17:00
. - *‘ﬂ_
ANER 3 v | Trend Micro Extens& W Ecnt Book.pa 2L R0
E C # Launchpad.app 202041818 17:00
— E H Mission Control.app 202041418 17:00
IWNTARIPIER H i i 3 i =
. I @ iCore:Security : Gl Maciios @ Photo Booth.app 202041818 17:00
H i ® xybkoe @ Podcast.app 202041818 17:00
T7ANETANY 3 i v
. Vv @ Trend Microtz T‘? QuickTime Player.app 202041418 17:00
@ BERS : s g ¥/ @ siri.app 202041A1H 17:00
‘+_ ® LyK @ Time Machine.app 202041418 17:00
X547 £ Apple Music ® ALY @ Tv.app 2020 5181R17:00
B (A—I*¥vIFr.app 202041H1H 17:00
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