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# Replace "12345" with actual Login ID of system administrator
$USER = "12345"

# Replace "passcode" with actual Passcode of system administrator
$PASS = "passcode"

# Replace "127.0.0.1" with actual URL of target device
$Uri = "nttps://127.0.0.1 /auditfile.txt"

# Define download file name rule
$date_time = Get-Date -Format "yyyy-MMdd-HHmmss"
$DownloadPath = "./auditfile_${date_time}.txt"

# Download audit log
$secpasswd = ConvertTo-SecureString $PASS -AsPlainText -Force

$cred = New-Object System.Management.Automation.PSCredential($USER,
$secpasswd)

$ProgressPreference = 'SilentlyContinue'

[Net.ServicePointManager] ::SecurityProtocol = [Net.ServicePointManager]
::SecurityProtocol -bor [Net.SecurityProtocolType] ::TIs12

Invoke-WebRequest -Uri $Uri -OutFile $DownloadPath -Credential $cred -
DisableKeepAlive

i
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Item Description
Log ID 1
Date 01/01/2018
Time 10:00:00
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Login/Logout
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Description Login
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