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1.2.

{1 default-console {command-line | web} default-console web
default-console {command-line } web} command-line web
[ ] [ 1]
clock HOUR MINUTE SECONDS [DATE [MONTH [YEAR]]] DATE

MONTH YEAR clock 12 34 56




2.1.

configure

default-console

enable-config

exit

help

reload

restart

svintr-config

O(O(©O|00|00|00|00|00




configure

Administrator/Operator/Monitor

Router(config)# policy-map pmap
Router(config-pmap-pmap)# class cmap
Router (config-pmap-c-cmap)# configure
Router(config)#

default-console {command-line } web}

default-console web startup-config default-config
WEB

Administrator

Router# default-console command-line

show config
default-console web show version

enable-config

% CONFIG process is occupied.
% You may use ‘svintr-config command with administrator privilege.

Administrator/Operator/Monitor

Router# enable-config

exit

Administrator/Operator/Monitor

Router# exit

help




Administrator/Operator/Monitor

Router# help

reload

reload

y
reload y

Administrator

Router# reload

show config
default-console web

show version

restart

restart

y
restart y

reload

Administrator

Router# restart

svintr-config

Administrator

Router# svintr-config




2.2.

clock 11
hostname 11
password 11
service password-encryption 11
terminal accounting 12
terminal authentication 12
terminal authorization 12
terminal default-length 12
terminal default-width 13
terminal length 13
terminal speed 13
terminal suppress-emanon 13
terminal suppress-highlight 13
terminal timeout 14
terminal timestamp 14
terminal vacant-message VACANT 14
terminal width 14
timezone 15
username 15
utilization 15
write memory 15
show buffers 16
show clock 16
show config 16
show copyright 16
show default-config 16
show environment 17
show hardware 17
show idb 17
show interfaces 17
show memory 18
show processes 18
show queue 18
show running-config 18
show startup-config 19
show terminal 19
show uptime 19
show utilization 19
show version 20
clear counters 20
clear environment 20
clear utilization 20
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clock HOUR MINUTE SECONDS [DATE [MONTH [YEAR]]]

HOUR 0 23 MINUTE 0 59
SECONDS 0 59 DATE 1 31
MONTH 1 12

YEAR 2001 2098

Administrator

Router# clock 0 0 0 19 3 2001
Router# clock 12 34 56 1 APR
Router# clock 10 10 10

hostname HOSTNAME
no hostname

HOSTNAME (

Router

Administrator

Router# hostname gtxl
gtx1# no hostname

password OLD-PASSWORD NEW-PASSWORD

OLD-PASSWORD (
NEW-PASSWORD (

1 249
1 249

Administrator/Operator/Monitor

Router# password abcde edcba

service password-encryption
no service password-encryption

show running-config
PPP
IPsec  MANUAL-key
IKE  PRE-SHARED-KEY
DHCP

Administrator

Router# service password-encryption
Router# no service password-encryption
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terminal accounting {default } LIST-NAME}
no terminal accounting

LIST-NAME
( 1 31

AAA

default

Administrator

Router# terminal accounting default
Router# terminal accounting ACCT
Router# no terminal accounting

terminal authentication {default | LIST-NAME}
no terminal authentication

LIST-NAME
( 1 31

AAA

default

Administrator

Router# terminal authentication default
Router# terminal authentication AUTHEN
Router# no terminal authentication

terminal authorization {default } LIST-NAME}
no terminal authorization

LIST-NAME
( 1 31

AAA

default

Administrator

Router# terminal authorization default
Router# erminal authorization AUTHOR
Router# no terminal authorization

terminal default-length LENGTH
no terminal default-length

LENGTH

22

Administrator

Router# terminal default-length 24
Router# no terminal default-length
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terminal default-width WIDTH
no terminal default-width

WIDTH

80

Administrator

Router# terminal default-width 100
Router# no terminal default-width

terminal length LENGTH

LENGTH

length O more

22

Administrator/Operator/Monitor

Router# terminal length 24

terminal speed BAUDRATE

BAUDRATE 300 1200 2400 4800 9600 19200 38400 baud

9600

Administrator

Router# terminal speed 19200

terminal suppress-emanon
no terminal suppress-emanon

TELNET

Administrator

Router# terminal suppress-emanon
Router# no terminal suppress-emanon

terminal suppress-highlight
no terminal suppress-highlight
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Administrator

Router# terminal suppress-highlight
Router# no terminal suppress-highlight

VT100

terminal timeout TIME
no terminal timeout

TIME 0 65,535

0

Administrator

Router# terminal timeout 3
Router# no terminal timeout

terminal timestamp datetime
no terminal timestamp

Administrator

Router# terminal timestamp datetime
Router# no terminal timestamp

VACANT

terminal vacant-message
no terminal vacant-message

VACANT

Administrator

Router# terminal vacant-message
Router# no terminal vacant-message

terminal width WIDTH

WIDTH

80

Administrator/Operator/Monitor

14



Router# terminal width 100

timezone HOURS [MINUTES]

HOURS ( -23 23)

MINUTES ( 0 59)
(UTC)

HOURS +09

MINUTES O

Administrator

Router# timezone -09 30

username USER-NAME password {plain |} hash} PASSWORD [LEVEL]
no username USER-NAME

USER-NAME ( 1 16 )

plain

hash

PASSWORD ( 1 249 )

LEVEL (administrator operator
monitor )

. 16
. 249

LEVEL Administrator

Administrator

Router# username ntt-user password plain abcde
Router# username ntt-user password plain abcde administrator
Router# no username ntt-user

utilization DEVICE-NAME int INTERVAL
no utilization DEVICE-NAME [int INTERVAL]

DEVICE-NAVE
INTERVAL [ 1C 1 65535)

INTERVAL 60

Administrator

Router# utilization GigaEthernet0/0 int 10
Router# no utilization GigaFthernet0/0

write memory

15



Administrator

Router# write memory

show buffers DEVICE-NAME

DEVICE-NAME

Administrator/Operator/Monitor

Router# show buffers
Router# show buffers GigaEthernetO

show clock

Administrator/Operator/Monitor

Router# show clock

show config

show startup-config

Administrator/Operator

Router# show config

show copyright

Administrator/Operator/Monitor

Router# show copyright

show default-config

Administrator/Operator
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Router# show default-config

show environment [history]

history

5

Administrator/Operator/Monitor

Router# show environment history
Router# show environment

history / 1
72

show hardware

Administrator/Operator/Monitor

Router# show hardware

show idb [INTERFACE ; device-linkage]

NTERFACE
device-linkage

device-linkage

Administrator/Operator/Monitor

Router# show idb GigaEthernet0.0
Router# show idb device-linkage

show interfaces [INTERFACE-NAME] [brief | detail | queue | stats]

INTERFACE-NAME

brief

detail

queue 1/F
stats 1/F
stats queue

17



Administrator/Operator/Monitor

Router# show interfaces brief
Router# show interfaces detail
Router# show interfaces queue
Router# show interfaces stats
Router# show interfaces GigaEthernet0.0
Router# show interfaces Tunnel0.0 stats

show memory

Administrator/Operator/Monitor

Router# show memory

show processes

Administrator/Operator/Monitor

Router# show processes

show queue

Administrator/Operator/Monitor

Router# show queue

show running-config [access-list [ACCESS-LIST] device [DEVICE] }
interface [INTERFACE]!security [policy [POLICY] proposal [PROPOSALTT]

18



access-1
ACCESS-L
device
DEVICE

ist
IST

interface
INTERFACE

security
policy
POLICY
proposal
PROPOSAL

IPsec/IKE

Administrator/Operator/Monitor

Router#
Router#
Router#
Router#
Router#
Router#
Router#
Router#

running-config
running-config
running-config
running-config
running-config
running-config
running-config
running-config

access-list

device

interface

interface GigaEthernet0.0
security

security policy

security proposal

show sta

rtup-config

Administ

rator/Monitor

Router# show startup-config

show terminal

Administrator/Operator/Monitor

Router# show terminal

show upt

ime

Administrator/Operator/Monitor

Router# show uptime
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show utilization [DEVICE-NAME } history]

DEVICE-NAME
history

Administrator/Operator/Monitor

Router# show utilization GigaEthernet0.0
Router# show utilization history
Router# show utilization

history 5 /1 /1
5 /1 /3

show version

Administrator/Operator/Monitor

Router# show version

clear counters [INTERFACE-NAME]

INTERFACE-NAME

Administrator/Operator/Monitor

Router# clear counters

clear environment [history]

history

Administrator/Operator/Monitor

Router# clear environment history

clear utilization [DEVICE | history]

DEVICE
history

Administrator/Operator/Monitor
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Router# clear utilization GigaEthernetO
Router# utilization
Router# utilization history

history

history 5 /1 /1
5 /1 /3
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2.3.

auto-connect 23
bandwidth 23
connect 23
description 23
device 24
encapsulation 24
forced-disconnect-time 24
idle-time 24
interface 25
keepalive 25
reset 25
reset 25
shutdown 26
show devices 26
show interfaces 26
show vlans 27
clear interface 27
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auto-connect

auto-connect

idle-time
no auto-connect

auto-connect

Administrator

Router# auto-connect
Router# no auto-connect

GigaEthernet

PPPoE
bandwidth [BANDWIDTH]
BANDWIDTH [kbps]( 1 1000000)
MIB cost
Administrator

Router# bandwidth 64

MIB-11 i fSpeed
mib-2 ifspeed

snmp-agent mib-2 ifspeed MIB-11 i fSpeed
ospf cost
snmp-agent mib-2 ifspeed
i fSpeed snmp-agent mib-2 ifspeed

snmp-agent

connect [INTERFACE-NAME]

INTERFACE-NAME

Administrator

Router# clear udp traffic

IPv4  1PV6

description [DESCRIPTION]
no description

DESCRIPTION 79
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Administrator

Router# description aaa bbb ccc ddd
Router# no description

device [DEVICE-NANE]

DEVICE-NAME

Administrator/Operator/Monitor

Router# device ethernet0

encapsulation {dotlq TAG-ID [tpid TPID] | pppoe}

ENCAPSULATION-TYPE
dotlg VLAN Tagging

TAG-ID VLAN TAG-ID 1 4095

TPID VLAN TAG TPID
5dd ffff 16

pppoe PPPoE

pppoe

tpid TPID 0x8100

Administrator

Router# encapsulation dotlq 10 tpid 1000
Router# encapsulation ppp
Router# encapsulation pppoe

TAG-1D TPID

forced-disconnect-time TIME
no forced-disconnect-time

TIME [ 1 1 65535

Administrator

Router# forced-disconnect-time 1440
Router# no forced-disconnect-time

auto-connect

idle-time IDLE-TIME [DIRECTION]
no idle-time

IDLE-TIME [ 1 0 10 86400
DIRECTION

inbound:

outbound:

24



2B
0

TIME 120

Administrator

Router# forced-disconnect-time 1440
Router# no forced-disconnect-time

auto-connect

interface INTERFACE-NAME
no interface INTERFACE-NAME

INTERFACE-NAME

no

Administrator

Router# interface GigaEthernet0.0

no

keepalive TIME COUNT
no keepalive

TIME [ 1 1 30
COUNT 1 10

X
TIME 4
COUNT 3
Administrator

Router# idle-time 0
Router# idle-time 10
Router# idle-time 100 inbound
Router# idle-time 120 outbound

no auto-connect

reset [ INTERFACE-NAVE]

INTERFACE-NAME

Administrator

Router# reset
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reset [DEVICE-NAME]

DEVICE-NAME

Administrator

Router# reset

shutdown
no shutdown

Administrator

Router# shutdown
Router# no shutdown

show devices [DEVICE-NAME] [detail]

DEVICE-NAME
detail

Administrator/Operator/Monitor

Router# devices
Router# devices GigaEthernet0
Router# devices detail

show interfaces [INTERFACE-NAME] [brief}detail}queue|stats]

INTERFACE-NAME

brief

detail

queue 1/F
stats 1/F

Administrator/Operator/Monitor

Router# interfaces detail
Router# interfaces GigaEthernet0.0
Router# interfaces Tunnel0.0 detail
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show vlans [VLAN-I1D]

VLAN-1D VLAN 1D

VLAN ID  VLAN
VLAN 1D VLAN 1D

Administrator/Operator/Monitor

Router# show vlans
Router# show vlans 100

clear interface [INTERFACE-NAME]

INTERFACE-NAME

Administrator

Router# clear interface
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2.4.

2.4.1.

IEEE802. 1X

dotlx access-control 29
dotlx accounting 29
dotlx authentication 29
dotlx enable IEEE802.1X 29
dotlx ignore-address 30
dotlx max-req 30
dotlx max-supplicants 30
dotlx multiple-host 30
dotlx port-control 31
dotlx quarantine attribute 31
dotlx quarantine enable 31
dotlx quarantine filter 32
dotlx quarantine suppress-logging 32
dotlx reauthentication 33
dotlx supplicant-detection 33
dotlx timeout 33
dotlx version 34
show dotlx interface 34
show dotlx statistics 34
show dotlx supplicant 35
clear dotlx statistics 35
clear dotlx supplicant 36
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dotlx access-control {mac-based |} port-based}
no dotlx access-control[mac-based | port-based]

mac-based MAC
port-based

dotlx

mac-based

Administrator

Router# dotlx access-control port-based
Router# no dotlx access-control

dotlx accounting {default | LIST_NAME}
no dotlx accounting

LIST_NAME

1 31
dotlx AAA
default
Administrator

Router# dotlx accounting default
Router# dotlx accounting acct-listl
Router# no dotlx accounting

dotlx authentication {default } LIST NAME}
no dotlx authentication

LIST_NAM

1 31
dotlx AAA
default
Administrator

Router# dotlx authentication default
Router# dotlx authentication authen-listl
Router# no dotlx authentication

IEEE802.1X

dotlx enable
no dotlx enable

IEEE802.1X

dotlx

Administrator

Router# dotlx enable
Router# no dotlx enable
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no dotlx enable

dotlx ignore-address {broadcast } multicast |} MAC-ADDRESS}
no dotlx ignore-address {broadcast } multicast | MAC-ADDRESS}

broadcast
multicast
MAC-ADDRESS MAC-ADDRESS

no dotlx ignore-address broadcast
no dotlx ignore-address multicast

Administrator

Router# dotlx ignore-address 0 0 0 0 0 1
Router# dotlx ignore-address broadcast

Router# no dotlx ignore-address 0 0 0 0 0 1
Router# no dotlx ignore-address broadcast

dotlx max-req NUM
no dotlx max-req [NUM]

NUM 1 10

EAPOL-Request
EAPOL-Request

NUM 2

Administrator

Router# dotlx max-req 5
Router# no dotlx max-reg

dotlx max-supplicants NUM
no dotlx max-supplicants [NUM]

NUM 1 256

dotlx max-supplicants 32

Administrator

Router# dotlx max-supplicants 24
Router# no dotlx max-supplicants

MAC

dotlx multiple-host
no dotlx multiple-host

no dotlx multiple-host

Administrator
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Router# dotlx multiple-host
Router# no dotlx multiple-host

dotlx port-control {auto } force-authorized | force-unauthorized} }
{direction {both | in}} } {suppress-logging {authorized |
unauthorized}}

no dotlx port-control {auto } force-authorized | force-unauthorized}
1 {direction {both | in}} } {suppress-logging {authorized |
unauthorized}}

auto dotlx
force-authorized
force-unauthorized

both Inbound Outbound
in Inbound

authorized

unauthorized

dotlx port-control auto

dotlx port-control direction both

no dotlx port-control suppress-logging authorized
no dotlx port-control suppress-logging unauthorized

Administrator

Router# dotlx port-control force-authorized

Router# dotlx port-control direction in

Router# dotlx port-control suppress-logging authorized
Router# no dotlx port-control force-authorized

Router# no dotlx port-control direction in

Router# no dotlx port-control suppress-logging authorized

dotlx port-control {auto | force-authorized | force- unauthorized}

dotlx quarantine attribute {filter-id |} tunnel-private-group-id}
no dotlx quarantine attribute [{filter-id | tunnel-private-group-id}]

filter-id Filter-Id
tunnel-private-group-id
Tunnel-Private-Group-Id

RADIUS

dotlx quarantine attribute filter-id

Administrator

Router# dotlx quarantine attribute tunnel-private-group-id
Router# no dotlx quarantine attribute tunnel-private-group-id
Router# no dotlx quarantine attribute

dotlx quarantine enable
no dotlx quarantine enable

IEEE802.1X

no dotlx quarantine enable
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Administrator

Router# dotlx quarantine enable
Router# no dotlx gquarantine enable

IEEEB02.1X (dotlx enable)

MAC

dotlx quarantine filter {default } ID} {ip | ipv6} {any | ADDRESS}
no dotlx quarantine filter {default } ID} [[{ip | ipv6}] {any | ADDRESS}]

ID ID
1 32

default
ADDRESS

«1Pv4 0 32

«1Pv6 0 128
any

RADIUS
( 1D)

Administrator

Router# dotlx quarantine filter default ip 10.1.1.0/24
Router# dotlx quarantine filter keneki ip 10.1.1.0/24
Router# dotlx quarantine Ffilter keneki ipv6 3ffe 100 1/64
Router# dotlx quarantine filter kikan ip any

Router# dotlx quarantine filter kikan ipv6 any

Router# no dotlx quarantine filter default

Router# no dotlx quarantine filter keneki ip

Router# no dotlx quarantine filter kikan ipv6 any

any

ID RADIUS

dotlx quarantine suppress-logging {pass | drop}
no dotlx quarantine suppress-logging [{pass ; drop}]

pass
drop

no dotlx quarantine suppress-logging pass
no dotlx quarantine suppress-logging drop

Administrator

Router# dotlx quarantine suppress-logging pass
Router# dotlx quarantine suppress-logging drop
Router# no dotlx quarantine suppress-logging pass
Router# no dotlx gquarantine suppress-logging drop

(dotlx port-control suppress-logging
authorized)
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dotlx reauthentication
no dotlx reauthentication

dotlx reauthentication

Administrator

Router# dotlx reauthentication
Router# no dotlx reauthentication

dotlx supplicant-detection {shortcut |} full | disable}
no dotlx supplicant-detection [shortcut | full | disable]

shortcut EAP-Response/ ldentity Success
full EAP-Response/ ldentity
disable EAP-Request/ldentity

EAP-Request/Identity
(EAP-Response/ ldentity)

dotlx supplicant-detection full

Administrator

Router# dotlx supplicant-detection shortcut
Router# dotlx supplicant-detection full
Router# dotlx supplicant-detection disable
Router# no dotlx supplicant-detection

dotlx timeout {quiet-period QUIET-PERIOD} } {reauth-period
{REAUTH-PERIOD |} server}} } {server-timeout SERVER-TOUT} |}
{supp-timeout SUPP-TOUT} | {tx-period TX-PERIOD} } {waiting-period
WAIT-PERIOD}

no dotlx timeout {quiet-period QUIET-PERIOD} } {reauth-period
[REAUTH-PERIOD | server]} | {server-timeout [SERVER-TOUT]} |
{supp-timeout [SUPP-TOUT]} } {tx-period [TX-PERIOD]} i
{waiting-period [WAIT-PERIOD]}

QUIET-PERIOD
] 1 65535
REAUTH-PERIOD
[ ] 1 65535
server RADIUS
Session-Timeout
SERVER-TOUT

L 1 1 65535
SUPP-TOUT EAP-Request
L 1 1 65535
TX-PERIOD EAPOL-Request/ldentity
L 1 1 65535
WAIT-PERIOD
[ 1 1 65535
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dotlx timeout quiet-period 60
dotlx timeout reauth-period 3600
dotlx timeout server-timeout 30
dotlx timeout supp-timeout 30
dotlx timeout tx-period 35

dotlx timeout waiting-period 10

Administrator

Router# dotlx timeout tx-period 45

Router# dotlx timeout reauth-period 7200
Router# dotlx timeout reauth-period server
Router# no dotlx timeout tx-period 45

Router# no dotlx timeout reauth-period
Router# no dotlx timeout reauth-period server

dotlx version NUM
no dotlx version

NUM 1 2

dotlx

dotlx version 2

Administrator

Router# dotlx version 1
Router# no dotlx version

show dotlx interface [INTERFACE]

INTERFACE

INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# show dotlx interface
Router# show dotlx interface GigaEthernet0.0

show dotlx statistics [{INTERFACE [MAC-ADDRESS]} | MAC-ADDRESS]
[detail]
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INTERFACE

MAC-ADDRESS MAC

MAC-ADDRESS
detail

INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# show dotlx statistics

Router# show dotlx statistics GigaEthernet0.0

Router# show dotlx statistics GigaEthernet0.0 detail

Router# show dotlx statistics GigaEthernet0.00 0 0 0 0 1
Router# show dotlx statistics GigaEthernet0.00 0 0 0 0 1 detail

show dotlx supplicant [{INTERFACE [MAC-ADDRESS]} } MAC-ADDRESS]
[detail]

INTERFACE

MAC-ADDRESS MAC

MAC-ADDRESS
detail

INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# show dotlx supplicant

Router# show dotlx supplicant GigaEthernet0.0

Router# show dotlx supplicant GigaEthernet0.0 detail

Router# show dotlx supplicant GigaEthernet0.0 00 01 02 03 04 05
Router# show dotl1x supplicant GigaEthernet0.000 01 02 03 04 05 detail

| clear dotlx statistics [{INTERFACE [MAC-ADDRESS]} ! MAC-ADDRESS]
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INTERFACE

MAC-ADDRESS MAC

MAC-ADDRESS

INTERFACE INTERFACE

MAC-ADDRESS MAC

Administrator/Operator/Monitor

Router# clear dotlx statistics

Router# clear dotlx statistics GigaEthernet0.0

Router# clear dotlx statistics GigaEthernet0.0 00 01 02 03 04 05
Router# clear dotlx statistics 00 01 02 03 04 05

clear dotlx supplicant [{INTERFACE [MAC-ADDRESS]} i MAC-ADDRESS]

INTERFACE

MAC-ADDRESS MAC

MAC-ADDRESS

INTERFACE
INTERFACE
MAC-ADDRESS MAC

Administrator/Operator/Monitor

Router# clear dotlx supplicant

Router# clear dotlx supplicant GigaEthernet0.0

Router# clear dotlx supplicant GigaEthernet0.0 00 01 02 03 04 05
Router# clear dotlx supplicant 00 01 02 03 04 05
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2.4.2. MAC

mac-auth accounting 38
mac-auth address-format case 38
mac-auth address-format separator 38
mac-auth authentication 38
mac-auth enable MAC 39
mac-auth ignore-address 39
mac-auth timeout 39
show mac-auth interface 40
show mac-auth terminal 40
clear mac-auth statistics 40
clear mac-auth terminal 41
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mac-auth accounting {default |} LIST-NAME}
no mac-auth accounting

LIST-NAME

1 31
MAC AAA
default
Administrator

Router# mac-auth accounting default
Router# mac-auth accounting acct-listl
Router# no mac-auth accounting

mac-auth address-format case upper
no mac-auth address-format case [upper]

upper 16

RADIUS

) "012345abcdef" --
""01-23-45-AB-CD-EF" -- -t

MAC

Administrator

Router# mac-auth address-format case upper
Router# no mac-auth address-format case

mac-auth address-format separator CHARACTER

no mac-auth address-format separator [CHARACTER]

CHARACTER 1

RADIUS

) "012345abcdef" --
"01-23-45-AB-CD-EF" -- "t

MAC

Administrator

Router# mac-auth address-format separator -
Router# no mac-auth address-format separator

mac-auth authentication {default } LIST-NAME}
no mac-auth authentication

LIST-NAME

1 31
MAC AAA
default
Administrator

Router# mac-auth authentication default
Router# mac-auth authentication auth-listl
Router# no mac-auth authentication
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MAC

mac-auth enable
no mac-auth enable

MAC

Administrator

Router# mac-auth enable
Router# no mac-auth enable

MAC

mac-auth ignore-address {broadcast |} multicast |} MAC-ADDRESS}
no mac-auth ignore-address {broadcast |} multicast | MAC-ADDRESS}

broadcast
multicast
MAC-ADDRESS MAC-ADDRESS

no mac-auth ignore-address broadcast
no mac-auth ignore-address multicast

Administrator

Router# mac-auth ignore-address broadcast

Router# mac-auth ignore-address multicast

Router# mac-auth ignore-address 12 34 56 AB CD EF
Router# mac-auth ignore-address 123456abcdef

Router# no mac-auth ignore-address broadcast

Router# no mac-auth ignore-address multicast

Router# no mac-auth ignore-address 12 34 56 AB CD EF
Router# no mac-auth ignore-address 123456abcdef

mac-auth timeout {offline-detection OFFLINE-TOUT |} quiet-period
QUIET-PERIOD } reauth-period REAUTH-PERIOD }

no mac-auth timeout {offline-detection [OFFLINE —TOUT] } quiet-period
[QUIET-PERIOD] ; reauth-period [REAUTH-PERIOD] }

OFFL INE-TOUT
[ ] 1 31536000
QUIET-PERIOD
[ ] 1 65535
REAUTH-PERI0D
[ ] 1 65535

offline-detection 300
quiet-period 60
reauth-period 0

Administrator

Router# mac-auth timeout offline-detection 600
Router# mac-auth timeout quiet-period 120
Router# mac-auth timeout reauth-period 3600
Router# no mac-auth timeout quiet-period
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reauth-period 0

show mac-auth interface [INTERFACE]

INTERFACE

INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# show mac-auth interface
Router# show mac-auth interface GigaEthernet0.0

show mac-auth terminal [{INTERFACE [MAC-ADDRESS]} } MAC-ADDRESS]

[detail]
INTERFACE
MAC-ADDRESS MAC
MAC-ADDRESS
detail
INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show mac-auth terminal
Router# show mac-auth terminal 12 34 56 ab cd ef
)
Router# show mac-auth terminal GigaEthernetl.0
Router# show mac-auth terminal GigaEthernetl.0 detail
Router# show mac-auth terminal GigaEthernetl1.012 34 56 ab cd ef
Router# show mac-auth terminal GigaEthernetl1.012 34 56 ab cd ef
detail

| clear mac-auth statistics [{INTERFACE [MAC-ADDRESS]} ! MAC-ADDRESS]
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INTERFACE

MAC-ADDRESS MAC

MAC-ADDRESS

INTERFACE

NTERFACE

MAC-ADDRESS MAC

Administrator/Operator/Monitor

Router# clear mac-auth statistics
Router# clear mac-auth statistics 12 34 56 ab cd ef

Router# clear mac-auth statistics GigaEthernet0.0
Router# clear mac-auth statistics GigaEthernet0.0 12 34 56 ab cd
ef

clear mac-auth terminal [{INTERFACE [MAC-ADDRESS]} i MAC-ADDRESS]

INTERFACE

MAC-ADDRESS MAC

MAC-ADDRESS

INTERFACE

INTERFACE

MAC-ADDRESS MAC

Administrator/Operator/Monitor

Router# clear mac-auth terminal
Router# clear mac-auth terminal 12 33 45 6A BC DE

Router# clear mac-auth terminal GigaEthernet0.0
Router# clear mac-auth terminal GigaEthernet0.0 12 34 56 ab cd
ef
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2.5.

bridge aging-time 43
bridge bridge 43
bridge ip filter 1Pv4 43
bridge ip tcp adjust-mss 1Pv4AMSS 43
bridge ipv6 filter 1Pv6 44
bridge ipv6 tcp adjust-mss 1Pv6MSS 44
bridge-group 44
bridge-group permanent-address 45
bridge-group port-protected 45
bridge irb enable 45
bridge table-size 45
show bridge 46
show bridge ip filter 1Pv4 46
show bridge ip Filter dynamic 1Pv4 46
show bridge ip filter statistics 1Pv4 47
show bridge ipv6 filter 1Pv6 47
show bridge ipv6 filter dynamic 1Pv6 47
show bridge ipv6 filter statistics IPv6 47
show bridge traffic 47
clear bridge 48
. . . 1Pv4
clear bridge ip filter dynamic 48
clear bridge ip filter hit-count 1Pv4 48
clear bridge ip filter statistics 1Pv4 49
clear bridge ipv6 Ffilter dynamic IPv6 49
clear bridge ipv6 filter hit-count 1Pv6 49
clear bridge ipv6 filter statistics 1Pv6 49
clear bridge traffic 49
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bridge GROUP aging-time TIME
no bridge GROUP aging-time [TIME]

GROUP 1 255

TIME [ 1 10 1000000
TIME 300

Administrator

Router# bridge 1 aging-time 100
Router# no bridge 1 aging-time 100

bridge GROUP bridge PROTOCOL
no bridge GROUP bridge PROTOCOL

GROUP 1 255
PROTOCOL ip ipv6

no
Administrator

Router# bridge 1 bridge ipv6
Router# no bridge 1 bridge ip

1Pv4

bridge ip filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]
no bridge ip Ffilter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]

ACCESS-LIST-NAME /
DIRECTION
in
out
SEQUENCE-NUMBER No. 1 65535
1
No.
suppress-logging

1Pv4

Administrator

Router# bridge ip filter vdacl 100 in
Router# no bridge ip filter vdacl 100 out

ip filter

1Pv4MSS

bridge ip tcp adjust-mss MSS
no bridge ip tcp adjust-mss [MSS]

MSS MSS [ ] 64 65495

TCP MSS
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Administrator

Router# bridge ip tcp adjust-mss 1400

IPv6

bridge ipv6 filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]
no bridge ipv6 filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]

ACCESS-LIST-NAME /
DIRECTION
in
out
SEQUENCE-NUMBER No. 1 65535
1
No.
suppress-logging

1Pv6

Administrator

Router# bridge ipv6 filter v6acl 100 in
Router# no bridge ipv6 filter v6acl 100 out

ipvé filter

IPV6MSS

bridge ipv6 tcp adjust-mss MSS
no bridge ipv6 tcp adjust-mss [MSS]

MSS MSS [ ] 64 65475

TCP MSS

Administrator

Router# bridge ipv6 tcp adjust-mss 1400

bridge-group GROUP
no bridge-group ROUP

GROUP 1 255

Ethernet BVI
Tunnel

Administrator

Router# bridge-group 1
Router# no bridge-group 1
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BVI

1Pv4/1Pv6

BVI

1Pv4/1Pv6
VLAN

VLAN

BVI

bridge-group GROUP permanent-address MAC-ADDRESS
no bridge-group GROUP permanent-address [MAC-ADDRESS]

GROUP 1 255
MAC-ADDRESS MAC MAC

MAC
Administrator

Router# bridge-group 1 permanent-address 11 22 33 44 55 66
Router# no bridge-group 1 permanent-address 11 22 33 44 55 66

bridge-group GROUP port-protected
no bridge-group GROUP port-protected

GROUP 1 255

Administrator

Router# bridge-group 1 port-protected
Router# no bridge-group 1 port-protected

bridge irb enable
no bridge irb enable

Administrator

Router# bridge irb enable
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bridge GROUP table-size SIZE
bridge GROUP table-size unlimited
no bridge GROUP table-size [SIZE]

GROUP 1 255
SIZE 1 65535
unlimited

unlimited
SIZE 4096
Administrator

Router# bridge 1 table-size 5000
Router# no bridge 1 table-size 5000

show bridge [GROUP] [INTERFACE]

GROUP 1 255
INTERFACE

Administrator/Operator/Monitor

Router# show bridge

Router# show bridge GigaEthernet0.0
Router# show bridge 1

Router# show bridge 1 GigaEthernet0.0

1Pv4

show bridge ip filter [INTERFACE]

INTERFACE

1Pv4

Administrator/Operator/Monitor

Router# show bridge ip filter GigaEthernet0.0

1Pv4

show bridge ip filter dynamic [INTERFACE]

INTERFACE

1Pv4
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Administrator/Operator/Monitor

Router# show bridge ip filter dynamic GigaEthernet0.0

1Pv4

show bridge ip Ffilter statistics [INTERFACE]

INTERFACE

1Pv4

Administrator/Operator/Monitor

Router# show bridge ip filter statistics GigaEthernet0.0

IPv6

show bridge ipv6 filter [INTERFACE]

INTERFACE

1Pv6

Administrator/Operator/Monitor

Router# show bridge ipv6 Ffilter GigaEthernet0.0

IPv6

show bridge ipv6 filter dynamic [INTERFACE]

INTERFACE

1Pv6

Administrator/Operator/Monitor

Router# show bridge ipv6 filter dynamic

IPv6

show bridge ipv6 filter statistics [INTERFACE]

INTERFACE

1Pv6

Administrator/Operator/Monitor

Router# show bridge ipv6 filter statistics GigaEthernet0.0

| show bridge [GROUP] traffic [INTERFACE]
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GROUP 1 255
INTERFACE

Administrator/Operator/Monitor

Router# show bridge traffic

Router# show bridge traffic GigaEthernet0.0
Router# show bridge 1 traffic

Router# show bridge 1 traffic GigaEthernet0.0

clear bridge [GROUP] [INTERFACE]

GROUP 1 255
INTERFACE

Administrator/Operator/Monitor

Router# clear bridge

Router# clear bridge GigaEthernet0.0
Router# clear bridge 1

Router# clear bridge 1 GigaFthernet0.0

1Pv4

clear bridge ip Filter dynamic [INTERFACE]

INTERFACE

show bridge ip filter dynamic

Administrator/Operator/Monitor

Router# clear bridge ip filter dynamic

1Pv4

clear bridge ip filter hit-count [INTERFACE]

INTERFACE

show bridge ip filter statistics show bridge ip
filter
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Administrator/Operator/Monitor

Router# clear bridge ip filter hit-count

1Pv4

clear bridge ip filter statistics [INTERFACE]

INTERFACE

show bridge ip filter statistics
filter

show bridge ip

Administrator/Operator/Monitor

Router# clear bridge ip filter statistics

IPv6

clear bridge ipv6 Ffilter dynamic [INTERFACE]

INTERFACE

show bridge ipv6 filter dynamic

Administrator/Operator/Monitor

Router# clear bridge ipv6 filter dynamic

IPv6

clear bridge ipv6 Filter hit-count [INTERFACE]

INTERFACE

show bridge ipv6 filter statistics
ipvé filter

show bridge

Administrator/Operator/Monitor

Router# clear bridge ipv6 filter hit-count

IPv6

clear bridge ipv6 Filter statistics [INTERFACE]

INTERFACE

show bridge ipv6 filter statistics
ipvé Filter

show bridge

Administrator/Operator/Monitor

Router# clear bridge ipv6 filter statistics

clear bridge [GROUP] traffic [INTERFACE]

GROUP 1 255
INTERFACE
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Administrator/Operator/Monitor

Router# clear bridge traffic

Router# clear bridge traffic GigaEthernet0.0
Router# clear bridge 1 traffic

Router# clear bridge 1 traffic GigaFthernet0.0
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2.6. PPP

2.6.1. PPP

accounting list 53
authentication accept 53
authentication list 53
authentication myname 53
authentication password 54
authentication request 54
authentication secret-password 54
authorization list 54
chap challenge-timeout CHAP Challenge 55
. CHAP Success/Failure/Response
chap response-timeout 55
chap retry CHAP Challenge 55
echo LCP Echo-Request 55
ipcp ip-compression Van Jacobson TCP/IP 56
ipcp provide-remote-dns DNS 56
ipcp request-ip-address IP 56
ipcp request-local-dns DNS 56
ipcp send-ip-address IP 57
ipvécp send-interface-id ID 57
ipvécp suggest-interface-id ID 57
Address-and-Control-Field-Compression
Icp acfc 57
Icp config-retry LCP Configure-Request 58
Icp echo-interval LCP Echo-Request 58
Icp echo-retry LCP Echo-Request 58
Icp magic-number Magic-Number 58
Icp mru Maximum-Receive-Unit 58
Icp nak-retry LCP Configure-Nak 59
Icp pfc Protocol-Field-Compression 59
Icp retry-timer LCP  Configure-Request/Terminate-Request 59
Icp terminate-retry LCP Terminate-Request 59
ncp config-retry NCP Configure-Request 59
ncp nak-retry NCP Configure-Nak 60
ncp retry-timer NCP  Configure-Request/Terminate-Request 60
ncp terminate-retry NCP Terminate-Request 60
pap max-request PAP Authenticate-Request 60
pap request-timeout PAP Authenticate-Request 61
. PAP Authenticate-Ack/Authenticate-Nak
pap retry-timeout 61
ppp binding PPP 61
ppp profile PPP 61
tcp-mss TCP-MSS 62
show ppp PPP 62
show ppp chap CHAP 62
show ppp control authentication CHAP/PAP 62
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show ppp control connection PPP 63
show ppp control ipcp IPCP 63
show ppp control ipv6ecp I1Pv6CP 63
show ppp control lcp LCP 63
show ppp errors PPP 63
show ppp ip IP 63
show ppp ipcp IPCP 64
show ppp ipv6 1Pv6 64
show ppp ipveep 1Pv6CP 64
show ppp lcp LCP 64
show ppp pap PAP 64
show ppp password CHAP/PAP 66
show ppp profile PPP 66
clear ppp statistics PPP 66
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accounting list {default | LIST-NAME}
no accounting list

LIST-NAME
1 31
AAA
efault
PPP
Administrator

Router# accounting list default
Router# accounting list ACCT
Router# no accounting list

authentication accept PROTOCOL
no authentication accept

PROTOCOL chap pap chap-pap
chap-pap CHAP  PAP

PROTOCOL chap-pap

PPP

Administrator

Router# authentication accept pap
Router# no authentication accept

authentication list {default | LIST-NAME}
no authentication list

LIST-NAME
1 31

AAA PPP

default

PPP

Administrator

Router# authentication list default
Router# authentication list AUTHEN
Router# no authentication list

authentication myname NAME
no authentication myname

NAME
1 59
CHAP PAP
PPP
Administrator

Router# authentication myname nttOl
Router# no authentication myname
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authentication password NAME PASSWORD
no authentication password NAME

NAME
1 59
PASSWORD
1 79
authentication myname NAME
PPP
Administrator

Router# authentication password ntt0l nttOlpasswd
Router# no authentication password nttOl

authentication request PROTOCOL [callin]
no authentication request

PROTOCOL chap pap chap-pap
callin

chap-pap CHAP
PAP

PPP

Administrator

Router# authentication request chap
Router# authentication request chap-pap callin
Router# no authentication request

authentication secret-password ENCRYPT NAME PASSWORD

NAME

1 59
ENCRYPT
0 1
PASSWORD
1 79
*ENCRYPT
authentication myname NAME
PPP
Administrator

Router# authentication secret-password 0 ntt0l1 nttOlpasswd
Router# authentication secret-password 1 ntt01 a3DxVNpebOesl27g2B3W3g

authorization list {default } LIST-NAME}
no authorization list
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LIST-NAME

1 31
AAA
default
PPP
Administrator

Router# authorization list default
Router# authorization list AUTHOR
Router# no authorization list

CHAP Challenge

chap challenge-timeout TIME
no chap challenge-timeout

TINE [ 1 200 150000

CHAP Challenge

TIME 15000

PPP

Administrator

Router# chap challenge-timeout 30000
Router# no chap challenge-timeout

CHAP Success/Failure/Response

chap response-timeout TIME
no chap response-timeout

TIME [ ] 200 30000
CHAP Success/Failure/Response
TIME 3000

PPP

Administrator

Router# chap response-timeout 6000
Router# no chap response-timeout

CHAP Challenge

chap retry COUNT
no chap retry

COUNT 1 100

CHAP Challenge

COUNT 10

PPP

Administrator

Router# chap retry 5
Router# no chap retry

LCP Echo-Request

echo
no echo

LCP Echo-Request

PPP

Administrator
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Router# echo
Router# no echo

Van Jacobson TCP/IP

ipcp ip-compression [slot NUMBER]
no ipcp ip-compression

NUMBER 1 16

Van Jacobson TCP/IP

NUMBER 16

PPP

Administrator

Router# ipcp ip-compression
Router# ipcp ip-compression slot 8
Router# no ipcp ip-compression

DNS

ipcp provide-remote-dns [PRIMARY-DNS-ADDRESS [SECONDARY-DNS-ADDRESS]]
no ipcp provide-remote-dns [PRIMARY-DNS-ADDRESS
[ SECONDARY-DNS-ADDRESS]]

PRIMARY-DNS-ADDRESS DNS
SECONDARY-DNS-ADDRESS DNS

DNS
Request Request Reject

Request
Reject Request Ack

Request Nak Request
Ack

PPP

Administrator

Router# ipcp provide-remote-dns

Router# ipcp provide-remote-dns 192.168.10.1

Router# ipcp provide-remote-dns 192.168.10.1 192.168.10.2
Router# no ipcp provide-remote-dns

IP

ipcp request-ip-address IP-ADDRESS
no ipcp request-ip-address [IP-ADDRESS]

IP-ADDRESS IP

IP

PPP

Administrator

Router# ipcp request-ip-address 192.168.4.1
Router# no ipcp request-ip-address

DNS

ipcp request-local-dns
no ipcp request-local-dns

56



DNS

PPP

Administrator

Router# ipcp request-local-dns
Router# no ipcp request-local-dns

IP

ipcp send-ip-address
no ipcp send-ip-address

IP

PPP

Administrator

Router# ipcp send-ip-address
Router# no ipcp send-ip-address

)

ipvécp send-interface-id
no ipvécp send-interface-id

ID

PPP

Administrator

Router# ipv6cp send-interface-id
Router# no ipvéecp send-interface-id

)

ipvéep suggest-interface-id
no ipvécp suggest-interface-id

ID

PPP

Administrator

Router# ipv6cp suggest-interface-id
Router# no ipv6ecp suggest-interface-id

Address-and-Control-Field-Compression

Icp acfc
no Icp acfc

Address-and-Control-Field-Compression

PPP

Administrator

Router# Icp acfc
Router# no Icp acfc
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LCP Configure-Request

Icp config-retry COUNT
no Icp config-retry

COUNT 1 100

Configure-Request

COUNT 10

PPP

Administrator

Router# Icp config-retry 20
Router# no Icp config-retry

LCP Echo-Request

Icp echo-interval INTERVAL
no lcp echo-interval

INTERVAL [ 1 1 43200

LCP Echo-Request

INTERVAL 30

PPP

Administrator

Router# Icp echo-interval 20
Router# no Icp echo-interval

LCP Echo-Request

Icp echo-retry RETRY-COUNT
no Icp echo-retry

RETRY-COUNT 1 100

LCP Echo-Request

RETRY-COUNT 5

PPP

Administrator

Router# Icp echo-retry 5
Router# no Icp echo-retry

Magic-Number

Icp magic-number
no lcp magic-number

Magic-Number

PPP

Administrator

Router# Icp magic-number
Router# no lcp magic-number

Maximum-Receive-Unit

Icp mru LENGTH
no Icp mru

LENGTH MRU length[ ] 160

9180

Maximum-Receive-Unit

LENGTH 1500

PPP
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Administrator

Router# Icp mru 2048
Router# no Icp mru

LCP Configure-Nak

Icp nak-retry COUNT
no Icp nak-retry

COUNT 1 100

LCP Configure-Nak

COUNT 5

PPP

Administrator

Router# Icp nak-retry 10
Router# no Icp nak-retry

Protocol-Field-Compression

Icp pfc
no Icp pfc

Protocol-Field-Compression

PPP

Administrator

Router# Icp pfc
Router# no lIcp pfc

LCP Configure-Request/Terminate-Request

Icp retry-timer TIME
no lcp retry-timer

TIME [ ] 200 30000
LCP Configure-Request/Terminate-Request
TIME 3000

PPP

Administrator

Router# Icp retry-timer 1000
Router# no Icp retry-timer

LCP Terminate-Request

Icp terminate-retry COUNT
no Icp terminate-retry

COUNT 1 100

LCP Terminate-Request

COUNT 2

PPP

Administrator

Router# Icp terminate-retry 20
Router# no Icp terminate-retry

NCP Configure-Request

ncp config-retry COUNT
no ncp config-retry
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COUNT 1 100

NCP Configure-Request

COUNT 10

PPP

Administrator

Router# ncp config-retry 5
Router# no ncp config-retry

NCP Configure-Nak

ncp nak-retry COUNT
no ncp nak-retry

COUNT 1 100

NCP Configure-Nak

COUNT 5

PPP

Administrator

Router# ncp nak-retry 10
Router# no ncp nak-retry

NCP Configure-Request/Terminate-Request

ncp retry-timer TIME
no ncp retry-timer

TIME [ ] 200 30000
NCP Configure-Request/Terminate-Request
TIME 3000

PPP

Administrator

Router# ncp retry-timer 1000
Router# no ncp retry-timer

NCP Terminate-Request

ncp terminate-retry COUNT
no ncp terminate-retry

COUNT 1 100

NCP Terminate-Request

COUNT 2

PPP

Administrator

Router# ncp terminate-retry 5
Router# no ncp terminate-retry

PAP Authenticate-Request

pap max-request COUNT
no pap max-request

COUNT 1 100
PAP Authenticate-Request
COUNT 10

PPP

Administrator

Router# pap max-request 20
Router# no pap max-request
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PAP Authenticate-Request

pap request-timeout TIME
no pap request-timeout

TIME [ ] 200 150000
PAP Authenticate-Request

TIME 15000

PPP

Administrator

Router# pap request-timeout 30000
Router# no pap request-timeout

PAP Authenticate-Ack/Authenticate-Nak

pap retry-timeout TIME
no pap retry-timeout

TIME [ ] 200 30000
PAP Authenticate-Ack/Authenticate-Nak
TIME 3000

PPP

Administrator

Router# pap retry-timeout 5000
Router# no pap retry-timeout

PPP

ppp binding PROFILE-NAME
no ppp binding [PROFILE-NAME]

PROFILE-NAME PPP
1 31

PPP

Administrator

Router# ppp binding chlprof
Router# no ppp binding chlprof

PPP
PPP

no PPP
PPP
UP
DOWN UP PPP
PPP UP

PPP

UP

PPP

PPP

ppp profile PROFILE-NAME
no ppp profile PROFILE-NAME

PROFILE-NAME PPP
1 31

PPP PPP

PPP

PPP

PPP

Administrator
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Router# ppp profile chlprof

Router# no ppp profile chlprof

no PPP
PPP
UP
DOWN UP PPP
UP

PPP

PPP

TCP-MSS

tcp-mss MSS
no tcp-mss

MSS TCP max segment size[

] 0 9140 0

TCP-MSS

MSS O

PPP

Administrator

Router# tcp-mss 512
Router# no tcp-mss

MSS

adjust-mss

no TCP-MSS

0 remote
MSS

TCP-MSS 1Pv4
PPPoE

ip tcp

local MRU
1 remote local MRU
1 MSS

PPP

show ppp [INTERFACE]

INTERFACE

PPP

Administrator/Operator/Monitor

Router# show ppp

CHAP

show ppp chap

CHAP

Administrator/Operator/Monitor

Router# show ppp chap

CHAP/PAP

show ppp control authentication

CHAP/PAP
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Administrator/Operator/Monitor

Router# show ppp control authentication

PPP

show ppp control connection

PPP

Administrator/Operator/Monitor

Router# show ppp control connection

IPCP

show ppp control ipcp

IPCP

Administrator/Operator/Monitor

Router# show ppp control ipcp

1Pv6CP

show ppp control ipv6cp

1Pv6CP

Administrator/Operator/Monitor

Router# show ppp control ipv6cp

LCP

show ppp control lcp

LCP

Administrator/Operator/Monitor

Router# show ppp control Icp

PPP

show ppp errors

Administrator/Operator/Monitor

Router# show ppp errors

IP
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show ppp ip

IP

Administrator/Operator/Monitor

Router# show ppp ip

IPCP

show ppp ipcp

IPCP

Administrator/Operator/Monitor

Router# show ppp ipcp

IPv6

show ppp ipv6

ipv6

Administrator/Operator/Monitor

Router# show ppp ipv6

1Pv6CP

show ppp ipveep

ipv6CP

Administrator/Operator/Monitor

Router# show ppp ipvéecp

LCP

show ppp lcp

LCP

Administrator/Operator/Monitor

Router# show ppp Icp

PAP

show ppp pap

PAP
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Administrator/Operator/Monitor

Router# show ppp pap

CHAP/PAP

show ppp password

CHAP/PAP

Administrator

Router# show ppp password

PPP

show ppp profile [PROFILE-NAME]

PROFILE-NAME PPP

PPP

Administrator/Operator/Monitor

Router# show ppp profile
Router# show ppp profile chlprof

PPP

clear ppp statistics

PPP

Administrator/Operator/Monitor

Router# clear ppp statistics
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2.6.2. PPPoE

pppoe access-concentrator 67
pppoe host-unig-tag 67
pppoe service-name 67
show pppoe session PPPoOE 67
show pppoe statistics 67
show pppoe status 68
clear pppoe statistics 68
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pppoe access-concentrator AC-NAME
no pppoe access-concentrator [AC-NAME]

AC-NAME PPPoE
64

PPPoE

Administrator

Router# pppoe access-concentrator tokyo

PPPoE

pppoe host-unig-tag
no pppoe host-unig-tag

PPPoE

Administrator

Router# pppoe host-unig-tag

PPPoE

pppoe service-name SERVICE-NAME
no pppoe service-name [SERVICE-NAME]

SERVICE-NAME  PPPoE 64

PPPoE PPPoE

Administrator

Router# pppoe service-name client

PPPoE

PPPOE

show pppoe session [INTERFACE]

INTERFACE

PPPoE

Administrator/Operator/Monitor

Router# show pppoe session
Router# show pppoe session GigaEthernet0.1
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show pppoe statistics [INTERFACE]

INTERFACE

PPPoE

Administrator/Operator/Monitor

Router# show pppoe statistics
Router# show pppoe statistics GigaEthernet0.1

clear pppoe status [INTERFACE]

INTERFACE

PPPoE

Administrator/Operator/Monitor

Router# clear pppoe tatistics
Router# clear pppoe tatistics GigaFthernet0.1

show pppoe status [INTERFACE]

INTERFACE

PPPoE

Administrator/Operator/Monitor

Router# show pppoe status
Router# show pppoe status GigaEthernet0.1
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2.7. 1IPV4

2.7.1. ARP

arp auto-refresh ARP 70
arp entry ARP 70
arp max-neighbors ARP 70
arp timeout ARP 70
show arp entry ARP 70
show arp hardware-address 71
show arp neighbors ARP 71
show arp protocol-address 71
show arp statistics ARP 71
clear arp entry ARP 72
clear arp neighbors ARP 72
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ARP

arp auto-refresh
no arp auto-refresh

ARP 30

Administrator

Router# arp auto-refresh
Router# no arp auto-refresh

ARP

arp entry IP-ADDRESS HW-ADDRESS
no arp entry IP-ADDRESS [HW-ADDRESS]

IP-ADDRESS 1Pv4 1Pv4
HW-ADDRESS
16

ARP ARP

Administrator

Router# arp entry 10.40.101.100 00 00 4c
Router# no arp entry 10.40.101.100

3f 42 a5

ARP

arp max-neighbors MAX-NEIGHBORS-ENTRY
no arp max-neighbors [MAX-NEIGHBORS-ENTRY]

MAX-NE IGHBORS-ENRTY ARP

1 65535

ARP

MAX-NEIGHBORS-ENTR 1024

Administrator

Router# arp max-neighbors 512
Router# no arp max-neighbors 512
Router# no arp max-neighbors

ARP

ARP

arp timeout TIMEOUT-VALUE
no arp timeout [TIMEOUT-VALUE]

TIMEOUT-VALUE [ 1 0 60

ARP

TIMEOUT-VALUE 5

Administrator

Router# arp timeout 10
Router# no arp timeout

ARP

show arp entry
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ARP

Administrator/Operator/Monitor

Router# show arp neighbors

ARP TTL  permanent
TL -
Hardware Address 'resolving"

show arp hardware-address

Administrator/Operator/Monitor

Router# show arp hardware-address

ARP

show arp neighbors

ARP

Administrator/Operator/Monitor

Router# show arp neighbors

ARP TTL  permanent
TL -
Hardware Address  "resolving"

show arp protocol-address

Administrator/Operator/Monitor

Router# show arp protocol-address

ARP

show arp statistics

ARP

71



Administrator/Operator/Monitor

Router# show arp statistics

ARP
clear arp entry
ARP
Administrator/Operator/Monitor
Router# clear arp entry
ARP

clear arp neighbors

ARP

Administrator/Operator/Monitor

Router# clear arp neighbors
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2.7.2. IPv4

ip address 74
ip cache-size 74
ip directed-broadcast 74
ip forced-fragment 74
ip icmp error-interval ICMP 75
ip local policy route-map IPva 75
ip max-route 75
ip mtu MTU 75
ip multipath 76
ip policy route-map 1Pv4 76
ip proxy-arp Proxy-ARP 76
ip reassembly 77
ip redirects ICMP 77
ip route 77
ip source-routing 78
ip tcp adjust-mss TCP-MSS 78
ip type-of-service TOS 78
ip ufs-cache enable UFS 79
ip ufs-cache hash UFS 79
ip ufs-cache max-entries UFS 80
ip ufs-cache timeout UFS 80
ip unnumbered Unnumbered 80
show ip address 80
show ip cache 81
show ip icmp rate-limit ICMP 81
show ip interface 81
show ip local policy IPva 81
show ip policy 1Pv4 81
show ip protocols 1Pv4 82
show ip route 82
show ip static-routes 82
show ip traffic 1Pv4 83
show ip ufs-cache UFS 83
clear ip cache 83
clear ip local policy IPva 83
clear ip policy 1Pv4 84
clear ip route 84
clear ip traffic 84
clear ip ufs-cache UFS 84
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ip address {ADDRESS/MASKLENGTH [secondary] § dhcp
[receive-default] [metric METRIC] [distance DISTANCE] | ipcp}
no ip address {ADDRESS / MASKLENGTH [secondary] } dhcp
[receive-default] [metric METRIC] [distance DISTANCE] | ipcp}

ADDRESS

1Pv4

MASKLENGTH 0 32
secondary

dhcp DHCP

receive-default

DHCP

ipcp IPCP

METRIC

DISTANCE

1 255
0 255

METRIC 1
DISTANCE O

Administrator

Router#
Router#
Router#
Router#
Router#

ip address 192.168.1.254/24

ip address 192.168.1.80/24 secondary

ip address dhcp receive-default

ip address dhcp receive-default distance 1 metric 2
ip address ipcp

ip unnumbered
1Pv4

ip cache-size SIZE
no ip cache-size [SIZE]

SIZE

0 10000

SIZE 4096

Administrator

Router#

ip cache-size 128

ip directed-broadcast
no ip directed-broadcast

Administrator

Router#

ip directed-broadcast

ip forced-fragment
no ip forced-fragment

1Pv4
MTU

DF-bit
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Administrator

Router# ip forced-fragment
Router# no ip forced-fragment

ICMP

ip icmp error-interval INTERVAL
no ip icmp error-interval [INTERVAL]

INTERVALICMP [ ] 0 10000
0

ICMP

INTERVAL 1000

Administrator

Router# ip icmp error-interval 1000
Router# no ip icmp error-interval 1000
Router# no ip icmp error-interval

1Pv4

ip local policy route-map ROUTE-MAP-NAME
no ip local policy route-map [ROUTE-MAP-NAME]

ROUTE-MAP-NAME 31

1Pv4

Administrator

Router# ip local policy route-map ntt
Router# no ip local policy route-map

ip max-route SIZE
no ip max-route [SIZE]

SIZE 64 65535 unlimited
unlimited

SIZE 2048

Administrator

Router# ip max-route 1024

MTU

ip mtu MTU
no ip mtu [MTU]

NTU IPv4 NTU
[ ] 576 4294967295

1Pv4 MTU MTU

MTU MTU 1Pv4 MTU
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Administrator

Router# ip mtu 1000
Router# no ip mtu

ip multipath {per-flow | per-packet}
no ip multipath

per-flow
per-packet

(a) ip multipath per-flow

(b) ip multipath per-packet

(c) no ip multipath

ip multipath per-packet

Administrator

Router# ip multipath per-flow
Router# no ip multipath

1Pv4

ip policy route-map ROUTE-MAP-NAME
no ip policy route-map [ROUTE-MAP-NAME]

ROUTE-MAP-NAME 31

1Pv4

Administrator

Router# ip policy route-map ntt
Router# no ip policy route-map

Proxy-ARP

ip proxy-arp [ACCESS-LIST]
no ip proxy-arp [ACCESS-LIST]

ACCESS-LIST

76



Proxy-ARP
@
ARP
ARP
(permit) ARP
(deny) ARP
(b)
(b)
ARP ARP
ARP ARP
ARP
ARP
ARP ARP
ARP
4 ARP
Administrator
Router# ip proxy-arp filterl
Router# no ip proxy-arp

ip reassembly buffers COUNT size SIZE [holdtime HOLDTIME]
no ip reassembly

COUNT 32 256

SIZE [ ] 2048 65535
HOLDT IME [ 1 1 30

COUNT 32

SIZE 65535

HOLDTIME 30

Administrator

Router# ip reassembly buffers 256 size 4096 holdtime 10

ICMP

ip redirects
no ip redirects

ICMP
PPP

1CMP

Administrator

Router# ip redirects
Router# no ip redirects
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ip route {ADDRESS/MASKLENGTH } default} {NEXTHOP [ INTERFACE] } INTERFACE
[NEXTHOP | dhcp]} [metric METRIC] [distance DISTANCE] [tag TAG]

no ip route {ADDRESS/MASKLENGTH | default} {NEXTHOP [INTERFACE] ;
INTERFACE [NEXTHOP | dhcp]} [metric METRIC] [distance DISTANCE]
[tag TAG]

ADDRESS 1Pv4

MASKLENGTH 0 32

default

NEXTHOP 1Pv4

dhcp dhcp

INTERFACE

METRIC 1 255

DISTANCE 0 255

TAG 0 429496729

METRIC 1

DISTANCE 1

TAG 0

Administrator

Router# ip route 192.168.2.0/24 192.168.1.254 metric 2

Router# ip route 192.168.3.0/24 Tunnel0.0 distance 5

Router# ip route 192.168.4.0/24 192.168.0.254 GigaEthernet0.0

ip source-routing
no ip source-routing

Administrator

Router# ip source-routing

ICMP

TCP-MSS

ip tcp adjust-mss {MSS | auto}
no ip tcp adjust-mss [MSS } auto]

MSS MSS [
auto MSS

] 64 65495

TCP
MTU

MSS auto
40 MSS

Administrator

Router# ip tcp adjust-mss 1400
Router# ip tcp adjust-mss auto
Router# no ip tcp adjust-mss

T0S

ip type-of-service PROTOCOL {precedence PRECEDECNCE [tos TOS] ; tos TOS
[precedence PRECEDECNCE] § dscp DSCP}
no ip type-of-service PROTOCOL
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PROTOCOL

bgp Border Gateway Protocol

dhcp Dynamic Host Configuration Protocol
dns Domain Name System

etherip Ethernet Over IP

http HyperText Transfer Protocol

icmp Internet Control Message Protocol
igmp Internet Group Management Protocol
ike Internet Key Exchange

netmon Network Monitor

ntp Network Time Protocol

ospf Open Shortest Path First

radius Remote Authentication Dial-In User Service
rip Routing Information Protocol

snmp Simple Network Management Protocol

syslog SYSLOG
telnet TELNET

tftp Trivial File Transfer Protocol
vrrp Virtual Router Redundancy Protocol
PRECEDENCE Precedence 07
TOS TOS 0 15
DSCP  DSCP 0 63
IP TOS

PROTOCOL ospf PRECEDENCE 6 TOS O DSCP 48

PROTOCOL netmon PRECEDENCE 7 TOS 0 DSCP 56

PROTOCOL igmp PRECEDENCE 6 TOS O DSCP 48
PROTOCO  PRECEDENCE 0 TOS 0 DSCP 0

Administrator

Router# ip type-of-service bgp precedence 1 tos 2
Router# ip type-of-service bgp precedence 1
Router# ip type-of-service bgp tos 2

Router# ip type-of-service bgp dscp 3

UFS
ip ufs-cache enable
no ip ufs-cache enable
UFS(Unified Forwarding Service)
Administrator
Router# ip ufs-cache enable
UFS

ip ufs-cache hash SIZE
no ip ufs-cache hash SIZE

SIZE UFS
256 512 1024 2048 4096 8192 16384 32768 65536

UFS

SIZE 1024

Administrator

Router# ip ufs-cache hash 2048
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UFS

ip ufs-cache max-entries SIZE
no ip ufs-cache max-entries [SIZE]

SIZE UFS 512 100000

UFS

SIZE 8192

Administrator

Router# ip ufs-cache max-entries 2048

UFS

ip ufs-cache timeout {tcpjudpjothers} TIME
no ip ufs-cache timeout {tcpjudpjothers} TIME

tcp TCP

udp UDP

others TCP UDP

TIME [ 1 0 65535

UFS

tcp 30
udp 30
others 30

Administrator

Router# ip ufs-cache timeout tcp 60

Unnumbered

ip unnumbered [INTERFACE]
no ip unnumbered [INTERFACE]

INTERFACE

Unnumbered

Administrator

Router# ip unnumbered GigaEthernet0.0
Router# no ip unnumbered

ip address

1Pv4

show ip address [INTERFACE]

INTERFACE

show ip interface

INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show ip address GigaEthernet0.0
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show ip cache [verbose]

verbose

Administrator/Operator/Monitor

Router# show ip cache

ICMP

show ip icmp rate-limit

ICMP

Administrator/Operator/Monitor

Router# show ip icmp rate-limit

show ip interface [INTERFACE]

INTERFACE

IP
INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show ip interface GigaEthernet0.0

1Pv4

show ip local policy

1Pv4

Administrator/Operator/Monitor

Router# show ip local policy

1Pv4

show ip policy [INTERFACE]

INTERFACE

1Pv4
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Administrator/Operator/Monitor

Router# show ip policy GigaFthernet0.0

1Pv4

show ip protocols

1Pv4 1Pv4

Administrator/Operator/Monitor

Router# show ip protocols

show ip route [ADDRESS/MASKLENGTH } interface INTERFACE § ROUTE-TYPE |}
detail |} summary]

ADDRESS 1Pv4
MASKLENGTH 0 32

INTERFACE

ROUTE-TYPE

summary

Administrator/Operator/Monitor

Router# show ip route

show ip static-routes

Administrator/Operator/Monitor

Router# show ip static-routes
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1Pv4

show ip traffic [INTERFACE]
INTERFACE
1Pv4
Administrator/Operator/Monitor
Router# show ip traffic GigaEthernet0.0
UFS
show ip ufs-cache [ verbose ] [ entries ENTRIES ]
verbose
everbose
everbose
entries
ENTRIES 0 100000
0 UFS
UFS
Administrator/Operator/Monitor
Router# how ip ufs-cache
clear ip cache
Administrator/Operator/Monitor
Router# clear ip cache
1Pv4

clear ip local policy

1Pv4

Administrator/Operator/Monitor

Router# clear ip local policy
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1Pv4

clear ip policy [INTERFACE]

INTERFACE

1Pv4

Administrator/Operator/Monitor

Router# clear ip policy GigaEthernet0.0

clear ip route [INTERFACE]

INTERFACE

*RIP

RIP  Triggered Update

Administrator/Operator/Monitor

Router# clear ip route GigaFthernet0.0

clear ip traffic [INTERFACE]

INTERFACE

1Pv4

Administrator/Operator/Monitor

Router# clear ip traffic

UFS

clear ip ufs-cache

UFS

Administrator/Operator/Monitor

Router# clear ip ufs-cache
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2.7.3. NAT

ip nat dynamic NAT 86
ip nat enable NAT 86
ip nat pool NAT 86
ip nat static NAT 86
ip nat translation NAT 87
show ip nat statistics NAT 87
show ip nat translation NAT 87
clear ip nat statistics NAT 88
clear ip nat translation NAT 88
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NAT

ip nat dynamic list ACCESSLIST-NAME pool POOL-NAME
no ip nat dynamic list ACCESSLIST-NAME pool POOL-NAME

ACCESSLIST-NAME 15
POOL-NAME 31

NAT

Administrator

Router# ip nat dynamic list 1 pool pooll
Router# ip nat dynamic list listl pool pooll
Router# no ip nat dynamic list 1 pool pooll

any

NAT

ip nat enable
no ip nat enable

NAT

Administrator

Router# ip nat enable
Router# no ip nat enable

NAT
ip nat pool POOL-NAME START-ADDR END-ADDR
no ip nat pool POOL-NAME [START-ADDR] [END-ADDR]
POOL-NAME
1 31
START-ADDR 1Pv4
END-ADDR 1Pv4
NAT
Administrator
Router# ip nat pool pooll 10.1.1.1 10.1.1.15
Router# no ip nat pool pooll 10.1.1.1 10.1.1.15
NAT

ip nat static {INSIDE-ADDR | network INSIDE-ADDR/MASK-LEN}
{OUTSIDE-ADDR | OUTSIDE-ADDR/MASK-LEN}

no ip nat static {INSIDE-ADDR } network INSIDE-ADDR/MASK-LEN}
{OUTSIDE-ADDR |} OUTSIDE-ADDR/MASK-LEN}

INSIDE-ADDR IP 1Pv4

OUTSIDE-ADDR IP 1Pv4

INSIDE-ADDR/MASK-LEN IP /
1Pv4

OUTSIDE-ADDR/MASK-LEN IP /
1Pv4

NAT 1 1
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Administrator

Router# ip nat static 192.168.11.254 10.1.1.254

Router# ip nat static network 192.168.11.0/24 10.1.1.0/24
Router# no ip nat static 192.168.11.254 10.1.1.254

Router# no ip nat static network 192.168.11.0/24 10.1.1.0/24

NAT

ip nat translation max-entries MAX-ENTRIES

ip nat translation timeout {TIME } never}

no ip nat translation max-entries [MAX-ENTRIES]
no ip nat translation timeout [TIME } never]

MAX-ENTRIES 0 65535
TIME NAT [ 1] 0 2147483647
never

NAT

MAX-ENTRIES 512
TIMEOUT 3600

Administrator

Router# ip nat translation max-entries 1000
Router# ip nat translation timeout never
Router# no ip nat translation max-entries

NAT

show ip nat statistics [INTERFACE]

INTERFACE

NAT/NAPT

Administrator/Operator/Monitor

Router# show ip nat statistics
Router# show ip nat statistics GigaFthernetl.0

show ip napt statistics

NAT

show ip nat translation {[INTERFACE] ; verbose}

INTERFACE

verbose

NAT

Administrator/Operator/Monitor
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Router# show ip nat translation

Router# show ip nat translation GigaEthernet0.0

Router# show ip nat translation verbose

Router# show ip nat translation GigaEthernet0.0 verbose

NAT

clear ip nat statistics [INTERFACE]

INTERFACE

NAT/NAPT

Administrator/Operator/Monitor

Router# clear ip nat statistics
Router# clear ip nat statistics GigaEthernetl.0

clear ip napt statistics

NAT

clear ip nat translation [INTERFACE]

INTERFACE

NAT

Administrator/Operator/Monitor

Router# clear ip nat translation
Router# clear ip nat translation GigaEthernetl.0
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2.7.4. NAPT

ip napt address NAPT 90
ip napt enable NAPT 90
ip napt inside list NAPT 90
ip napt service 90
ip napt static NAPT 91
ip napt translation NAPT 92
show ip napt record NAPT 92
show ip napt reserve 93
show ip napt service ALG 93
show ip napt statistics NAPT 93
show ip napt translation NAPT 94
clear ip napt record NAPT 94
clear ip napt reserve 94
clear ip napt service ALG 95
clear ip napt statistics NAPT 95
clear ip napt translation NAPT 95
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NAPT

ip napt address {ADDRESS } INTERFACE}
no ip napt address

ADDRESS  NAPT IPv4
INTERFACE

NAPT

Administrator

Router# ip napt address 10.1.1.254
Router# ip napt address GigaEthernet0.0
Router# no ip napt address

NAPT

ip napt enable
no ip napt enable

NAPT

Administrator

Router# ip napt enable
Router# no ip napt enable

NAPT

ip napt inside list ACCESSLIST-NAME [outside OUTSIDE-ADDR]
no ip napt inside list ACCESSLIST-NAME [outside OUTSIDE-ADDR]

ACCESSLIST-NAME
1 15
OUTSIDE-ADDR NAPT 1Pv4

NAPT

Administrator

Router# ip napt inside list listl
Router# ip napt inside list listl outside 10.10.10.1
Router# no ip napt inside list listl outside 10.10.10.1

outside

ip napt service {NAME } WELLKNOWN-NAME} SERVER-ADDR
[PORT-TRANS] [PROTOCOL] [PORT-RANGE]

no ip napt service {NAME } WELLKNOWN-NAME} [SERVER-ADDR]
[PORT-TRANS] [PROTOCOL] [PORT-RANGE]
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NAME
1 31
WELLKNOWN-NAME
NAME PROTOCOL PORT-RANGE

e any any any
e dns udp 53
- ftp tcp 20-21
e http tcp 80
e ping icmp any
e snmp udp 161
e telnet tcp 23
SERVER-ADDR ( 1Pv4 )
PORT-TRANS
0 65535 none

PROTOCOL

eany

etcp Transmission Control Protocol
eudp User Datagram Protocol
eicmp Internet Control Message Protocol

PORT-RANGE any
. 0 65535
. [ 1-1 1
eany 0 65535

Administrator

Router# ip napt service abc 192.168.1.100 none tcp any
Router# no ip napt service abc

Router# ip napt service ping 192.168.1.101

Router# no ip napt service ping 192.168.1.101

NAPT

PORT-TRANS PROTOCOL PORT-RANGE

PORT-TRANS  none

NAPT

ip napt static {INSIDE-ADDR ! INTERFACE} PROTOCOL PORT-RANGE
no ip napt static {INSIDE-ADDR ! INTERFACE} PROTOCOL PORT-RANGE

INSIDE-ADDR 1P 1Pv4
INTERFACE
PROTOCOL
etcp Transmission Control Protocol
eudp User Datagram Protocol
. 0 255
PORT-RANGE any
. 0 65535
. [ 1-10 1
eany 0 65535

NAPT 1 1

Administrator
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Router# ip napt static 192.168.0.1 tcp 1000
Router# ip napt static GigaEthernet0.0 udp 500
Router# ip napt static 192.168.0.1 tcp 1000-1010
Router# ip napt static 192.168.0.1 41

Router# no ip napt static 192.168.0.1 tcp 1000

NAPT

ip napt translation max-entries {MAX-ENTRIES } {per-address
MAX-ENTRIES}}

ip napt translation {icmp-timeout]tcp-timeout}udp-timeout}
{TIME | never}

ip napt translation syn-timeout TIME

ip napt translation finrst-timeout {TIME } never} [TIME]

[MAX-ENTRIES]}}
no ip napt translation {finrst-timeout]icmp-timeout}syn-timeout]
tcp-timeoutjudp-timeout} [TIME | never]

no ip napt translation max-entries {[MAX-ENTRIES] } {per-address

max-entries NAPT

per-address NAPT

tcp-timeout TCP

syn-timeout TCP SYN

finrst-timeout
1 TCP (FIN RST
2 FIN RST

udp-timeout UDP
icmp-timeout ICMP
other-timeout
MAX-ENTRIES NAPT 0 65535
TIME [ ]
0 2147483647 never
never

)

NAPT

MAX-ENTRIES(max-entries) 4096

MAX-ENTRIES(per-address) 65535

TIME
tcp-timeout 900
syn-timeout 30
finrst-timeout 60 1
udp-timeout 300
icmp-timeout 60
other-timeout 60

Administrator

Router# ip napt translation max-entries 10000

Router# ip napt translation max-entries per-address 1000
Router# ip napt translation tcp-timeout never

Router# ip napt translation syn-timeout 5

Router# ip napt translation finrst-timeout 130 130
Router# no ip napt translation max-entries

Router# no ip napt translation max-entries per-address
Router# no ip napt translation udp-timeout

syn-timeout tcp-timeout tcp-timeout

NAPT

| show ip napt record [INTERFACE ! verbose]
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INTERFACE
verbose

NAPT

Administrator/Operator/Monitor

Router# show ip napt record

Router# show ip napt record GigaEthernetl.0
Router# show ip napt record verbose

Router# show ip napt record GigaEthernetl.0 verbose

show ip napt reserve [INTERFACE]

INTERFACE

Administrator/Operator/Monitor

Router# show ip napt reserve
Router# show ip napt reserve GigaEthernetl.0

ALG

show ip napt service [INTERFACE]

INTERFACE

ALG

Administrator/Operator/Monitor

Router# show ip napt service
Router# show ip napt service GigaEthernetl.0

NAPT

show ip napt statistics [INTERFACE]

INTERFACE

NAPT
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Administrator/Operator/Monitor

Router# show ip napt statistics
Router# show ip napt statistics GigaEthernetl.0

show ip nat statistics

NAPT
show ip napt translation {[INTERFACE] } PROTOCOL ; verbose}
INTERFACE
PROTOCOL NAP
verbose
NAPT

Administrator/Operator/Monitor

Router# show ip napt translation

Router# show ip napt translation GigaEthernetl.0

Router# show ip napt translation tcp

Router# show ip napt translation verbose

Router# show ip napt translation GigaEthernetl.0 tcp verbose

NAPT
clear ip napt record [INTERFACE]
INTERFACE
NAPT
NAPT 0
NAPT 1 peak
overflow last overflow time

Administrator/Operator/Monitor

Router# clear ip napt record
Router# clear ip napt record GigaEthernetl.0

clear ip napt reserve [INTERFACE]

INTERFACE

Administrator/Operator/Monitor
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Router# clear ip napt reserve
Router# clear ip napt reserve GigaEthernet0.0

ALG

clear ip napt service [INTERFACE]

INTERFACE

ALG

Administrator/Operator/Monitor

Router# clear ip napt service
Router# clear ip napt service GigaEthernet0.0

NAPT

clear ip napt statistics [INTERFACE]

INTERFACE

NAT/NAPT

Administrator/Operator/Monitor

Router# clear ip napt statistics
Router# clear ip napt statistics GigaEthernet0.0

clear ip nat statistics

NAPT

clear ip napt translation [INTERFACE]

INTERFACE

NAPT

Administrator/Operator/Monitor

Router# clear ip napt translation
Router# clear ip napt translation GigaEthernet0.0
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2.7.5. DHCP

ip address dhcp DHCP 97
ip dhcp binding DHCP 97
ip dhcp-client authentication DHCP 97
delayed-auth

ip dhcp enable DHCP 98
ip dhcp excluded-address 98
ip dhcp profile DHCP 98
ip dhcp-relay enable DHCP 98
ip dhcp-relay maximum-hop 99
ip dhcp-relay minimum-retry-time DHCP 99
ip dhcp-relay server DHCP 99
assignable-range DHCP 99
bootfile DHCP 100
default-gateway DHCP 100
dns-server DHCP DNS 100
domain-name DHCP 100
fixed-assignment 100
lease-time DHCP 101
nethios-name-server DHCP NetBIOS 101
next-server DHCP 101
option DHCP 101
subnet-mask DHCP 102
show ip dhcp profile DHCP 102
show ip dhcp-client binding DHCP 102
show ip dhcp-client statistics DHCP 103
show ip dhcp-client summary DHCP 103
show ip dhcp lease DHCP 103
show ip dhcp-relay DHCP 104
show ip dhcp server DHCP 104
clear ip dhcp lease 104
clear ip dhcp-client binding DHCP 104
clear ip dhcp-client DHCP 104
global-counters

?Iear ip dhcp-client DHCP 105
interface-counters
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DHCP

ip address dhcp [receive-default]
no ip address [dhcp]

receive-default
DHCP

DHCP

Administrator

Router# ip address dhcp
Router# ip address dhcp receive-default
Router# no ip address

DHCP
ip dhcp binding PROFILE-NAME
no ip dhcp binding PROFILE-NAME
PROFILE-NAME 31
DHCP
LAN
Administrator
Router# ip dhcp binding aaa
Router# no ip dhcp binding aaa
1
DHCP
ip dhcp-client authentication delayed-auth secret-id SECRET-ID
[key-type charjhex}secret {0}1}] key KEY
no ip dhcp-client authentication delayed-auth secret-id SECRET-ID
[key-type charjhex}secret {0;1}] [key KEY]

SECRET-1D 1D(0-4294967295)
key-type

hex 16 ( 0x )

char

secre KEY

0 (char )
1
char

KEY DHCP

char 1 128 ( )

16 1 256 (16 )

DHCP

Administrator
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Router# ip dhcp-client authentication delayed-auth secret-id 1 key test

Router# ip dhcp-client authentication delayed-auth secret-id 1 key-type
hex key 0aObOc

Router# ip dhcp-client authentication delayed-auth secret-id 1 key-type
secret 1 key [ 1

Router# no ip dhcp-client authentication delayed-auth secret-id 1

DHCP

ip dhcp enable
no ip dhcp enable

DHCP

Administrator

Router# ip dhcp enable
Router# no ip dhcp enable

ip dhcp excluded-address LOW-ADDRESS HIGH-ADDRESS
no ip dhcp excluded-address LOW-ADDRESS HIGH-ADDRESS

LOW-ADDRESS
HIGH-ADDRESS

DHCP

Administrator

Router# ip dhcp excluded-address 192.168.5.10 192.168.5.20
Router# no ip dhcp excluded-address 192.168.5.10 192.168.5.20

DHCP

ip dhcp profile PROFILE-NAME
no ip dhcp profile PROFILE-NAME

PROFILE-NAME 31

DHCP DHCP

Administrator

Router# ip dhcp profile aaa
Router# no ip dhcp profile aaa

DHCP

ip dhcp-relay enable
no ip dhcp-relay enable

DHCP

DHCP

Administrator

Router# ip dhcp-relay enable
Router# no ip dhcp-relay enable
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ip dhcp-relay maximum-hop HOPS
no ip dhcp-relay maximum-hop [HOPS]

HOPS DHCP 1 16

DHCP

HOPS 4

Administrator

Router# ip dhcp-relay maximum-hop 5
Router# no ip dhcp-relay maximum-hop

DHCP

ip dhcp-relay minimum-retry-time TIME
no ip dhcp-relay minimum-retry-time [TIME]

TIME DHCP [ 1 0 65535
TIME O
Administrator

Router# ip dhcp-relay minimum-retry-time 5
Router# no ip dhcp-relay minimum-retry-time

DHCP

ip dhcp-relay server IP-ADDRESS
no ip dhcp-relay server IP-ADDRESS

IP-ADDRESS DHCP 1P

DHCP
DHCP DHCP

Administrator

Router# ip dhcp-relay server 192.168.1.254
Router# no ip dhcp-relay server 192.168.1.254

DHCP

assignable-range LOW-ADDRESS HIGH-ADDRESS
no assignable-range LOW-ADDRESS HIGH-ADDRESS

LOW-ADDRESS
HIGH-ADDRESS

DHCP DHCP

DHCP

Administrator

Router# assignable-range 192.168.5.1 192.168.5.99
Router# no assignable-range 192.168.5.1 192.168.5.99

LAN IP
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DHCP

bootfile FILE-NAME
no bootfile [FILE-NAME]

FILE-NAME 127 )

DHCP DHCP

DHCP

Administrator

Router# bootfile BOOTFILE.BIN
Router# no bootfile

DHCP

default-gateway IP-ADDRESS
no default-gateway [IP-ADDRESS]

IP-ADDRESS IP

DHCP DHCP

DHCP

Administrator

Router# default-gateway 192.168.5.254
Router# no default-gateway

LAN IP

DHCP DNS

dns-server PRIMARY-ADDRESS [SECONDARY-ADDRESS]
no dns-server [PRIMARY-ADDRESS [SECONDARY-ADDRESS]]

PRIMARY-ADDRESS DNS IP
SECONDARY-ADDRESS DNS IP

DHCP DNS

DHCP

Administrator

Router# dns-server 192.168.1.1
Router# dns-server 192.168.5.1 192.168.5.2
Router# no dns-server

DHCP

domain-name DOMAIN-NAME
no domain-name [DOMAIN-NAME]

DOMAIN-NAME 255

DHCP

DHCP

Administrator

Router# domain-name ntt.com
Router# no domain-name
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fixed-assignment IP-ADDRESS HW-ADDRESS
no fixed-assignment IP-ADDRESS [HW-ADDRESS]

IP-ADDRESS 1Pv4
HW-ADDRESS 12 HEX

1P

DHCP

Administrator

Router# fixed-assignment 192.168.5.1 00 00 4c 12 34 56
Router# no fixed-assignment 192.168.5.1

DHCP

lease-time {TIME } infinite}
no lease-time [TIME]

TIME DHCP [ 1 1 63072000
infinite

DHCP

TIME 14400

DHCP

Administrator

Router# lease-time 3600
Router# lease-time infinite
Router# no lease-time

DHCP NetBI10S

netbios-name-server IP-ADDRESS
no netbios-name-server [IP-ADDRESS]

IP-ADDRESS NetBI0S IP
DHCP NetBI10S
DHCP

Administrator

Router# netbios-name-server 192.168.5.200
Router# no netbios-name-server

DHCP

next-server NEXT-SERVER
no next-server [NEXT-SERVER]

NEXT-SERVER

DHCP

DHCP

Administrator

Router# next-server 192.168.1.254
Router# no next-server

DHCP IP

DHCP
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option OPTION-CODE {ascii WORD j hex HEX-STRING § ip ADDRESS
[ADDRESS [ADDRESS [ 111}
no option OPTION-CODE

OPTION-CODE
WORD ASCI1
HEX-STRING 16
ADDRESS  1Pv4

DHCP

Administrator

Router# option 12 ascii alice
Router# option 135 ip 192.168.1.254 192.168.1.253
Router# option 136 hex 0Oca43f

DHCP

subnet-mask SUBNET-MASK
no subnet-mask [SUBNET-MASK]

SUBNET-MASK

DHCP

DHCP

Administrator

Router# subnet-mask 255.255.255.0
Router# no subnet-mask

LAN

DHCP

show ip dhcp profile [PROFILE-NAME]

PROFILE-NAME DHCP

DHCP

DHCP

DHCP

Administrator/Operator/Monitor

Router# show ip dhcp profile
Router# show ip dhcp profile aaa

DHCP

show ip dhcp-client binding
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DHCP IP

State DHCP
bound IP
init
rebinding DHCP
init Reboot
renewing
requesting
selecting offer
Last packet sent DHCP

Last requested address

DHCP
Time since address assigned
Protocol IP

dhcp
bootp
Lease Time DHCP IP
Renewal Time DHCP
DHCP renewal
Rebind Time DHCP DHCP
rebinding

IP

ID

Administrator/Operator/Monitor

Router# show ip dhcp-client binding

DHCP

show ip dhcp-client statistics

DHCP

Administrator/Operator/Monitor

Router# show ip dhcp-client statistics

DHCP

show ip dhcp-client summary

DHCP

Administrator/Operator/Monitor

Router# show ip dhcp-client summary

DHCP

show ip dhcp lease

DHCP

Administrator/Operator/Monitor

Router# show ip dhcp lease
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DHCP

show ip dhcp-relay

DHCP

Administrator/Operator/Monitor

Router# show ip dhcp-relay

DHCP

show ip dhcp server

DHCP

DHCP

Administrator/Operator/Monitor

Router# show ip dhcp server

clear ip dhcp lease [IP-ADDRESS]

IP-ADDRESS IP

IP

IP IP

Administrator/Operator/Monitor

Router# clear ip dhcp lease

Router#clear ip dhcp lease 192.168.5.1
DHCP

clear ip dhcp-client binding

DHCP

Administrator/Operator/Monitor

Router# clear ip dhcp-client binding
DHCP

clear ip dhcp-client global-counters

dhcp

Administrator/Operator/Monitor
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Router# clear ip dhcp-client global-counters

DHCP

clear ip dhcp-client interface-counters

dhcp

Administrator/Operator/Monitor

Router# clear ip dhcp-client interface-counters
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2.8. IPv6

2.8.1. IPv6
ipv6 address 108
ipv6 cache-size 108
ipv6 enable 1Pv6 108
ipv6 hop-limit 109
ipvé icmp error-interval I1CMPv6 109
ipv6 interface-identifier ID 109
ipv6 local policy route-map 109
ipv6 max-route 110
ipv6 mtu MTU 110
ipvé multipath 110
ipv6 nd dad-attempts 111
ipv6 nd garbage-time 111
ipv6 nd max-neighbors 111
ipv6 nd ns-interval 112
ipv6 nd ra cur-hoplimit 112
ipv6 nd ra enable 112
ipv6 nd ra import-prefix 112
ipv6 nd ra lifetime 113
ipv6 nd ra linkmtu MTU 113
ipv6 nd ra managed-config-flag M 113
ipv6 nd ra max-interval 113
ipv6 nd ra min-interval 114
ipv6 nd ra other-config-flag 0 114
ipv6 nd ra prefix-advertisement 114
ipv6 nd ra-reachable-time 115
ipvé nd ra retrans-timer 115
ipv6 nd static-neighbor 115
ipvé policy route-map 115
ipv6 prefix 116
ipv6 reassemble-buffer 116
ipv6 redirects I1CMPv6 117
ipv6 route 117
ipv6 source-routing routing-header 118
ipv6 tcp adjust-mss TCP-MSS 118
ipv6 traffic-class Traffic Class 118
ipv6 ufs-cache enable UFS 119
ipv6 ufs-cache hash UFS 119
ipv6 ufs-cache max-entries UFS 119
ipv6 ufs-cache timeout UFS 120
ipv6 unnumbered Unnumbered 120
show ipv6 address 120
show ipv6 cache 120
show ipv6 gateway 121
show ipv6 interface 121
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show ipv6 local policy 121
show ipv6 neighbor-discovery 121
show ipv6 neighbors 122
show ipv6 pmtu Path MTU 122
show ipv6 policy 122
show ipv6 prefix 123
show ipv6 protocols 1Pv6 123
show ipv6 route 123
show ipv6 routers 124
show ipv6 static-routes 124
show ipv6 traffic 124
show ipv6 ufs-cache UFS 124
clear ipv6 cache 125
. . 1Pv6
clear ipv6 local policy 125
clear ipv6 neighbors 125
clear ipv6 pmtu Path MTU 126
clear ipv6 policy 126
clear ipv6 route 126
clear ipv6 traffic 126
clear ipv6 ufs-cache UFS 127
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ipv6 address {ADDRESS/PREFIX-LEN [anycast] [eui-64] | autoconfig
[receive-default]}

no ipv6 address {ADDRESS/PREFIX-LEN [anycast] [eui-64] } autoconfig
[receive-default]}

ADDRESS  IPv6

{

{
/ IPv6

PREFIX-LEN 1 128
autoconfig

RA IPv6
receive-default

RA Nexthop

ipv6 nd ra import-prefix

RA

Administrator

Router# ipv6 address 2001 db8 0 1 1/64

Router# ipv6 address 2001 db8 0 1 1/64 anycast
Router# ipv6 address autoconfig

Router# ipv6 address autoconfig receive-default

Router# no ipv6 address 2001 db8 0 1 1/64

Router# no ipv6 address 2001 db8 0 1 1/64 anycast
Router# no ipv6 address autoconfig

Unnumbered
Unnumbered

ipv6 cache-size SIZE
no ipv6 cache-size [SIZE]

SIZE 0 10000

SIZE 4096

Administrator

Router# ipv6 cache-size 128

IPv6

ipv6 enable
no ipv6 enable

1Pv6
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Administrator

Router# ipv6 enable
Router# no ipv6 enable

IPv6 ipv6
enable Loopback0.0 Null10.0
1Pv6

ipv6 hop-limit HOP-LIMIT

no ipv6 hop-limit [HOP-LIMIT]

HOP-LIMIT 1 255
HOP-LIMIT 64

Administrator

Router# ipv6 hop-limit 255

Router# no ipv6 hop-limit 255

Router# no ipv6 hop-limit

1CMPV6

ipv6 icmp error-interval INTERVAL

no ipv6 icmp error-interval [INTERVAL]

INTERVAL  ICMPv6 [ 1

0 10000 O

1CMPV6

INTERVAL 1000

Administrator

Router# ipv6 icmp error-interval 1000

Router# no ipv6 icmp error-interval 1000

Router# no ipv6 icmp error-interval
ID

ipv6 interface-identifier INTERFACE-IDENTIFIER

no ipv6 interface-identifier [INTERFACE-IDENTIFIER]
INTERFACE-IDENTIFIER 64

00 00 00 00 00 00 00 00
ID ID IPv6
eui-64
Administrator

Router# ipv6 interface-identifier 00 02 00 00 00 00 00 O1

Router# no ipv6 interface-identifier 00 02 00 00 00 00 00 01

0 ID OO 00O 00 00 00O 00 00 OO0

ipv6 local policy route-map ROUTE-MAP-NAME
no ipv6 local policy route-map [ROUTE-MAP-NAME]
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ROUTE-MAP-NAME 31

1PV6

Administrator

Router# ipv6 local policy route-map ntt
outer# no ipv6 local policy route-map

ipv6 max-route MAX-ROUTE-ENTRY
no ipv6 max-route [MAX-ROUTE-ENTRY]

MAX-ROUTE-ENTRY 1 2147483647
unlimited

10

MAX-ROUTE-ENTRY unlimited

Administrator

Router# ipv6 max-route 1
Router# no ipv6 max-route 1
Router# no ipv6 max-route

MTU

ipvé mtu MTU
no ipvé mtu [MTU]

MTU [ 1
1280 65535
MTU MTU
PPP PPP
Administrator

Router# ipv6 mtu 1280
Router# no ipv6 mtu 1280
Router# no ipv6 mtu

ipv6é multipath {per-flow } per-packet}
no ipv6 multipath [per-flow } per-packet]

per-flow
per-packet

110



(a)ipv6 multipath per-flow

(b)ipv6 multipath per-packet

(c)no ipv6 multipath

per-packet

Administrator

Router# ipv6 multipath per-flow
Router# no ipv6 multipath per-flow
Router# no ipv6 multipath

ipv6 nd dad-attempts ATTEMPTS
no ipv6 nd dad-attempts [ATTEMPTS]

ATTEMPTS
1 10 0

ATTEMPTS 1

Administrator

Router# ipv6 nd dad-transmit 3
Router# no ipv6 nd dad-transmit 3
Router# no ipv6 nd dad-transmit

ipv6 nd garbage-time TIME
no ipv6 nd garbage-time [TIME]

TIME 0 2592000
0 5
1

TIME O

Administrator

Router# ipv6 nd garbage-time 10

Router# no ipv6 nd garbage-time 10

Router# no ipv6 nd garbage-time

ipv6 nd max-neighbors MAX-NEIGHBORS-ENTRY

no ipv6 nd max-neighbors [MAX-NEIGHBORS-ENTRY]

MAX-NE IGHBORS-ENTRY 1 8192

MAX-NEIGHBORS-ENTRY 1024
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Administrator

Router# ipv6 nd max-neighbors 512
Router# no ipv6 nd max-neighbors 512
Router# no ipv6 nd max-neighbors

ipv6 nd ns-interval INTERVAL
no ipv6 nd ns-interval [INTERVAL]

INTERVAL [ 1 0 65535

INTERVAL 0

Administrator

Router# ipv6 nd ns-interval 3000
Router# no ipv6 nd ns-interval 3000
Router# no ipv6 nd ns-interval

ipv6 nd ra cur-hoplimit CUR-HOP-LIMIT
no ipv6 nd ra cur-hoplimit [CUR-HOP-LIMIT]

CUR-HOP-LIMIT [ ] 0 255

CUR-HOP-LIMIT 64

Administrator

Router# ipv6 nd ra cur-hoplimit 20
Router# no ipv6 nd ra cur-hoplimit
Router# no ipv6 nd ra cur-hoplimit 20

ipv6 nd ra enable
no ipv6 nd ra enable

Administrator

Router# ipv6 nd ra enable
Router# no ipv6 nd ra enable

ipv6 nd ra import-prefix
no ipv6 nd ra import-prefix

ipv6 prefix ipv6 nd prefix-advertisement

ipv6 prefix

Administrator
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Router# ipv6 nd ra import-prefix
Router# no ipv6 nd ra import-prefix

ipv6
prefix ipv6 nd prefix- advertisement

ipv6 nd ra lifetime LIFE-TIME
no ipv6 nd ra lifetime [LIFE-TIME]

LIFE-TIME [ 1 0 9000

LIFE-TIME 1800 3

Administrator

Router# ipv6 nd ra lifetime 1800
Router# no ipv6 nd ra lifetime
Router# no ipv6 nd ra lifetime 1800

MTU

ipv6 nd ra linkmtu LINK-MTU
no ipv6 nd ra linkmtu [LINK-MTU]

LINK-MTU MTUL 1 0 65535

MTU

LINK-MTU 0

Administrator

Router# ipv6 nd ra linkmtu 1024
Router# no ipv6 nd ra linkmtu
Router# no ipv6 nd ra linkmtu 1024

MTU 0 MTU

ipv6 nd ra managed-config-flag
no ipv6 nd ra managed-config-flag

managed-config-flag
managed-config-flag

DHCP

Administrator

Router# ipv6 nd ra managed-config-flag
Router# no ipv6 nd ra managed-config-flag

ipv6 nd ra max-interval MAX-INTERVAL
no ipv6 nd ra max-interval [MAX-INTERVAL]

MAX-INTERVAL [ 1] 4 1800
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MAX-INTERVAL 600

Administrator

Router# ipv6 nd ra max-interval 1000
Router# no ipv6 nd ra max-interval 1000
Router# no ipv6 nd ra max-interval

nd ra lifetime
RFC
3

ipv6

ipv6 nd ra min-interval MIN-INTERVAL
no ipv6 nd ra min-interval [MIN-INTERVAL]

MAX- INTERVAL [ ]
3 1350
MIN-INTERVAL 198
Administrator
Router# ipv6 nd ra min-interval 1000
Router# no ipv6 nd ra min-interval 1000
Router# no ipv6 nd ra min-interval
ipv6 nd ra other-config-flag
no ipv6 nd ra other-config-flag
other-config-flag
other-config-flag
DHCP

Administrator

Router# ipv6 nd ra other-config-flag
Router# no ipv6 nd ra other-config-flag

ipv6 nd ra prefix-advertisement PREFIX-NAME [expire]
no ipv6 nd ra prefix-advertisement PREFIX-NAME [expire]

PREFIX-NAME
1 31
expire Valid lifetime/Preferred lifetime

ipv6 prefix

Administrator
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Router# ipv6 nd ra prefix-advertisement prefixl

Router# ipv6 nd ra prefix-advertisement prefixl expire

Router# no ipv6 nd ra prefix-advertisement prefixl
Router# no ipv6 nd ra prefix-advertisement prefixl expire

ipv6 nd ra reachable-time REACHABLE-TIME

no ipv6 nd ra reachable-time [REACHABLE-TIME]

REACHABLE-TIME [ ]
0 3600 0

REACHABLE-TIME 0

Administrator

Router# ipv6 nd ra reachable-time 0
Router# no ipv6 nd ra reachable-time 10
Router# no ipv6 nd ra reachable-time

ipv6 nd ra retrans-timer RETRANS-TIMER
no ipv6 nd ra retrans-timer [RETRANS-TIMER]

RETRANS-TIMER [ ] 0

4294967295

RETRANS-TIMER O

Administrator

Router# ipv6 nd ra retrans-timer 60000
Router# no ipv6 nd ra retrans-timer
Router# no ipv6 nd ra retrans-timer 60000

ipv6 nd static-neighbor IPV6-ADDRESS LINKLAYER-ADDRESS

no ipv6 nd static-neighbor IPV6-ADDRESS [LINKLAYER-ADDRESS]

IPV6-ADDRESS  IPv6 1Pv6
LINKLAYER-ADDRESS

Administrator

Router# ipv6 nd static-neighbor 2001:db8:0:1:
Router# no ipv6 nd static-neighbor 2001:db8:0
Router# no ipv6 nd static-neighbor 2001:db8:0:

-9
t1:
1:

0

0:
9
9

00:
00:

4c¢:c0:15:00
00:4c:c0:15:00

ipv6 policy route-map ROUTE-MAP-NAME
no ipv6 policy route-map [ROUTE-MAP-NAME]

ROUTE-MAP-NAME 31

1Pv6
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Administrator

Router# ipv6 policy route-map ntt
Router# no ipv6 policy route-map

ipv6 prefix PREFIX-NAME PREFIX/PREFIX-LEN [VALID-LIFETIME
PREFERRED-LIFETIME] [on-link] [autonomous]

no ipvé prefix PREFIX-NAME [PREFIX/PREFIX-LEN] [VALID-LIFETIME
PREFERRED-LIFETIME] [on-link] [autonomous]

PREFIX-NAME
1 31
PREFIX

/

PREFIX-LEN 1 127
VALID-LIFETIME [ 1 0 4294967295
4294967295 infinity
PREFERRED-LIFETIME [ 1 0 4294967295
4294967295 infinity
on-link
on-link
on-link
autonomous
autonomous
autonomous

ipv6 nd ra prefix-advertisement

VALID-LIFETIME 2592000
PREFERRED-LIFETIME 604800
on-link

autonomous

Administrator

Router# ipv6 prefix prefixl 2001 db8 1 /64

Router# ipv6 prefix prefix2 2001 dh8 1 /64 2592000 604800 on-link

Router# ipv6 prefix prefix12001 db8 1 /64 2592000 604800 autonomous

Router# ipv6 prefix prefixl 2001 dh8 1 /64 infinity 60000 on-link
autonomous

Router# ipv6 prefix prefix12001 db8 1 /64 infinity infinity on-link
autonomous

Router# no ipv6 prefix prefixl 2001 db8 1 /64

Router# no ipv6 prefix prefix22001 db8 1 /64 60 30 on-1ink autonomous

ipv6 reassemble-buffer REASM-BUFFER-SIZE
no ipv6 reassemble-buffer [REASM-BUFFER-SIZE]

REASM-BUFFER-SIZE [ ]
2048 65535

REASM-BUFFER-SIZE 12000

Administrator

116



Router# ipv6 reassemble-buffer 65535
Router# no ipv6 reassemble-buffer 65535
Router# no ipv6 reassemble-buffer

1CMPV6

ipv6 redirects
no ipv6 redirects

1CMPv6

ipv6 redirects

Administrator

Router# ipv6 redirects
Router# no ipv6 redirects

ipv6 route DESTINATION {GATEWAY[%ZONE] } INTERFACE} [metric METRIC] [tag
ROUTE-TAG] [distance DISTANCE]

no ipv6 route DESTINATION {GATEWAY[%ZONE] } INTERFACE} [metric METRIC]
[tag ROUTE-TAG] [distance DISTANCE]

DESTINATION [IPv6
1Pv6 1PVv6
/ IPv6

0 128

default
GATEWAY 1Pv6
1Pv6

1Pv6 %
%

ZONE

INTERFACE

METRIC 1 255

ROUTE-TAG 0 4294967295
DISTANCE 1 255

1PV6

METRIC 1
ROUTE-TAG O
DISTANCE 1

Administrator
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Router# ipv6 route default 2001 db8 1 1 metric 1

Router# ipv6 route default fe80 1%GigaEthernet0.0 metric 1

Router# ipv6 route default GigaEthernet0.1 distance 1

Router# ipv6 route 2001 db8 1 0/16 GigaEthernet0.1 metric 3

Router# ipv6 route 2001 db8 1 2/128 GigaEthernetl.2 tag 1

Router# ipv6 route 2001 db8 2 0/48 2001 db8 1 1 metric 1

Router# ipv6 route 2001 db8 2 17128 2001 db8 1 1 metric 1

Router# ipv6 route 2001 db8 1 /64 te80 1%GigaEthernet0.0 metric
2 distance 1

Router# no ipv6 route default 2001 dh8 1 1

Router# no ipv6 route default GigaEthernet0.1

Router# no ipv6 route default fe80 1%GigaEthernet0.0

Router# no ipv6 route 2001 dh8 1 2/128 GigaEthernetl.l metric 2

ipv6 source-routing routing-header TYPE
no ipv6 source-routing routing-header TYPE

TYPE
type-0 TYPE O

Administrator

Router# ipv6 source-routing routing-header type-0
Router# no ipv6 source-routing routing-header type-0

TCP-MSS

ipv6 tcp adjust-mss {MSS } auto}
no ipv6 tcp adjust-mss [MSS } auto]

MSS MSS [ 1 64 65475
auto MSS
TCP MSS auto
MTU 60 MSS
Administrator

Router# ipv6 tcp adjust-mss 1480
Router# ipv6 tcp adjust-mss auto
Router# no ipv6 tcp adjust-mss

Traffic Class

ipv6 traffic-class PROTOCOL dscp DSCP
no ipv6 traffic-class PROTOCOL
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PROTOCOL
dhcp Dynamic Host Configuration Protocol for IPv6
dns Domain Name System
etherip Ethernet Over IP
icmp Internet Control Message Protocol for IPv6
ike Internet Key Exchange
netmon Network Monitor
ntp Network Time Protocol
ospf Open Shortest Path First
radius Remote Authentication Dial-In User Service
rip RIP Next Generation
snmp Simple Network Management Protocol
syslog SYSLOG
telnet TELNET
tftp Trivial File Transfer Protocol

DSCP DSCP 0 63

1Pv6 Traffic Class
DSCP 0
Administrator

Router# ipv6 traffic-class dhcp dscp 1

UFS

ipv6 ufs-cache enable
no ipv6 ufs-cache enable

UFS(Unified Forwarding Service)

Administrator

Router# ipv6 ufs-cache enable
Router# no ipv6 ufs-cache enable

UFS

ipv6 ufs-cache hash SIZE
no ipv6 ufs-cache hash SIZE

SIZE UFS
256 512 1024 2048 4096 8192 16384 32768 65536

UFS

SIZE 1024

Administrator

Router# ipv6 ufs-cache hash 2048
Router# no ipv6 ufs-cache hash 2048

UFS

ipv6 ufs-cache max-entries SIZE
no ipv6 ufs-cache max-entries [SIZE]

SIZE 512 65535

UFS

SIZE 4096

Administrator
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Router# ipv6 ufs-cache max-entries 2048
Router# no ipv6 ufs-cache max-entries 2048

UFS

ipv6 ufs-cache timeout {tcpjudpjothers} SIZE
no ipv6 ufs-cache timeout {tcpjudpjothers} SIZE

tcp TCP

udp UDP

others TCP UDP

TIME [ 1 0 65535

UFS

tcp 30
udp 30
others 30

Administrator

Router# ipv6 ufs-cache timeout tcp 60
Router# no ipv6 ufs-cache timeout tcp 60

Unnumbered

ipv6 unnumbered INTERFACE
no ipv6 unnumbered [INTERFACE]

INTERFACE

Unnumbered

Administrator

Router# ipv6 unnumbered ethernet0.1
Router# no ipv6 unnumbered ethernet0.1
Router# no ipv6 unnumbered

Unnumbered

show ipv6 address [INTERFACE]

INTERFACE

INTERFACE

INTERFACE

Administrator /Operator/Monitor

Router# show ipv6 address
Router# show ipv6 address GigaEthernet0.0

show ipv6 cache [verbose]

verbose

120



Administrator /Operator/Monitor

Router# show ipv6 cache
Router# show ipv6 cache verbose

show ipv6 gateway

Administrator /Operator/Monitor

Router# show ipv6 gateway

show ipv6 interface [INTERFACE]

INTERFACE

1Pv6
INTERFACE

INTERFACE

Administrator /Operator/Monitor

Router# show ipv6 interface
Router# show ipv6 interface GigaEthernet0.0

show ipv6 local policy

1PVv6

Administrator/Operator/Monitor

Router# show ipv6 local policy

show ipv6 neighbor-discovery [INTERFACE]

INTERFACE
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INTERFACE

INTERFACE

Administrator /Operator/Monitor

Router# show ipv6 neighbor-discovery
Router# show ipv6 neighbor-discovery GigaEthernet0.0

show ipv6 neighbors [INTERFACE]

INTERFACE

INTERFACE

INTERFACE

Administrator /Operator/Monitor

Router# show ipv6 neighbors
Router# show ipv6 neighbors GigaEthernet0.0

Path MTU

show ipv6 pmtu

Path MTU

Administrator

Router# show ipv6 pmtu

show ipv6 policy [INTERFACE]

INTERFACE

1Pv6

Administrator

Router# show ipv6 policy GigaEthernet0.0

122



show ipv6 prefix [INTERFACE]

INTERFACE

INTERFACE

INTERFACE

Administrator /Operator/Monitor

Router# show ipv6 prefix
Router# show ipv6 prefix GigaEthernet0.0

IPv6

show ipv6 protocols

1PVv6 1Pv6

Administrator /Operator/Monitor

Router# show ipv6 protocols

show ipv6 route [TYPE] [PREFIX/PREFIXLEN] [interface INTERFACE]
show ipv6 route summary

TYPE
local
connected
static
rip RIPng
ospf OSPFv3
INTERFACE
PREFIX
/

PREFIX-LEN 0 128
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Administrator /Operator/Monitor

Router# show ipv6 route

Router# show ipv6 route local

Router# show ipv6 route interface GigaEthernet0.0 rip
Router# show ipv6 route summary

show ipv6 routers [INTERFACE]

INTERFACE

INTERFACE
INTERFACE

Administrator /Operator/Monitor

Router# show ipv6 routers
Router# show ipv6 routers GigaEthernet0.0

show ipv6 static-routes

Administrator /Operator/Monitor

Router# show ipv6 static-routes

show ipv6 traffic [INTERFACE]

INTERFACE

INTERFACE
INTERFACE

Administrator

Router# show ipv6 traffic
Router# show ipv6 traffic GigaEthernet0.0

UFS

show ipv6 ufs-cache [ verbose ] [ entries ENTRIES ]
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verbose
verbose

verbose

entries

ENTRIES
0 UFS

0

65535

UFS

Administrator /Operator/Monitor

Router# show ipv6 ufs-cache
Router# show ipv6 ufs-cache entries 0

clear ipv6 cache

Administrator/Operator/Monitor

Router# clear ipv6 cache

IPv6

clear ipv6 local policy

1PV6

Administrator/Operator/Monitor

Router# clear ipv6 local policy

clear ipv6 neighbors [INTERFACE]

INTERFACE

INTERFACE

INTERFACE
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Administrator/Operator/Monitor

Router# clear ipv6 neighbors
Router# clear ipv6 neighbors GigaEthernet0.0

Path MTU

clear ipv6 pmtu [cache | statistics]

cache
statistics

Path MTU

Administrator

Router# clear ipv6 pmtu cache
Router# clear ipv6 pmtu statistics

clear ipv6 policy [INTERFACE]

INTERFACE

1PV6

Administrator/Operator/Monitor

Router# clear ipv6 policy GigaEthernet0.0

clear ipv6 route [INTERFACE]

INTERFACE

INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# clear ipv6 route
Router# clear ipv6 route GigaEthernet0.0

clear ipv6 traffic [INTERFACE]

INTERFACE
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INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# clear ipv6 traffic
Router# clear ipv6 traffic GigaEthernet0.0

UFS

clear ipv6 ufs-cache

UFS

Administrator/Operator/Monitor

Router# clear ipv6 ufs-cache
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2.8.2. DHCPv6

ipv6 dhcp client DHCPv6 129
ipv6 dhcp client-profile DHCPv6 129
ipv6 dhcp code 129
ipv6 dhcp duid-list DUID 130
ipv6 dhcp enable DHCPv6 130
ipv6 dhcp server DHCPv6 130
ipv6 dhcp server-profile DHCPv6 131
auto-default 131
auto-static 131
client-identifier Client Identifier 131
dns-server DNS 131
ia-option 1A 132
ia-pd prefix CPE Delegate Prefix 132
ia-pd static CPE Delegate Prefix 132
ia-pd subscriber PD 133
information-request 1A 133
ntp-server NTP 134
option-request 134
rapid-commit Rapid Commit 134
reconfigure-accept Reconfigure 134
server-identifier Server ldentifier 135
show ipv6 dhcp client DHCPv6 135
show ipv6 dhcp server DHCPv6 135
clear ipv6 dhcp client DHCPv6 135
clear ipv6 dhcp server DHCPv6 136
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DHCPv6

ipv6 dhcp client PROFILE-NAME
no ipv6 dhcp client [PROFILE-NAME]

PROFILE-NAME 31

DHCPv6 DHCPv6

Administrator

Router# ipv6 dhcp client foo-bar
Router# no ipv6 dhcp client foo-bar

DHCPv6

ipv6 dhcp client-profile PROFILE-NAME
no ipv6 dhcp client-profile PROFILE-NAME

PROFILE-NAME 31
DHCPV6 DHCPv6
Administrator

Router# ipv6 dhcp client-profile foo-bar
Router# no ipv6 dhcp client-profile foo-bar

ipv6 dhcp code {ia-pd OPTION_IA PD | iaprefix OPTION_IAPREFIX
1 dns-servers OPTION_DNS  SERVERS } ntp-servers
OPTION_NTP_SERVERS}

no ipv6 dhcp code {ia-pd [OPTION IA PD] } iaprefix [OPTION IAPREFIX]
1 dns-resolvers [OPTION_DNS SERVERS] } ntp-servers
[OPTION NTP_SERVERS]}

OPTION_IA_PD 1A PD 1 65535
OPTION_IAPREFIX 1A Prefix 1 65535
OPTION_DNS_ SERVERS DNS Servers 1 65535
OPTION_NTP_SERVERS NTP Servers 1 65535
DHCPv6

OPTION_IA_PD 25
OPTION_IAPREFIX 26
OPTION_DNS_ SERVERS 23
OPTION NTP SERVERS 35

Administrator

Router# ipv6 dhcp code dns-servers 26
Router# no ipv6 dhcp code dns-servers 26
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RFC3633 IPv6 Prefix Options for DHCPv6 (2003/12)
Version6.0 OPTION_IA PD 33 25
OPTION_IAPREFIX 34 26
NoPrefixAvail 6
33 34
ipv6 dhcp code ia-pd 33  ipv6 dhcp code iaprefix 34
RFC3646 DNS Configuration options for DHCPv6(2003/12)
Version6.0 OPTION_DNS_SERVERS 25
23
DNS (25) DHCPv6
ipv6 dhcp code dns-servers 25

DUID

ipv6 dhcp duid-list {DUID-NAME DUID-DATA ! duid-I11t [DUID-DATA]}
no ipv6 dhcp duid-list DUID-NAME [DUID-DATA]

DUID-NAME DUID 31

duid-11t DUID
duid-11t DUID-DATA DUID-DATA
DUID-LLT(Link-layer Address Plus Time)

DUID-DATA DUID 1 128byte Hexadecimal (xx xx
XX XX...)

DHCPv6 DUID

Administrator

Router# ipv6 dhcp duid-list duidl 01 Oa bc de fa
Router# no ipv6 dhcp duid-list duidl 01 Oa bc de fa

DHCPv6

ipv6 dhcp enable
no ipv6 dhcp enable

DHCPv6

no ipv6 dhcp enable

Administrator

Router# ipv6 dhcp enable
Router# no ipv6 dhcp enable

DHCPv6

ipv6 dhcp server PROFILE-NAME
no ipv6 dhcp server [PROFILE-NAME]

PROFILE-NAME 31

DHCPv6 DHCPv6

Administrator

Router# ipv6 dhcp server foo-bar
Router# no ipv6 dhcp server foo-bar
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DHCPv6

ipv6 dhcp server-profile PROFILE-NAME

no ipv6 dhcp server-profile PROFILE-NAME

PROFILE-NAME 31
DHCPV6 DHCPVv6
Administrator

Router# ipv6 dhcp server-profile foo-bar
Router# no ipv6 dhcp server-profile foo-bar

auto-default
no auto-default

DHCPv6

DHCPv6

Administrator

Router# no auto-default

auto-static
no auto-static

DHCPv6 Delegate Prefix

static route

auto-static

DHCPv6

Administrator

Router# no auto-static

Client Identifier

client-identifier DUID-NAME
no client-identifier [DUID-NAME]

DUID-NAME DUID 31

DHCPv6 Client ldentifier DUID
DHCPV6

Administrator

Router# client-identifier duidl
Router# no client-identifier duidl

DNS

dns-server {DNS-SERVER | dhcp}
no dns-server {DNS-SERVER } dhcp}

DNS-SERVER  IPv6

dhcp DHCPv6 DNS
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DNS DNS

DHCPv6

Administrator

Router# dns-server 3ffe 53

1A

ia-option {ia-pd [T1] [T2] | prefixdel}
no ia-option {ia-pd [T1] [T2] } prefixdel}

ia-pd Prefix Delegation
prefixdel Prefix Delegation (*1)
DHCPv6
T1 CPE Renew [ ] 1 4294967295
infinity 4294967295 DHCPv6
T2 CPE Rebind 1 4294967295
infinity 4294967295 DHCPv6

DHCPV6 DHCPV6 1A
DHCPv6 DHCPv6 1A 1A

ia-option ia-pd
DHCPv6 T1 infinity T2 infinity

DHCPv6
DHCPv6

Administrator

Router# ia-option prefixdel
Router# ia-option ia-pd 300 600

(1*) draft-troan-dhcpv6-opt-prefix-delegation-01.txt

CPE

Delegate

Prefix

ia-pd prefix PREFIX/PREFIX-LEN nla-length NLA-LENGTH [life-time
VALID-LIFETIME PREFERRED-LIFETIME]

no ia-pd prefix PREFIX/PREFIX-LEN [nla-length NLA-LENGTH]
[life-time VALID-LIFETIME PREFERRED-LIFETIME]

PREFIX Delegate

/
PREFIX-LEN Delegate [ 1 1 128
NLA-LENGTH PE NLA [ 1 0 32
VALID-LIFETIME [ ] 0 4294967295
Infinity 4294967295
PREFERRED-LIFETIME [ 1] 0 4294967295
Infinity 4294967295
1A-PD CPE Delegate Prefix

VALID-LIFETIME infinity
PREFERRED-LIFETIME  infinity

DHCPv6

Administrator

Router# ia-pd prefix 3ffe 1 /48 nla-length 8

NLA-LENGTH NLA-1D PREFIX
CPE Delegate PREFIX NLA-1D

0

CPE Delegate Prefix
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ia-pd static {LINK-LOCAL ! DUID-NAME ! LINK-LOCAL DUID-NAVE}
PREFIX/PREFIX-LEN [life-time VALID-LIFETIME

PREFERRED-LIFETIME]

no ia-pd static {LINK-LOCAL ! DUID-NAME ! LINK-LOCAL DUID-NAME}
PREFIX/PREFIX-LEN [life-time VALID-LIFETIME

PREFERRED-LIFETIME]

LINK-LOCAL CPE
DUID-NAME DUID 31

PREFIX CPE Delegate

/
PREFIX-LEN CPE  Delegate [ 1 1 128
VALID-LIFETIME [ ] 0 4294967295
Infinity 4294967295
PREFERRED-LIFETIME [ 1] 0 4294967295
Infinity 4294967295
1A-PD CPE Delegate Prefix

VALID-LIFETIME infinity
PREFERRED-LIFETIME infinity

DHCPv6

Administrator

Router# ia-pd static fe80 1 3ffe 1234 5678 /48 life-time 3600
60
Router# no ia-pd static fe80 13ffe 1234 5678 /48 life-time 3600
60

PD

ia-pd subscriber INTERFACE [ADDRESS/PREFIX-LENGTH] [eui-64]
no ia-pd subscriber INTERFACE [ADDRESS/PREFIX-LENGTH] [eui-64]

INTERFACE
ADDRESS
PD
/

PREFIX-LENGTH [ 1 1 128
eui-64 INTERFACE-ID eui-64

Prefix Delegation Prefix

DHCPv6

Administrator

Router# ia-pd subscriber GigaEthernet0.0 0 0 0 1 /64 eui-64

SLA-ID
/64 ID EUI-64

1A

information-request
no information-request

1A DNS
NTP

no information-request

DHCPv6
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Administrator

Router# information-request

NTP

ntp-server {NTP-SERVER | dhcp}
no ntp-server {NTP-SERVER } dhcp}

NTP-SERVER IPV6
dhcp DHCPv6 NTP

NTP
NTP

DHCPv6

Administrator

Router# ntp-server 3ffe 123

option-request {dns-servers | ntp-servers}
no option-request {dns-servers } ntp-servers}

dns-servers DNS
ntp-servers NTP

DHCPv6

DHCPv6

Administrator

Router# option-request dns-servers
Router# option-request ntp-servers

Rapid Commit

rapid-commit
no rapid-commit

DHCPv6 Solicit Rapid Commit

DHCPv6 Rapid Commit Solicit
Advertise Reply

DHCPv6
DHCPv6

DHCPv6
DHCPv6

Administrator

Router# rapid-commit

DHCPv6 Rapid Commit
DHCPv6 DHCPv6

Reconfigure

reconfigure-accept
no reconfigure-accept

DHCPv6 Reconfigure

DHCPv6

Administrator

134



Router# no reconfigure-accept

DHCPv6

Reconfigure

Server ldentifier

server-identifier DUID-NAME
no server-identifier [DUID-NAME]

DUID-NAME DUID 31

DHCPv6 Server Ildentifier
DUID

DHCPV6

Administrator

Router# server-identifier duidl
Router# no server-identifier duidl

DHCPv6

show ipv6 dhcp client [INTERFACE]

INTERFACE

DHCPv6

DHCPv6
DHCPv6

Administrator/Operator/Monitor

Router# show ipv6 dhcp client

DHCPv6

show ipv6 dhcp server [INTERFACE]

INTERFACE

DHCPv6

DHCPv6
DHCPv6

Administrator/Operator/Monitor

Router# show ipv6 dhcp server

DHCPv6

clear ipv6 dhcp client
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DHCPv6 DHCPv6

Administrator

Router# clear ipv6 dhcp client

DHCPv6

clear ipv6 dhcp server

DHCPv6 DHCPv6

Administrator

Router# clear ipv6 dhcp server
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2.9.

2.9.1.RIP
ip rip authentication text 138
ip rip distribute-list 138
ip rip enable RIP 138
ip rip metric-offset 138
ip rip neighbor 139
ip rip originate-default 139
ip rip receive RIP 139
ip rip receive version RIP 139
ip rip receive-default 140
ip rip send RIP 140
ip rip send unicast 140
ip rip send version RIP 140
ip rip send-default 140
ip rip split-type Split Horizon 141
ip rip summary-address 141
ip router rip RIP RIP 141
auto-summary 142
default-metric 142
distance 142
distribute-list prefix RIP 142
originate-default RIP 143
redistribute 143
timers 143
show ip rip RIP 144
show ip rip database 144
show ip rip interface RIP 144
show ip rip neighbor 144
show ip rip peer-information 145
show ip rip statistics RIP 145
clear ip rip process RIP 145
clear ip rip statistics RIP 145
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ip rip authentication text KEY
no ip rip authentication text [KEY]

KEY 1 16

RIP

Administrator

Router# ip rip authentication text key000
Router# no ip rip authentication

ip rip distribute-list TARGET PREFIX-LIST [DIRECTION]
no ip rip distribute-list TARGET PREFIX-LIST [DIRECTION]

TARGET

prefix
gatew
PREFIX-LIST 31
DIRECTION prefix
in
out

TARGET prefix
DIRECTION in out
PREFIX-LIST

TARGET gateway
PREFIX-LIST

Administrator

Router# ip rip distribute-list prefix listl in
Router# no ip rip distribute-list prefix listl in

RIP

RIP

ip rip enable
no ip rip enable

RIP

Administrator

Router# ip rip enable
Router# no ip rip enable

ip router rip RIP

ip rip metric-offset METRIC
no ip rip metric-offset [METRIC]

METRIC 1 16
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METRIC 1

Administrator

Router# ip rip metric-offset 3
Router# no ip rip metric-offset

ip rip neighbor ADDRESS
no ip rip neighbor ADDRESS

ADDRESS

RIP

Administrator

Router# ip rip neighbor 10.11.12.13
Router# no ip rip neighbor 10.11.12.13

ip rip send unicastfonly]

ip rip originate-default [NEXTHOP] [METRIC]
no ip rip originate-default [NEXTHOP] [METRIC]

NEXTHOP 1Pv4
METRIC 1 15 METRIC 1
Administrator

Router# ip rip originate-default 10.11.12.254 3
Router# no ip rip originate-default

RIP

RIP

ip rip receive
no ip rip receive

RIP

RIP

Administrator

Router# ip rip receive
Router# no ip rip receive

RIP

ip rip receive version VERSION
no ip rip receive version [VERSION]

VERSION RIP
1 RIPV1
2 RIPv2
12 RIPV]1 RIPv2

RIP

VERSION 2

Administrator

Router# ip rip receive version 1
Router# no ip rip receive version 1
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ip rip receive-default
no ip rip receive-default

Administrator

Router# ip rip receive-default
Router# no ip rip receive-default

RIP

ip rip send

no ip rip send

RIP

RIP

Administrator

Router# ip rip send

Router# no ip rip send

ip rip send unicast [only]

no ip rip send unicast [only]

only

Administrator

Router# ip rip send unicast only

Router# no ip rip send unicast
RIP

ip rip send version VERSION
no ip rip send version [VERSION]

VERSION RIP
1 RIPv1
2 RIPV2
12 RIPV1 RIPV2
compatible RIPv2

RIP

VERSION 2

Administrator

Router# ip rip send version 1 2
Router# no ip rip send version 1 2
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ip rip send-default [only]
no ip rip send-default [only]

only

Administrator

Router# ip rip send-default only
Router# no ip rip send-default

send-default originate-default

Split Horizon

ip rip split-type TYPE
no ip rip split-type [TYPE]

TYPE Split Horizon 3
split-horizon Split Horizon
poisoned-reverse Split Horizon with Poisoned Reverse

none

Split Horizon
split-horizon

poisoned-reverse

none

Split Horizon with Poisoned Reverse

Administrator

Router# ip rip split-type poisoned-reverse
Router# no ip rip split-type

ip rip summary-address ADDRESS/MASKLEN [send-all]
no ip rip summary-address ADDRESS/MASKLEN [send-all]

ADDRESS
MASKLEN 0 32

send-all

Administrator

Router# ip rip summary-address 100.0.0.0/8
Router# no ip rip summary-address 100.0.0.0/8

RIPv1

RIP

RIP

ip router rip
no ip router rip

RIP RIP
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Administrator

Router# p router rip
Router# no ip router rip

ip rip enable

auto-summary
no auto-summary

RIP

Administrator

Router# auto-summary
Router# no auto-summary

RIPv1

default-metric METRIC
no default-metric [METRIC]

METRIC 1 16

RIP

Administrator

Router# default-metric 2
Router# no default-metric 2

distance DISTANCE
no distance [DISTANCE]

DISTANCE 10 255

DISTANCE 120

RIP

Administrator

Router# distance 200
Router# no distance 200

clear ip route

RIP

distribute-list prefix PREFIX-LIST [DIRECTION]
no distribute-list prefix PREFIX-LIST [DIRECTION]

PREFIX-LIST
DIRECTION
in
out

TARGET prefix
DIRECTION in out
PREFIX-LIST

RIP
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Administrator

Router# distribute-list prefix listl in
Router# no distribute-list prefix listl in

RIP

RIP

RIP

originate-default [METRIC]
no originate-default [METRIC]

METRIC 1 15 1

RIP

Administrator

Router# originate-default 3
Router# no originate-default

RIP

RIP

redistribute PROTOCOL [PROCESS-ID } AS-NUMBER] [metric METRIC]
[tag TAG] [route-map ROUTE-MAP]

no redistribute PROTOCOL [PROCESS-ID } AS-NUMBER] [metric
METRIC] [tag TAG] [route-map ROUTE-MAP]

PROTOCOL

static

connected RIP

ospf OSPF

bgp BGP
PROCESS-ID ID

PROTOCOL ospf 1 65535
AS-NUMBER AS

PROTOCOL bgp 1 65535
METRIC 1 16
TAG TAG 0 65535
ROUTE-MAP

RIP

Administrator

Router# redistribute static
Router# no redistribute static

timers UPDATE EXPIRE GARBAGE
no timers [UPDATE] [EXPIRE] [GARBAGE]

UPDATE RIP [ ] 1 65535

EXPIRE [ ] 1 65535

GARBAGE [ ]
1 65535

RIP
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UPDATE 30
EXPIRE 180
GARBAGE 120

RIP

Administrator

Router# timers 30 60 120
Router# no timers

RIP

show ip rip

RIP

Administrator/Operator/Monitor

Router# show ip rip

show ip rip database [INTERFACE]

INTERFACE

Administrator/Operator/Monitor

Router# show ip rip database GigaEthernet0.0

RIP

show ip rip interface [INTERFACE]

INTERFACE

RIP

Administrator/Operator/Monitor

Router# show ip rip interface GigaEthernet0.0
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show ip rip neighbor [INTERFACE]

INTERFACE

RIP

Administrator/Operator/Monitor

Router# show ip rip neighbor GigaEthernet0.0

show ip rip peer-information [INTERFACE]

INTERFACE

RIP

Administrator/Operator/Monitor

Router# show ip rip peer-information GigaEthernet0.0

RIP

show ip rip statistics

RIP

Administrator/Operator/Monitor

Router# show ip rip statistics

RIP

clear ip rip process

RIP

Administrator/Operator/Monitor

Router# clear ip rip process

RIP

clear ip rip statistics

RIP

Administrator/Operator/Monitor

Router# clear ip rip statistics
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2.9.2. RIPng

ipv6 rip distribute-list 147
ipvé rip enable RIPNg 147
ipvé rip metric-offset 147
ipv6 rip neighbor 147
ipv6 rip originate-default 148
ipvé rip receive RIPNg 148
ipvé rip receive-default 148
ipvé rip send RIPNG 148
ipv6 rip send-default 149
ipvé rip split-type Split Horizon 149
ipv6 rip summary-address 149
ipv6 router rip RIPNg RIPNng 149
distance 150
distribute-list prefix RIPng 150
originate-default RIPNg 150
redistribute 151
show ipv6 rip RIPNg 151
show ipv6 rip database 151
show ipv6 rip neighbor 152
show ipv6 rip peer-information 152
show ipv6 rip statistics RIPNg 152
clear ipv6 rip process RIPNg 152
clear ipv6 rip statistics RIPNg 152
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ipv6 rip distribute-list TARGET PREFIX-LIST DIRECTION
no ipv6 rip distribute-list TARGET PREFIX-LIST DIRECTION

TARGET
prefix
gatew
PREFIX-LIST
DIRECTION

in
out

31
prefix

TARGET prefix
DIRECTION in

TARGET gateway

PREFIX-LIST

PREFIX-LIST

out

Administrator

Router# ipv6 rip distribute-list prefix listl in
Router# no ipv6 rip distribute-list prefix listl in

RIPng

RIP

ipvé rip enable
no ipv6 rip enable

RIPng

Administrator

Router# ipv6 rip enable
Router# no ipv6 rip enable

ipv6 rip metric-offset METRIC
no ipv6 rip metric-offset [METRIC]

METRIC

METRIC 1

Administrator

Router# ip rip metric-offset 3
Router# no ip rip metric-offset

ipv6 rip neighbor ADDRESS

no ipv6 rip neighbor ADDRESS

ADDRESS

RIPNg




Administrator

Router# ipv6 rip neighbor fe80 0200 4cff fe37 34dc
Router# no ipv6 rip neighbor fe80 0200 Acff fe37 34dc

ipvé rip send unicast[only]

ipv6 rip originate-default [NEXTHOP] [METRIC]
no ipv6 rip originate-default [NEXTHOP] [METRIC]

NEXTHOP IPv6
METRIC 1 15 METRIC 1
Administrator

Router# ipv6 rip originate-default fe80 0200 4cff fe37 34dc 3
Router# no ipv6 rip originate-default

RIPng

RIPng

ipvé rip receive
no ipv6 rip receive

RIPng

Administrator

Router# ipv6 rip receive
Router# no ipv6 rip receive

ipvé rip receive-default
no ipv6 rip receive-default

Administrator

Router# ipv6 rip receive-default
Router# no ipv6 rip receive-default

RIPng

ipvé rip send [unicast [only]]
no ipv6 rip send

unicast

only

RIPng

Administrator
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Router# ipv6 rip send

Router# ipv6 rip send unicast
Router# ipv6 rip send unicast only
Router# no ipv6 rip send

ipv6 rip send-default [only]
no ipv6 rip send-default [only]

only

only

Administrator

Router# ipv6 rip send-default only
Router# no ipv6 rip send-default

send-default originate-default

Split Horizon

ipv6 rip split-type TYPE
no ipv6 rip split-type [TYPE]

TYPE Split Horizon 3
split-horizon Split Horizon
poisoned-reverse Split Horizon with Poisoned Reverse

none

Split Horizon
split-horizon

poisoned-reverse

none

Split Horizon with Poisoned Reverse

Administrator

Router# ipv6 rip split-type poisoned-reverse
Router# no ipv6 rip split-type

ipv6 rip summary-address ADDRESS/PREFIX-LEN
no ipv6 rip summary-address ADDRESS/PREFIX-LEN

ADDRESS IPv6
MASKLEN 0 128

Administrator

Router# ipv6 rip summary-address 3ffe 100 /64
Router# no ipv6 rip summary-address

RIPng RIPng
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ipv6 router rip
no ipv6 router rip

RIPNg RIPng

Administrator

Router# ipv6 router rip
Router# no ipv6 router rip

ipv6 rip enable

distance DISTANCE
no distance [DISTANCE]

DISTANCE 10 254

DISTANCE 120

RIPng

Administrator

Router# distance 200
Router# no distance 200

clear ipv6 route

RIPng

distribute-list prefix PREFIX-LIST DIRECTION
no distribute-list prefix PREFIX-LIST DIRECTION

PREFIX-LIST
DIRECTION
in
out

TARGET prefix
DIRECTION in out
PREFIX-LIST

RIPng

Administrator

Router# distribute-list prefix listl in
Router# no distribute-list prefix listl in

RIPNg

RIPng

RIPng

originate-default [METRIC]
no originate-default [METRIC]

METRIC 1 15 1

RIPng

Administrator

Router# originate-default 3
Router# no originate-default
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RIPNg

RIPng

redistribute PROTOCOL [PROCESS-ID] [metric METRIC]

[route-map ROUTE-MAP] [tag TAG]

no redistribute PROTOCOL [PROCESS-ID] [metric METRIC]

[route-map ROUTE-MAP] [tag TAG]

PROTOCOL
static
connected RIPNg
ospf OSPFv3
PROCESS-1D ID
PROTOCOL ospf
METRIC
ROUTE-MAP
TAG TAG

1 65535
1 16

0 65535

RIPng

Administrator

Router# redistribute static
Router# no redistribute static

tag metric route-map

RIPng

show ipv6 rip

RIPng

Administrator/Operator/Monitor

Router# show ipv6 rip

show ipv6 rip database [INTERFACE]

INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 rip interface GigaEthernet0.0
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show ipv6 rip neighbor

RIPng

Administrator/Operator/Monitor

Router# show ipv6 rip neighbor

show ipv6 rip peer-information

RIPng

Administrator/Operator/Monitor

Router# show ipv6 rip peer-information

RIPng

show ipv6 rip statistics

RIPng

Administrator/Operator/Monitor

Router# show ipv6 rip statistics

RIPng

clear ipv6 rip process

RIPng

Administrator/Operator/Monitor

Router# clear ipv6 rip process

RIPng

clear ipv6 rip statistics

RIPng
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Administrator/Operator/Monitor

Router# clear ipv6 rip statistics
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2.9.3. OSPF

area 155
area default-cost 155
area nssa NSSA 155
area range 155
area stub 156
area virtual-link virtual-link 156
compatible rfcl1583 RFC1583 157
default-metric 157
distance distance 157
distribute-list distribute-list 157
ip ospf authentication 158
ip ospf authentication-key 158
ip ospf cost 158
ip ospf dead-interval dead-interval 158
ip ospf hello-interval hello-interval 159
ip ospf message-digest-key 159
ip ospf mtu-ignore MTU 159
ip ospf neighbor 159
ip ospf network 160
ip ospf priority 160
ip ospf retransmit-interval retransmit-interval 160
ip ospf transmit-delay transmit-delay 160
ip router ospf OSPF 160
network area OSPF 161
nssa-range NSSA 161
originate-default 161
passive-interface 162
redistribute 162
rib max-entries 162
router-id ID 163
timers 163
show ip ospf area 163
show ip ospf database LSA 164
show ip ospf interface 164
show ip ospf neighbor 165
show ip ospf statistics 165
show ip ospf virtual-link virtual-link 165
clear ip ospf process OSPF 165
clear ip ospf statistics 165
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area AID
no area AID

AID ID 0 4294967295 A.B.C.D

OSPF

Administrator

Router# area 0
Router# area 0.0.0.10
Router# no area 0.0.0.10

area AID default-cost COST
no area AID default-cost [COST]

AID ID 0 4294967295 A_B.C.D

COST 1 16777215
1

OSPF

Administrator

Router# area 10 default-cost 100
Router# no area 10 default-cost

NSSA

area AID nssa [no-summary] [translate] [stability-interval SEC]
[default-metric METRIC] [default-metric-type TYPE]
no area AID nssa [no-summary] [translate] [stability-interval SEC]
[default-metric METRIC] [default-metric-type TYPE]

AID ID 0 4294967295 A.B.C.D
no-summary Not-So-Stubby summary LSA
translate Type-7 LSA  Type-5 LSA
stability-interval Translator
[ ] 1 65535
default-metric NSSA Type-7
METRIC 1 16777215

default-metric-type NSSA Type-7

TYPE 1 2

Not-So-Stubby

Not-So-Stubby summary LSA
translate

stability-interval 40
default-metric 1
default-metric-type Type?2

OSPF

Administrator

Router# area 0.0.0.10 nssa

Router# area 0.0.0.10 nssa no-summary translate

Router# area 0.0.0.10 nssa stability-interval 100

Router# area 10 nssa default-metric 100 default-metric-type 1
Router# no area 0.0.0.10
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area AID range PREFIX/PREFIXLEN {advertise | not-advertise}
no area AID range PREFIX/PREFIXLEN [{advertise |} not-advertise}

AID ID 0 4294967295 A.B.C.D
range

advertise

not-advertise

OSPF

Administrator

Router# area 1 range 3ffe 1 /64 advertize
Router# no area 1 range 3ffe 1 /64

area AID stub [no-summary]
no area AID stub [no-summary]

AID ID 0 4294967295 A.B.C.D
no-summary summary LSA

summary LSA

OSPF

Administrator

Router# area 0.0.0.10 stub
Router# no area 0.0.0.10

virtual-link

area AID virtual-link A_.B.C.D [authentication [message-digest | null]]
[authentication-key PASSWORD | message-digest-key KEYID

PASSWORD] [dead-interval DEAD] [hello-interval HELLO]
[retransmit-interval RETRANSMIT] [transmit-delay DELAY]

no area AID virtual-link A.B.C.D [authentication [message-digest |
null]] [authentication-key PASSWORD } message-digest-key KEYID
PASSWORD] [dead-interval DEAD] [hello-interval HELLO]
[retransmit-interval RETRANSMIT] [transmit-delay DELAY]

AID transit area ID 0 4294967295 A.B.C.D
authentication

message-digest

null
authentication-key

PASSWORD 8
message-digest-key

KEYID 1 255

PASSWORD 16
dead-interval [ 1 1 65535
hello-interval hello [ ] 1 65535
retransmit-interval [ ] 1 65535
transmit-delay [ ] 1 65535

virtual-link

DEAD 40
HELLO 10
RETRANSMIT 5
DELAY 1

OSPF

Administrator

156



Router# area 10 virtual-link 192.168.24.254 dead-interval 100
hello-interval 30

Router# area 10 virtual-link 10.22.65.254

Router# area 10 virtual-link 192.168.101.240 authentication
message-digest message-digest-key 123 ntt-n800

Router# no area 10 virtual-link 10.22.65.254

Virtual-link 16

RFC1583

compatible rfcl1583
no compatible rfcl1583

RFC1583

OSPF

Administrator

Router# compatible rfcl1583
Router# no compatible rfcl1583

default-metric METRIC
no default-metric METRIC

METRIC 1 16777215

METRIC 1

OSPF

Administrator

Router# default-metric 100
Router# no default-metric 100

distance

distance [external DISTANCE] [inter-area DISTANCE] [intra-area
DISTANCE] [nssa-external DISTANCE]
no distance [external DISTANCE] [inter-area DISTANCE] [intra-area
DISTANCE] [nssa-external DISTANCE]

external ospf external distance

inter-area ospf inter-area distance

intra-area ospf intra-area distance

nssa-external ospf nssa-external distance
1 255

OSPF

external 110
inter-area 110
intra-area 110
nssa-external 110

OSPF

Administrator

Router# distance external 150 inter-area 100 intra-area
Router# 50 nssa- external 10
Router# no distance inter-area 50

clear ip ospf process

distribute-list

distribute-list prefix}route-map LISTNAME
no distribute-list [prefixjroute-map LISTNAME]
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prefix
route-map
LISTNAME

31

OSPF

Administrator

Router# distribute-list prefix listl
Router# distribute-list route-map list2
Router# no distribute-list

Router# no distribute-list prefix listl

clear ip ospf process

ip ospf authentication [message-digest]
no ip ospf authentication [message-digest]

message-digest

ospf
message-digest

Administrator

Router# ip ospf authentication message-digest
Router# no ip ospf authentication

ip ospf authentication-key PASSWORD
no ip ospf authentication-key [PASSWORD]

PASSWORD 8

Administrator

Router# ip ospf authentication-key password
Router# no ip ospf authentication-key

ip ospf cost COST
no ip ospf cost [COST]

COST 1 65535
COST 16

GigaEthernet 1G 1
Administrator

Router# ip ospf cost 500
Router# no ip ospf cost

dead-interval

ip ospf dead-interval DEAD
no ip ospf dead-interval [DEAD]

DEAD dead-interval [ 1 1 65535
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dead-interval

DEAD 40

Administrator

Router# ip ospf dead-interval 360
Router# no ip ospf dead-interval

hello-interval

ip ospf hello-interval HELLO
no ip ospf hello-interval [HELLO]

HELLO hello-interval [ 1 1 65535

hello-interval

HELLO 10

Administrator

Router# ip ospf hello-interval 60
Router# no ip ospf hello-interval 60

ip ospf message-digest-key KEY_ ID PASSWORD
no ip ospf message-digest-key [KEY ID PASSWORD]

KEY_ID MD5 ID 1 255
PASSWORD 16

MD5

Administrator

Router# ip ospf message-digest-key 124 password
Router# no ip ospf message-digest-key

MTU

ip ospf mtu-ignore
no ip ospf mtu-ignore

MTU

Administrator

Router# ip ospf mtu-ignore
Router# no ip ospf mtu-ignore

ip ospf neighbor A.B.C.D [poll-interval INTERVAL] [priority
PRIORITY]

no ip ospf neighbor A.B.C.D [poll-interval INTERVAL] [priority
PRIORITY]

A.B.C.D IP
INTERVAL
PRIORITY

NBMA

INTERVAL 120
PRIORITY 1

Administrator
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Router# ip ospf neighbor 192.168.1.254 poll-interval 180 priority 10
Router# no ip ospf neighbor 192.168.1.254

NBMA

ip ospf network {broadcast | default } non-broadcast | point-to-point}
no ip ospf network [broadcast | default } non-broadcast | point-to-point]

Administrator

Router# ip ospf network point-to-point
Router# no ip ospf network point-to-point

ip ospf priority PRIORITY
no ip ospf priority [PRIORITY]

PRIORITY 0 255

OSPF

PRIORITY 1

Administrator

Router# ip ospf priority 128
Router# no ip ospf priority

retransmit-interval

ip ospf retransmit-interval RETRANSMIT
no ip ospf retransmit-interval [RETRANSMIT]

RETRANSMIT  retransmit-interval [ 1 1 65535

retransmit-interval

RETRANSMIT 5

Administrator

Router# ip ospf retransmit-interval 100
Router# no ip ospf retransmit-interval

transmit-delay

ip ospf transmit-delay DELAY
no ip ospf transmit-delay [DELAY]

DELAY transmit-delay [ 1 1 65535

transmit-delay

DELAY 1

Administrator

Router# ip ospf transmit-delay 100
Router# no ip ospf transmit-delay

OSPF

ip router ospf PID
no ip router ospf PID

PID OSPF ID 1 65535

OSPF
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Administrator

Router# ip router ospf 100
Router# no ip router ospf 100

OSPF

network {A.B.C.D/<0-32> | INTERFACE} area AID
no network {A.B.C.D/<0-32> | INTERFACE} area AID

A.B.C.D/<0-32> OSPF

INTERFACE

area ID

AID 0 4294967295 A B C D

OSPF

OSPF

Administrator

Router# network 192.168.0.0/16 area O
Router# network GigaEthernet0.0 area 1
Router# no network 192.168.0.0/16 area 0
Router# no network GigaEthernet0.0 area 1

IP Address

Unnumbered Network

NSSA

nssa-range A.B.C.D/<0-32> [not-advertise] [tag TAG]
no nssa-range A.B.C.D/<0-32> [not-advertise] [tag TAG]

A. B. C. D/<0-32>
not-advertise

tag

TAG 0 4294967295

NSSA BR NSSA

not-advertise
tag O

OSPF

Administrator

Router# nssa-range 10.10.0.0/16

Router# nssa-range 10.20.0.0/16 not-advertise
Router# nssa-range 12.0.0.0/8 tag 12345678
Router# no nssa-range 10.10.0.0/16

Router# no nssa-range 10.20.0.0/16 not-advertise

Translator

originate-default [always] [metric METRIC] [metric-type
METRIC_TYPE] [route-map ROUTE_MAP]

no originate-default [always] [metric METRIC] [metric-type
METRIC_TYPE] [route-map ROUTE MAP]

always

METRIC 1 16777215
METRIC_TYPE 1 2
ROUTE_MAP 31
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METRIC 1
METRIC_TYPE 2
ROUTE_MAP

OSPF

Administrator

Router# originate-default always metric-type 2 route-map MAP1
Router# no originate-default

passive-interface INTERFACE
no passive-interface INTERFACE

INTERFACE

OSPF

OSPF

Administrator

Router# passive-interface GigaEthernet0.0
Router# no passive-interface GigaEthernet0.0

redistribute { bgp } connected |} rip } static} [AS-NUMBER] [metric
METRIC] [metric-type METRIC TYPE] [tag TAG] [route-map

ROUTE_MAP]

no redistribute {bgp |} connected } rip | static} [AS-NUMBER] [metric
METRIC] [metric-type METRIC TYPE] [tag TAG] [route-map

ROUTE_MAP]

bgp BGP

connected

rip RIP

static

AS-NUMBER AS 1 65535 bgp
METRIC 1 16777215
METRIC_TYPE 1 2

TAG 0 4294967295

ROUTE MAP 31

METRIC 1
METRIC_TYPE 2
TAG O
ROUTE_MAP

OSPF

Administrator

Router# redistribute static metric-type 2 route-map MAP1
Router# no redistribute static

rib max-entries NUMBER
no rib max-entries [NUMBER]

NUMBER 64 65535

NUMBER 2048

OSPF

Administrator

Router# rib max-entries 1024
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ip max-route

rib max-entries rib max-entries
ip max-route rib max-entries ip max-route
1 2
ip max-route rib max-entries
1
1
2

ip max-route unlimited

OSPF

ID

router-id A.B.C.D
no router-id A.B.C.D

A.B.C.D ID

ID

IP
IP
1P

OSPF

Administrator

Router# router-id 192.168.1.254
Router# no router-id 192.168.1.254

clear ip ospf process

timers [delay DELAY] [hold HOLD]
no timers [delay DELAY] [hold HOLD]

DELAY
1 65535
HOLD [ ] 1 65535

[

1

ospf

DELAY 5
HOLD 10

OSPF

Administrator

Router# timers delay 300 hold 120
Router# no timers delay 300

show ip ospf area

OSPF

OSPF

Administrator/Operator/Monitor
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Router# show ip ospf area

LSA

show ip ospf database [adv-router A.B.C.D] [asbr-summary [A.B.C.D]
[adv-router A.B.C.D]] [database-summary] [detail] [external [A.B.C.D]
[adv-router A.B.C.D]] [network [A.B.C.D] [adv-router A.B.C.D]]
[nssa-external [A.B.C.D] [adv-router A.B.C.D]] [router [A.B.C.D]
[adv-router A.B.C.D]] [self-originate] [summary [A.B.C.D]
[adv-router [A.B.C.D]11

LSA database-summary
adv-router ID
asbr-summary Summary ASBR Link State
A.B.C.D Summary ASBR Link State ID

adv-router
database-summary  LSA

detail LSA
external AS External Link State

A.B.C.D AS External Link State ID
adv-router
network Network Link State
A.B.C.D Network Link State ID
adv-router
nssa-external  Type-7 Link State
A. B. C. D Network Link State ID
adv-router
router Router Link State
A.B.C.D Router Link State ID
adv-router
self-originate Link State
summary  Summary Network Link State
A.B.C.D Summary Network Link State ID
adv-router
OSPF LSA
database-summary
Link State Link
State
OSPF

Administrator/Operator/Monitor

Router# show ip ospf database
Router# show ip ospf database summary adv-router 192.168.101.254
Router# show ip ospf database external 192.168.2.0

show ip ospf interface [INTERFACE]

INTERFACE

OSPF

OSPF

Administrator/Operator/Monitor
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Router# show ip ospf interface
Router# show ip ospf interface GigaEthernet0.0

show ip ospf neighbor [A.B.C.D]

A.B.C.D ID

OSPF
ID

OSPF

Administrator/Operator/Monitor

Router# show ip ospf neighbor
Router# show ip ospf neighbor 192.168.2.254

show ip ospf statistics

OSPF

OSPF

Administrator/Operator/Monitor

Router# show ip ospf statistics

virtual-link

show ip ospf virtual-link [A.B.C.D]

A.B.C.D ID

OSPF virtual-link ID

OSPF

Administrator/Operator/Monitor

Router# show ip ospf virtual-link
Router# show ip ospf virtual-link 192.168.2.254

OSPF

clear ip ospf process

OSPF
OSPF

OSPF

Administrator

Router# clear ip ospf process

clear ip ospf statistics

OSPF
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OSPF

Administrator

Router# clear ip ospf statistics
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2.9.4. OSPFv3

area 168
area default-cost 168
area range 168
area stub 168
distance distance 168
ipv6 ospf cost 169
ipv6 ospf dead-interval dead-interval 169
ipv6 ospf hello-interval hello-interval 169
ipv6 ospf neighbor 169
ipv6 ospf priority 170
ipv6 ospf retransmit-interval retransmit-interval 170
ipv6 ospf transmit-delay transmit-delay 170
ipv6 router ospf OSPFv3 170
network area OSPFv3 171
originate-default 171
passive-interface 171
redistribute 171
router-id ID 172
timers 172
show ipv6 ospf area 172
show ipv6 ospf border-routers ASBR 173
show ipv6 ospf database LSA 173
show ipv6 ospf interface 174
show ipv6 ospf neighbor 175
show ipv6 ospf process 175
show ipv6 ospf statistics 175
clear ipv6 ospf neighbor 175
clear ipv6 ospf process OSPFv3 176
clear ipv6 ospf statistics 176
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area AID
no area AID

AID ID 0 4294967295 A.B.C.D

OSPFv3

Administrator

Router# area 0
Router# area 0.0.0.10
Router# no area 0.0.0.10

area AID default-cost COST
no area AID default-cost [COST]

AID ID 0 4294967295 A_B.C.D

COST 1 16777215
1

OSPFv3

Administrator

Router# area 10 default-cost 100
Router# no area 10 default-cost

area AID range PREFIX/PREFIXLEN {advertise | not-advertise}

no area AID range PREFIX/PREFIXLEN [{advertise

not-advertise}

AID ID 0 4294967295 A.B.C.D
range

advertise

not-advertise

OSPFv3

Administrator

Router# area 1 range 3ffe 1 /64 advertize
Router# no area 1 range 3ffe 1 /64

area AID stub [no-summary]
no area AID stub [no-summary]

AID ID 0 4294967295 A.B.C.D
no-summary summary LSA

summary LSA

OSPFv3

Administrator

Router# area 0.0.0.10 stub
Router# no area 0.0.0.10

distance
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distance [external DISTANCE] [inter-area DISTANCE] [intra-area

DISTANCE]

no distance [external DISTANCE] [inter-area DISTANCE] [intra-area
DISTANCE]

external ospf external distance

inter-area ospf inter-area distance

intra-area ospf intra-area distance

DISTANCE 1 255

OSPFv3

external 110
inter-area 110
intra-area 110

OSPFv3

Administrator

Router# distance external 150 inter-area 100 intra-area
Router# no distance inter-area 50

ipv6 ospf cost COST
no ipv6 ospf cost [COST]

COST 1 65535
COST 16

GigaEthernet 1G 1
Administrator

Router# ipv6 ospf cost 500
Router# no ipv6 ospf cost

dead-interval

ipv6 ospf dead-interval DEAD
no ipv6 ospf dead-interval [DEAD]

DEAD dead-interval [ 1 1 65535

dead-interval

DEAD 40

Administrator

Router# ipv6 ospf dead-interval 360
Router# no ipv6 ospf dead-interval

hello-interval

ipv6 ospf hello-interval HELLO
no ipv6 ospf hello-interval [HELLO]

HELLO hello-interval [ 1 1 65535

hello-interval

HELLO 10

Administrator

Router# ipv6 ospf hello-interval 60
Router# no ipv6 ospf hello-interval 60

169



ipv6 ospf neighbor PROCESS-ID A.B.C.D NEIGHBOR-ADDRESS [poll-interval
INTERVAL] [priority PRIORITY]
no ipv6 ospf neighbor PROCESS-ID A.B.C.D NEIGHBOR-ADDRESS

[poll-interval INTERVAL] [priority PRIORITY]

PROCESS-1D ID 1 65535
A.B.C.D ID
NE IGHBOR-ADDRESS 1Pv6
INTERVAL
1 4294967295
PRIORITY 0 255

NBMA

INTERVAL 120
PRIORITY 1

Administrator

Router# ipv6 ospf neighbor 1 192.168.1.254 3ffe 1 poll-interval 180
priority 10
Router# no ipv6 ospf neighbor 1 192.168.1.254 3ffe 1

NBMA

ipv6 ospf priority PRIORITY
no ipv6 ospf priority [PRIORITY]

PRIORITY 0 255

OSPFv3

PRIORITY 1

Administrator

Router# ipv6 ospf priority 128
Router# no ipv6 ospf priority

retransmit-interval

ipv6 ospf retransmit-interval RETRANSMIT
no ipv6 ospf retransmit-interval [RETRANSMIT]

RETRANSMIT  retransmit-interval [ 1 1 65535

retransmit-interval

RETRANSMIT 5

Administrator

Router# ipv6 ospf retransmit-interval 100
Router# no ipv6 ospf retransmit-interval

transmit-delay

ipv6 ospf transmit-delay DELAY
no ipv6 ospf transmit-delay [DELAY]

DELAY transmit-delay [ 1 1 65535

transmit-delay

DELAY 1

Administrator

Router# ipv6 ospf transmit-delay 100
Router# no ipv6 ospf transmit-delay

OSPFv3
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ipv6 router ospf PID
no ipv6 router ospf PID

PID OSPF ID (I 65535)

OSPFv3

Administrator

Router# ipv6 router ospf 100
Router# no ipv6 router ospf 100

OSPFv3

network INTERFACE area AID
no network INTERFACE area AID

INTERFACE
AID 0 4294967295 A B COD

OSPFv3

OSPFv3

Administrator

Router# network GigaEthernet0.0 area 1
Router# no network GigaEthernet0.0 area 1

originate-default [metric METRIC] [metric-type METRIC TYPE]
[route-map ROUTE MAP] [tag TAG]

no originate-default [metric METRIC] [metric-type METRIC TYPE]
[route-map ROUTE MAP] [tag TAG]

ETRIC 1 16777215
METRIC_TYPE 1 2
ROUTE_MAP 31
TAG 0 4294967295

METRIC 1
METRIC_TYPE 2
ROUTE_MAP

tag 0O

OSPFv3

Administrator

Router# originate-default always metric-type 2 route-map MAP1
Router# no originate-default

passive-interface INTERFACE
no passive-interface INTERFACE

INTERFACE

OSPFv3

OSPFv3

Administrator

Router# passive-interface GigaEthernet0.0
Router# no passive-interface GigaEthernet0.0
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redistribute PROTOCOL [PROCESS-1D] [metric METRIC] [metric-type
METRIC TYPE] [tag TAG] [route-map ROUTE_ MAP]
no redistribute PROTOCOL [PROCESS-ID] [metric METRIC] [metric-type
METRIC TYPE] [tag TAG] [route-map ROUTE MAP]

PROTOCOL
connected
rip RIP
static
ospf OSPFv3
PROCESS-1D ID PROTOCOL  ospf 1 65535
METRIC 1 16777215
METRIC_TYPE 1 2
TAG 0 4294967295
ROUTE MAP 31

METRIC 1
METRIC_TYPE 2
TAG O
ROUTE_MAP

OSPFv3

Administrator

Router# redistribute static metric-type 2 route-map MAP1
Router# no redistribute static

)

router-id A.B.C.D
no router-id A.B.C.D

A.B.C.D ID
ID

OSPFv3

Administrator

Router# router-id 192.168.1.254
Router# no router-id 192.168.1.254

OSPFv3
clear ipv6 ospf process

timers [delay DELAY] [hold HOLD]
no timers [delay DELAY] [hold HOLD]

DELAY [ 1
1 65535
HOLD [ ] 1 65535

ospf

DELAY 5
HOLD 10

OSPFv3

Administrator

Router# timers delay 300 hold 120
Router# no timers delay 300

show ipv6 ospf area

OSPFv3

172



Administrator/Operator/Monitor

Router# show ipv6 ospf area

ASBR

show ipv6 ospf border-routers [PID]

PID OSPF ID 1 65535

OSPFv3 ASBR

OSPFv3

Administrator/Operator/Monitor

Router# show ipv6 ospf border-routers 1

LSA

show ipv6 ospf database [[adv-router A.B.C.D [detail]] |}
[database-summary] } [detail] } [external [LS-1D] [adv-router
A.B.C.D] [detail]] | [inter-area-router [LS-1D] [adv-router
A.B.C.D] [detail]] | [inter-area-prefix [LS-1D] [adv-router
A.B.C.D] [detail]] | [intra-area-prefix [LS-1D] [adv-router
A.B.C.D] [detail]] § [link [LS-ID] [adv-router A.B.C.D] [detail]] }
[network [LS-1D] [adv-router A.B.C.D] [detail]] | [router [LS-I1D]
[adv-router A.B.C.D] [detail]] | [self-originate [detail]]]
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LSA database-summary

adv-router ID
database-summary  LSA

detail LSA

external AS External Link State
LS-1D ID 0 4294967295
adv-router
detail

inter-area-prefix Inter-Area-Prefix-LSA
LS-1D ID 0 4294967295
adv-router
detail

inter-area-router Inter-Area-Router-LSA
LS-1D ID 0 4294967295
adv-router
detail

intra-area-prefix Intra-Area-Prefix-LSA
LS-1D ID 0 4294967295
adv-router
detail

link Link LSA
LS-1D ID 0 4294967295
adv-router
detail

network Network Link State
LS-1D ID 0 4294967295
adv-router
detail

router Router Link State
LS-1D ID 0 4294967295
adv-router
detail

self-originate Link State
detail

OSPFv3 LSA
Link State Link
State

Administrator

Router# show ipv6 ospf database
Router# show ipv6 ospf database summary adv-router 192.168.101.254
Router# show ipv6 ospf database external 192.168.2.0

show ipv6 ospf interface [INTERFACE]

INTERFACE

OSPFv3

Administrator/Operator/Monitor
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Router# show ipv6 ospf interface
Router# show ipv6 ospf interface GigaEthernet0.0

show ipv6 ospf neighbor [A.B.C.D]

A.B.C.D

ID

OSPFv3
ID

Administrator/Operator/Monitor

Router# show ipv6 ospf neighbor
Router# show ipv6 ospf neighbor 192.168.2.254

show ipv6 ospf process [PID]

PID OSPF

ID 1 65535

OSPFv3

Administrator/Operator/Monitor

Router# show ipv6 ospf process 100

show ipv6 ospf statistics

OSPFv3

Administrator/Operator/Monitor

Router# show ipv6 ospf statistics

clear ipv6 ospf neighbor [A.B.C.D] [INTERFACE]

A.B.C.D
INTERFACE

ID

OSPFv3

Administrator

Router# clear
Router# clear
Router# clear
Router# clear

ipv6 ospf neighbor

ipv6 ospf neighbor 0.0.0.100

ipv6 ospf neighbor GigaEthernet0.0

ipv6 ospf neighbor 0.0.0.200 GigaEthernet0/0.0
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OSPFv3

clear ipv6 ospf process [PID]

PID ID 1 65535

OSPFv3
OSPFv3

OSPFv3

Administrator

Router# clear ipv6 ospf process 100

clear ipv6 ospf statistics

OSPFv3

OSPFv3

Administrator

Router# clear ipv6 ospf statistics
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2.9.5. BGP

address-family 178
aggregate-address 178
cluster-id ID 178
default-local-preference 178
default-metric 179
distance 179
neighbor advertisement-interval AS 179
neighbor connect-interval TCP 179
neighbor description 180
neighbor distribute-list (prefix-list) 180
neighbor ebgp-multihop eBGP 180
neighbor next-hop-self NEXTHOP 181
neighbor password TCP MD5 181
neighbor receive-capability

- 181
override
neighbor remote-as AS 181
neighbor route-map (route-map) 181
neighbor route-reflector-client 182
neighbor send-capability 182
neighbor send-default 183
neighbor shutdown 183
neighbor timers (Hold/Keepalive) 183
neighbor update-source 184
network 184
originate-default 184
redistribute IGP 185
redistribute-internal 1BGP IGP 185
router bgp BGP BGP 185
router-id ID 186
timers (Hold/Keepalive) 186
show ip bgp 186
show ip bgp neighbors 187
show ip bgp paths 187
show ip bgp summary 187
clear ip bgp 187
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address-family FAMILY [TYPE]

FAMILY

ipvd 1Pv4
TYPE

unicast

TYPE unicast

BGP

Administrator

Router# address-family ipv4
Router# address-family ipv4 unicast

aggregate-address PREFIX/PREFIX-LENGTH [as-set] [summary-only]
no aggregate-address PREFIX/PREFIX-LENGTH [as-set] [summary-only]

PREFIX

PREFIX-LENGTH 1 32 IPv4

as-set AS AS AS
summary-only

BGP

Administrator

Router# aggregate-address 10.0.0.0/8
Router# aggregate-address 10.0.0.0/8 as-set
Router# aggregate-address 10.0.0.0

0.0

0

0

0 /8 summary-only
Router# aggregate-address 10.0.

1

1

1

1

/8 as-set summary-only
.0.0/8

.0.0/8 as-set

.0.0/8 summary-only

.0.0/8 as-set summary-only

Router# no aggregate-address
Router# no aggregate-address
Router# no aggregate-address
Router# no aggregate-address

cluster-id CLUSTER-ID
no cluster-id [CLUSTER-ID]

CLUSTER-ID ID 1 4294967295 A.B.C.D
ID
ID ID
BGP
Administrator

Router# cluster-id 1.1.1.1
Router# cluster-id 111
Router# no cluster-id
Router# no cluster-idl.1.1.1
Router# no cluster-id 111

default-local-preference LOCAL_PREF
no default-local-preference [LOCAL PREF]

LOCAL_PREF 0 4294967295
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LOCAL_PREF 100

BGP

Administrator

Router# default-local-preference 111
Router# no default-local-preference
Router# no default-local-preference 111

default-metric METRIC
no default-metric [METRIC]

METRIC 1 4294967295

MED

BGP

Administrator

Router# default-metric 100
Router# no default-metric
Router# no default-metric 100

distance [ebgp EXT] [ibgp INT]
no distance [ebgp EXT] [ibgp INT]

EXT eBGP 1 255
INT iBGP 1 255

eBGP iBGP

EXT 20
INT 200

Administrator

Router# distance ebgp 10 ibgp 20
Router# no distance

AS
neighbor ADDRESS advertisement-interval INTERVAL
no neighbor ADDRESS advertisement-interval [INTERVAL]
ADDRESS
INTERVAL [ ] 0 600
AS
INTERVAL 30 eBGP
5 iBGP
BGP
Administrator
Router# neighbor 10.0.0.1 advertisement-interval 10
Router# no neighbor 10.0.0.1 advertisement-interval
Router# no neighbor 10.0.0.1 advertisement-interval 10
TCP

neighbor ADDRESS connect-interval INTERVAL
no neighbor ADDRESS connect-interval [INTERVAL]

ADDRESS
INTERVAL [ ] 10 65535
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BGP (ldle Active) TCP(SYN)
(Connect)

INTERVAL 120

BGP

Administrator

Router# neighbor 10.0.0.1 connect-interval 10
Router# no neighbor 10.0.0.1 connect-interval
Router# no neighbor 10.0.0.1 connect-interval 10

neighbor ADDRESS description DESC
no neighbor ADDRESS description [DESC]

ADDRESS
DESC 1 80
1

no neighbor ADDRESS description

BGP

Administrator

Router# neighbor 10.0.0.1 description This is the Ffirst neighbor
Router# no neighbor 10.0.0.1 description
Router# no neighbor 10.0.0.1 description This is the first neighbor

(prefix-list)

neighbor ADDRESS distribute-list NAME DIRECTION
no neighbor ADDRESS distribute-list NAME DIRECTION

ADDRESS
NAME 1 31
DIRECTION

in

out

Administrator

Router# neighbor 10.0.0.2 distribute-list dl in
Router# no neighbor 10.0.0.2 distribute-list dl in

eBGP

neighbor ADDRESS ebgp-multihop [TTL]
no neighbor ADDRESS ebgp-multihop [TTL]

ADDRESS
TTL Time to live 1 254

TCP TTL eBGP

TTL 1

BGP

Administrator

Router# neighbor 10.0.0.1 ebgp-multihop
Router# neighbor 10.0.0.1 ebgp-multihop 10
Router# no neighbor 10.0.0.1 ebgp-multihop
Router# no neighbor 10.0.0.1 ebgp-multihop 10

iBGP TCP TTL
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NEXTHOP

neighbor ADDRESS next-hop-self
no neighbor ADDRESS next-hop-self

ADDRESS

NEXTHOP TCP

no neighbor ADDRESS next-hop-self

Administrator

Router# neighbor 192.168.0.1 next-hop-self
Router# no neighbor 192.168.0.1 next-hop-self

TCP MD5

neighbor ADDRESS password PASSWORD
no neighbor ADDRESS password [PASSWORD]

ADDRESS
PASSWORD 1 218

RFC-2385 TCP MD5

BGP

Administrator

Router# neighbor 10.0.0.1 password xxxX yyyy zzzz
Router# no neighbor 10.0.0.1 password

TCP

neighbor ADDRESS receive-capability override
no neighbor ADDRESS receive-capability override

ADDRESS

no neighbor ADDRESS receive-capability override

BGP

Administrator

Router# neighbor 10.0.0.1 receive-capability override
Router# no neighbor 10.0.0.1 receive-capability override

AS

neighbor ADDRESS remote-as ASNUMBER
no neighbor ADDRESS remote-as ASNUMBER

ADDRESS
ASNUMBER AS 1 65535

BGP AS

BGP

Administrator

Router# neighbor 10.0.0.1 remote-as 10
Router# no neighbor 10.0.0.1 remote-as 10

(route-map)

neighbor ADDRESS route-map NAME DIRECTION
no neighbor ADDRESS route-map NAME DIRECTION
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ADDRESS

NAME 1 31
DIRECTION
in
out
set match

match ip address prefix-list
match ip next-hop prefix-list
match metric
set ip next-hop
set metric
set as-path prepend
set local-preference
set origin
set match
match ip address prefix-list
match ip next-hop prefix-list
match metric
set ip next-hop
set metric
set metric-type internal
set as-path prepend
set local-preference
set origin

Administrator

Router# neighbor 10.0.0.2 route-map rmap in
Router# no neighbor 10.0.0.2 route-map rmap in

neighbor ADDRESS route-reflector-client
no neighbor ADDRESS route-reflector-client

ADDRESS

BGP

Administrator

Router# neighbor 10.0.0.1 route-reflector-client
Router# no neighbor 10.0.0.1 route-reflector-client

neighbor ADDRESS send-capability [route-refresh] [multi-protocol]
no neighbor ADDRESS send-capability [route-refresh] [multi-protocol]

ADDRESS
route-refresh
multi-protocol

neighbor ADDRESS send-capability route-refresh multi-protocol

BGP

Administrator
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Router# neighbor 10.0.0.1 send-capability

Router# neighbor 10.0.0.1 send-capability route-refresh
Router# neighbor 10.0.0.1 send-capability multi-protocol
Router# no neighbor 10.0.0.1 send-capability

Router# no neighbor 10.0.0.1 send-capability route-refresh
Router# no neighbor 10.0.0.1 send-capability multi-protocol

neighbor ADDRESS send-default
no neighbor ADDRESS send-default

ADDRESS

/

neighbor ADDRESS send-default

Administrator

Router# neighbor 192.168.0.1 send-default
Router# no neighbor 192.168.0.1 send-default

no neighbor ADDRESS send-default show
running-config

neighbor ADDRESS shutdown
no neighbor ADDRESS shutdown

ADDRESS

no neighbor ADDRESS shutdown

BGP

Administrator

Router# neighbor 10.0.0.1 shutdown
Router# no neighbor 10.0.0.1 shutdown

(Hold/Keepalive)

neighbor ADDRESS timers KEEPALIVE-TIME HOLD-TIME
no neighbor ADDRESS timers [KEEPALIVE-TIME HOLD-TIME]

ADDRESS
KEEPALIVE-TIME [ 1 0 65535
HOLD-TIME [ ] 0 3 65535

KEEPALIVE-TIME
HOLD-TIME

KEEPALIVE-TIME 60
HOLD-TIME 180

BGP

Administrator

Router# neighbor 10.0.0.1 timers 10 30
Router# no neighbor 10.0.0.1 timers
Router# no neighbor 10.0.0.1 timers 10 30
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KEEPALIVE-TIME O

KEEPALIVE-TIME HOLD-TIME

HOLD-TIME
KEEPALIVE-TIME
HOLD-TIME KEEPALIVE-TIME
HOLD-TIME 3 1

neighbor timers

neighbor ADDRESS update-source INTERFACE
no neighbor ADDRESS update-source INTERFACE

ADDRESS
INTERFACE

BGP

Administrator

Router# neighbor 10.0.0.1 update-source GigaEthernet0.0
Router# no neighbor 10.0.0.1 update-source GigaEthernet0.0

TCP

network PREFIX/PREFIX-LENGTH
no network PREFIX/PREFIX-LENGTH

PREFIX
PREFIX-LENGTH
1 32 1Pv4

Administrator

Router# network 10.0.0.0/8
Router# no network 10.0.0.0/8

originate-default [always]
no originate-default [always]

always

Administrator

Router# originate-default

Router# originate-default [always]
Router# no originate-default

Router# no originate-default [always]
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always
always
IGP
redistribute PROTOCOL [PROCID] [metric METRIC] [route-map
ROUTE-MAP]
no redistribute PROTOCOL [PROCID] [metric METRIC] [route-map
ROUTE-MAP]
PROTOCOL
connected
static
rip RIP
ospf OSPF
PROCID ID 1 65535 IGP
METRIC MED 0 4294967295
ROUTE-MAP 1 31
IGP
set match
match interface
match ip address prefix-list
match ip next-hop prefix-list
match metric
match tag
set ip next-hop
set metric
set local-preference
set origin
Administrator
Router# redistribute ospf 1 metric 10
Router# redistribute static metric 20
Router# redistribute static
Router# no redistribute ospf 1 metric 10
Router# no redistribute static metric 20
Router# no redistribute static
IGP
IBGP I1GP
redistribute-internal
no redistribute-internal
iBGP RIP OSPF IGP
no redistribute-internal
Administrator
Router# redistribute-internal
Router# no redistribute-internal
iBGP IGP
IGP BGP
clear ip route
BGP BGP
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router bgp ASNUMBER
no router bgp ASNUMBER
ASNUMBER  AS 1 65535
BGP BGP
Administrator
Router# router bgp 1
Router# no router bgp 1
ID

router-id ROUTER-ID
no router-id [ROUTER-ID]
ROUTER-1D ID

A B CD
BGP ID

1Pv4
BGP
Administrator
Router# router-id 1.1.1.1
Router# no router-id
Router# no router-id 1.1.1.1
(Hold/Keepalive)
timers KEEPALIVE-TIME HOLD-TIME
no timers [KEEPALIVE-TIME HOLD-TIME]
KEEPALIVE-TIME [ 1 0 65535
HOLD-TIME [ 1 0 3 65535
KEEPALIVE-TIME
HOLD-TIME
KEEPALIVE-TIME 60
HOLD-TIME 180
BGP
Administrator
Router# timers 10 30
Router# no timers 10 30
KEEPALIVE-TIME O
KEEPALIVE-TIME  HOLD-TIME
HOLD-TIME HOLD-TIME
HOLD-TIME
KEEPALIVE-TIME HOLD-TIME
HOLD-TIME 3 1 KEEPALIVE-TIME

neighbor timers neighbor
timers
show ip bgp
BGP
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BGP

Administrator/Operator/Monitor

Router# show ip bgp

show ip bgp neighbors [ADDRESS] [advertised-routes } received-routes }
routes jdetail]

ADDRESS IP
advertised-routes
received-routes
routes

detail

TCP/BGP

BGP

Administrator/Operator/Monitor

Router# show ip bgp neighbors

Router# show ip bgp neighbors detail

Router# show ip bgp neighbors 10.0.0.3

Router# show ip bgp neighbors 10.0.0.3 advertised-routes
Router# show ip bgp neighbors 10.0.0.3 received-routes
Router# show ip bgp neighbors 10.0.0.3 routes

show ip bgp paths

BGP

BGP

Administrator/Operator/Monitor

Router# show ip bgp paths

show ip bgp summary

BGP

BGP

Administrator/Operator/Monitor

Router# show ip bgp summary
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clear ip bgp {ADDRESS!ASNUMBER!*} [DIRECTION]

ADDRESS
ASNUMBER
*

DIRECTION
in
out

AS

1 65535

AS

Administrator/Operator/Monitor

Router# clear
Router# clear
Router# clear
Router# clear
Router# clear
Router# clear

ip bgp *

ip bgp 100

ip bgp 192.168.0.1

ip bgp * out

ip bgp 100 in

ip bgp 192.168.0.1 out
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2.10.

2.10.1. IPv4
downstream 190
ip mroute 190
ip multicast-routing 190
show ip mcache 190
show ip mroute 191
clear ip mcache 191
clear ip mroute 191
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downstream DOWNSTREAM-INTERFACE [NEXTHOP]
no downstream DOWNSTREAM-INTERFACE [NEXTHOP]

DOWNSTREAM-INTERFACE
NEXTHOP 1Pv4

ip mroute

1Pv4

Administrator

Router# downstream GigaEthernet0.0
downstream GigaEthernet0.0 10.10.10.10
no downstream GigaEthernet0.0

ip mroute GROUP-ADDRESS UPSTREAM-INTERFACE
no ip mroute GROUP-ADDRESS UPSTREAM-INTERFACE

GROUP-ADDRESS  1Pv4
224.0.0.0/24 1Pv4
UPSTREAM-INTERFACE

1Pv4 downstream

Administrator

Router# ip mroute 225.0.0.1 GigaEthernet0.0
Router# no ip mroute 225.0.0.1 GigaEthernet0.0

1Pv4

ip multicast-routing
no ip multicast-routing

1Pv4

Administrator

Router# ip multicast-routing
Router# no ip multicast-routing

show ip mcache [verbose]

verbose

Administrator/Operator/Monitor

Router# show ip mcache
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show ip mroute

1Pv4

Administrator/Operator/Monitor

Router# show ip mroute

clear ip mcache

1Pv4

Administrator/Operator/Monitor

Router# clear ip mcache

clear ip mroute

1Pv4

Administrator/Operator/Monitor

Router# clear ip mroute

Router#
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2.10.2. IGMP

ip igmp downstream 193
ip igmp query-interval 193
ip igmp query-max-response-time 193
ip igmp static-group 193
ip igmp upstream 193
ip igmp version 194
show ip igmp group 194
show ip igmp interface 195
show ip igmp proxy-cache 195
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ip igmp downstream
no ip igmp downstream

IGMP

Administrator

Router# ip igmp downstream
Router# no ip igmp downstream

PIM(ip pim sparse-mode)

ip multicast-routing

ip igmp query-interval TIME
no ip igmp query-interval

TIME [ 1 2 65535

TIME 125

Administrator

Router# ip igmp query-interval 300
Router# no ip igmp query-interval

IGMP PIM

ip igmp query-max-response-time TIME
no ip igmp query-max-response-time

TIME [ 1 1

TIME 10

Administrator

Router# ip igmp query-max-response-time 20
Router# no ip igmp query-max-response-time

IGMP PIM

ip igmp static-group GROUP-ADDRESSHOP
no ip igmp static-group GROUP-ADDRESSHOP

GROUP-ADDRESS

1GMP

Administrator

Router# ip igmp static-group 239.1.1.1
IGMP PIM

ip igmp upstream
no ip igmp upstream
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IGMP

Administrator

Router# ip igmp upstream
Router# no ip igmp upstream

IGMP 1
1GMP
PIM(ip pim sparse-mode)

ip multicast-routing

ip igmp version VERSION [notify]
no ip igmp version

VERSION  IGMP 1 1 2 2
notify

IGMP
notify

VERSION 2

Administrator

Router# ip igmp version 1
Router# ip igmp version 2 notify
Router# no ip igmp version

IGMP PIM

IGMP 1 2
notify

show ip igmp group [INTERFACE]

INTERFACE

IGMP
INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# show ip igmp group
Router# show ip igmp group GigaEthernet0.0

IGMP PIM

"stopped" "0.0.0.0"
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show ip igmp interface [INTERFACE]

INTERFACE

IGMP

INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# show ip igmp interface
Router# show ip igmp interface GigaEthernet0.0

show ip igmp proxy-cache

IGMP

Administrator/Operator/Monitor

Router# show ip igmp proxy-cache
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2.10.3. IPv6

clear ipv6 mroute

ipv6 multicast-routing 197
show ipv6 mcache 197
show ipv6 mroute 197
clear ipv6 mcache 197

197
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ipv6 multicast-routing
no ipv6 multicast-routing

MLD proxying

Administrator

Router# ipv6 multicast-routing
Router# no ipv6 multicast-routing

up
down up

show ipv6 mcache [verbose]

verbose

Administrator/Operator/Monitor

Router# show ipv6 mcache
Router# show ipv6 mcache verbose

show ipv6 mroute interface [INTERFACE]

INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 mroute
Router# show ipv6 mroute interface GigaEthernet0.0

clear ipv6 mcache

Administrator/Operator/Monitor

Router# clear ipv6 mcache

clear ipv6 mroute [INTERFACE]

INTERFACE
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INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# clear ipv6 mroute
Router# clear ipv6 mroute GigaEthernet0.0
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2.10.4. MLD

ipv6 mld downstream 200
ipv6 mld query-interval 200
ipv6 mld query-max-response-delay 200
ipv6 mld robustness 200
ipv6 mld upstream 201
ipv6 mld version 201
show ipv6 mld listeners 201
show ipv6 mld proxy MLD 201
show ipv6 mld routers 202
show ipv6 mld statistics MLD 202
show ipv6 mld status MLD 202
show ipv6 multicast-listeners 202
show ipv6 multicast-routers 203
clear ipv6 mld statistics MLD 203
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ipv6 mld downstream
no ipv6 mld downstream

MLD proxying

Administrator

Router# ipv6 mld downstream
Router# no ipv6 mld downstream

up
down up
ipv6é mld query-interval TIME
no ipv6 mld query-interval
TIME [ ] 2 65535
TIME 125
Administrator

Router# ipv6 mld query-interval 300
Router# no ipv6 mld query-interval

MLD 2

show ipv6 mld status

ipv6 mld query-max-response-delay TIME
no ipv6 mld query-max-response-delay

TIME [

1

32

TIME 10

Administrator

Router# ipv6 mld query-max-response-delay 20
Router# no ipv6 mld query-max-response-delay

ipv6 mld robustness ROBUSTNESS
no ipv6 mld robustness [ROBUSTNESS]

ROBUSTNESS 1 7

TIME 2

Administrator

Router# ipv6 mld robustness 3
Router# no ipv6 mld robustness

MLD ROBUSTNESS - 1
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ipv6 mld upstream
no ipv6 mld upstream

MLD proxying

Administrator

Router# ipv6 mld upstream
Router# no ipv6 mld upstream

up
down up
ipv6é mld version {1 } 2 [only]}
no ipv6 mld version
only 1
MLD 2 only
1
2
Administrator

Router# ipv6 mld version 1
Router# ipv6 mld version 2 only
Router# no ipv6 mld version

up
down up

show ipv6 mld listeners [INTERFACE]

INTERFACE

INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 mld listeners

Router# show ipv6 mld listeners GigaEthernet0.0

show ipv6 multicast-listeners

MLD

show ipv6 mld proxy

MLD

Administrator/Operator/Monitor

Router# show ipv6 mld proxy
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show ipv6 mld routers [INTERFACE]

INTERFACE

INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 mld router

show ipv6 multicast-routers

MLD

show ipv6 mld statistics [INTERFACE]

INTERFACE

MLD INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 mld statistics

MLD

show ipv6 mld status [INTERFACE]

INTERFACE

MLD INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 mld status

show ipv6 multicast-listener- discovery

show ipv6 multicast-listeners [INTERFACE]

INTERFACE
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INTERFACE

INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 multicast-listeners

show ipv6 multicast-routers [INTERFACE]

INTERFACE

INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# show ipv6 multicast-routers

MLD

clear ipv6 mld statistics [INTERFACE]

INTERFACE

MLD

INTERFACE
INTERFACE

Administrator/Operator/Monitor

Router# clear ipv6 mld statistics
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2.10.5. PIM

ip pim accept-join-prune Join/Prune 205
ip pim message-interval Join/Prune 205
ip pim register-checksum Register 205
ip pim register-rate-linmit Register 205
ip pim rp-address 205
ip pim sparse-mode PIM-SM 206
show ip pim database PIM 206
show ip pim interface PIM 206
show ip pim neighbor PIM 207
show ip pim statistics PIM 207
clear ip pim process PIM 207
clear ip pim statistics PIM 207
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Join/Prune

ip pim accept-join-prune ACCESS-LIST-NAME
no ip pim accept-join-prune

ACCESS-L IST-NAME

Join/Prune

Administrator

Router# ip pim accept-join-prune listl
Router# no ip pim accept-join-prune

Join/Prune

ip pim message-interval INTERVAL
no ip pim message-interval

INTERVAL [ ] 30 3600

Join/Prune

INTERVAL 60

Administrator

Router# ip pim message-interval 90
Router# no ip pim message-interval

Join/Prune

PIM Register

ip pim register-checksum
no ip pim register-checksum

Register RFC

RFC

Administrator

Router# ip pim register-checksum
Router# no ip pim register-checksum

RFC PIM
RFC PIM

Register

ip pim register-rate-limit rate RATE burst BURST
no ip pim register-rate-limit

RATE [ / ] 0 65535
BURST RATE 65535
Register

Administrator

Router# ip pim register-rate-limit rate 10 burst 20
Router# no ip pim register-rate-limit

ip pim rp-address RP-ADDRESS [GROUP-ADDRESS/MASKLENGTH]
no ip pim rp-address [RP-ADDRESS [GROUP-ADDRESS/MASKLENGTH]]
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RP-ADDRESS 1Pv4
GROUP-ADDRESS

224.0.0.0 239.255.255.255
MASKLENGTH 4 32

IP

/ 224.0.0.0/4

Administrator

Router# ip pim rp-address 133.204.46.12

Router# ip pim rp-address 133.204.46.12 234.1.1.1/32
Router# ip pim rp-address 133.204.46.12 234.1.2.0/24
Router# no ip pim rp-address 133.204.46.12

/ RP

/ RP

PIM-SM

ip pim sparse-mode
no ip pim sparse-mode

PIM-SM

no ip pim sparse-mode

Administrator

Router# ip pim sparse-mode
Router# no ip pim sparse-mode

PIM IGMP
ip multicast-routing

IGMP (ip igmp upstream/downstream)
PIM-SM

PIM

show ip pim database [ADDRESS] [detail]

ADDRESS
224.0.0.0 239.255.255.255
detail

PIM

Administrator/Operator/Monitor

Router# show ip pim database
Router# show ip pim database 239.0.0.0 detail

PIM "PIM is disabled’

PIM

show ip pim interface [INTERFACE]

INTERFACE

PIM
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Administrator/Operator/Monitor

Router# show ip pim interface
Router# show ip pim interface GigaEthernet0.0

PIM "PIM is disabled"

PIM

show ip pim neighbor [INTERFACE]

INTERFACE

PIM

Administrator/Operator/Monitor

Router# show ip pim neighbor
Router# show ip pim neighbor GigaEthernet0.0

PIM "PIM is disabled"

PIM

show ip pim statistics [INTERFACE]

INTERFACE

PIM

Administrator/Operator/Monitor

Router# show ip pim statistics
Router# show ip pim statistics GigaEthernet0.0

PIM "PIM is disabled"

PIM

clear ip pim process

PIM

Administrator/Operator/Monitor

Router# clear ip pim process

PIM

clear ip pim statistics

PIM
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Administrator/Operator/Monitor

Router# clear ip pim statistics

PIM
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2.11.

tunnel adjust-mtu MTU 210
tunnel checksum 210
tunnel destination 210
tunnel df-bit DF 210
tunnel keepalive 211
tunnel key 211
tunnel mode 212
tunnel sequence-number 212
tunnel source 212
show tunnel status 213
clear tunnel statistics 213
clear tunnel status 213
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MTU

tunnel adjust-mtu {auto } MTU}
no tunnel adjust-mtu [auto |} MTU]

MTU MTU [ ]
MTU
auto MTU

MTU
auto Path MTU
MTU

DF MTU

MTU

auto

Administrator

Router# tunnel adjust-mtu 1300
Router# no tunnel adjust-mtu

tunnel checksum
no tunnel checksum

GRE

Administrator

Router# tunnel checksum
Router# no tunnel checksum

GRE
GRE

tunnel destination DESTINATION_ADDRESS
no tunnel destination [DESTINATION ADDRESS]

DESTINATION_ADDRESS

A.B.C.D (IPv4 )
X X X X X X X X (IPv6
Administrator

Router# tunnel destination 192.168.1.1
Router# tunnel destination 3ffe 1
Router# no tunnel destination

DF

tunnel df-bit DF-BIT
no tunnel df-bit [DF-BIT]

210



DF-BIT 4-over-4 6-over-4 GRE DF bit
auto 4-over-4 GRE DF bit

on DF bit
off DF bit

4-over-4 6-over-4 GRE DFbit

off

Administrator

Router# tunnel df-bit auto
Router# tunnel df-bit on
Router# tunnel df-bit off
Router# no tunnel df-bit

tunnel keepalive [period INTERVAL] [retries DEAD-PEER-DETECTS]
[recoveries REVIVE-PEER-DETECTS]
no tunnel keepalive

INTERVAL [ ] 1 32767
DEAD-PEER-DETECTS [ 1 1 255
REVIVE-PEER-DETECTS [ 1 1 255
GRE

INTERVAL 10
DEAD-PEER-DETECTS 3
REVIVE-PEER-DETECTS 3

Administrator

Router# tunnel keepalive

Router# tunnel keepalive period 15

Router# tunnel keepalive retries 5

Router# tunnel keepalive recoveries 5

Router# tunnel keepalive period 15 retries 5 recoveries 5
Router# no tunnel keepalive

GRE
GRE

tunnel key KEY
no tunnel key

KEY 0 4294967295
GRE
GRE
GRE
Administrator
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Router# tunnel key 100
Router# no tunnel key

GRE
GRE

tunnel mode TUNNEL_MODE [DELIVERY_PROTOCOL]
no tunnel mode [TUNNEL MODE] [DELIVERY PROTOCOL]

TUNNEL_MODE
4-over-4 1Pv4 over IPV4
6-over-4 IPv6 over IPv4
4-over-6 1Pv4 over IPv6
6-over-6 IPv6 over IPv6
ether-ip Ether over IP
ipsec IPSec
gre GRE
DERIVERY_PROTOCOL
ip IPv4
ipv6 IPv6
ipsec IPSec

Administrator

Router# tunnel mode 4-over-4
Router# tunnel mode gre ip
Router# tunnel mode ether-ip ipv6
Router# no tunnel mode

tunnel sequence-number
no tunnel sequence-number

GRE

Administrator

Router# tunnel sequence-number
Router# no tunnel seqguence-number

GRE
GRE

tunnel source SOURCE_ADDRESS[%ZONE]
no tunnel source [SOURCE_ADDRESS[%ZONE]]

SOURCE_ADDRESS
A.B.C.D (I1Pv4 )
1Pv4

X X X X X X X X (IPv6
1PV6 %

%

ZONE
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Administrator

Router# tunnel source 192.168.1.2
Router# tunnel source 3ffe 2
Router# no tunnel source

show tunnel status

Administrator/Operator/Monitor

Router# show tunnel status

clear tunnel statistics

Administrator/Operator/Monitor

Router# clear tunnel statistics

clear tunnel status

DOWN UP

uP

Administrator/Operator/Monitor

Router# clear tunnel status

213



2.12.

2.12.1. IPV4

1Pv4

ip dynamic-filter group 215
ip filter 1Pv4 215
ip filter forced-reassembly 1Pv4 215
show ip filter 1Pv4 216
. . 1Pv4
show ip filter dynamic 216
show ip filter statistics 1Pv4 216
clear ip filter dynamic 1Pv4 216
clear ip filter hit-count 1Pv4 216
clear ip filter statistics 1Pv4 217

214




1Pv4

ip dynamic-Filter group GROUP-NAME
no ip dynamic-filter group

GROUP-NAME

1Pv4

1Pv4

1Pv4

Administrator

Router# ip dynamic-filter group dyn-grpl
Router# no ip dynamic-filter group

1Pv4

ip filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]
no ip Filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]

ACCESS-LIST-NAME
DIRECTION
in
out
SEQUENCE-NUMBER No. 1 65535
1
No.
suppress-logging

Administrator

Router# ip filter vdacl 100 in
Router# no ip filter vdacl 100 out

suppress-logging

1Pv4

ip filter forced-reassembly
no ip filter forced-reassembly

SIP

SIP-ALG SIP

Administrator

Router# ip filter forced-reassembly
Router# no ip Filter forced-reassembly
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1Pv4

show ip filter [INTERFACE]

INTERFACE

1Pv4

Administrator/Operator/Monitor

Router# show ip filter GigaFthernet0.0

1Pv4

show ip filter dynamic [INTERFACE]

INTERFACE

1Pv4

Administrator/Operator/Monitor

Router# show ip filter dynamic GigaEthernet0.0

1Pv4

show ip filter statistics [INTERFACE]

INTERFACE

1Pv4

Administrator/Operator/Monitor

Router# show ip filter statistics GigaEthernet0.0

1Pv4

clear ip filter dynamic

show ip filter dynamic

Administrator/Operator/Monitor

Router# clear ip filter dynamic

1Pv4

clear ip filter hit-count [INTERFACE]

INTERFACE

show ip filter statistics show ip Ffilter

Administrator/Operator/Monitor
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Router# clear ip filter hit-count

1Pv4

clear ip filter statistics [INTERFACE]

show ip filter statistics
show ip filter

Administrator/Operator/Monitor

Router# clear ip filter statistics
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2.12.2. IPv6

1PVv6

ipv6 dynamic-filter group 219
ipvé Filter 1Pv6 219
show ipv6 Filter 1Pv6 219
show ipv6 Filter dynamic IPv6 219
show ipv6 filter statistics 1Pv6 220
clear ipv6 filter dynamic 1Pv6 220
clear ipv6 filter hit-count 1Pv6 220
clear ipv6 filter statistics 1Pv6 220
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IPv6

ipv6 dynamic-filter group GROUP-NAME
no ipv6 dynamic-Ffilter group

GROUP-NAME

1PVv6

1PVv6

1Pv6

Administrator

Router# ipv6 dynamic-filter group dyn-grpl
Router# no ipv6 dynamic-filter group

IPv6

ipv6 filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]
no ipvé filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]

ACCESS-LIST-NAME
DIRECTION
in
out
SEQUENCE-NUMBER No. 1 65535
1
No.
suppress-logging

Administrator

Router# ipv6 filter v6acl 100 in
Router# no ipv6 filter v6acl 100 out

suppress-logging

IPv6

show ipv6 Filter [INTERFACE]

INTERFACE

1PV6

Administrator/Operator/Monitor

Router# show ipv6 Filter GigaEthernet0.0

IPv6

show ipv6 Filter dynamic [INTERFACE]

INTERFACE
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1Pv6

Administrator/Operator/Monitor

Router# show ipv6 filter dynamic

IPv6

show ipv6 Filter statistics [INTERFACE]

INTERFACE

1PVv6

Administrator/Operator/Monitor

Router# show ipv6 filter statistics GigaEthernet0.0

IPv6

clear ipv6 Filter dynamic [INTERFACE]

show ipv6 Filter dynamic

Administrator/Operator/Monitor

Router# clear ipv6 filter dynamic

IPv6

clear ipv6 Filter hit-count [INTERFACE]

INTERFACE

1PV6

Administrator/Operator/Monitor

Router# clear ipv6 filter hit-count

IPv6

clear ipv6 filter statistics [INTERFACE]

show ipv6 Filter statistics
show ipv6 Filter

Administrator/Operator/Monitor

Router# clear ipv6 filter statistics
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2.12.3. MAC

filter MAC 222
show filter MAC 222
clear filter hit-count MAC 222

221




MAC

filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION [suppress-logging]
no filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

[suppress-logging]

ACCESS-LIST-NAME MAC
DIRECTION
in
out
SEQUENCE-NUMBER No. 1 65535
1
No.
suppress-logging

MAC

Administrator

Router# filter mac_acl 100 in
Router# no filter mac_acl 100 out

suppress-logging MAC

MAC

show Filter [INTERFACE]

INTERFACE

MAC

Administrator/Operator/Monitor

Router# show filter GigaEthernet0.0

MAC

clear filter hit-count [INTERFACE]

MAC

Administrator/Operator/Monitor

Router# clear filter hit-count
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2.12.4. IPsec

ipsec anti-replay Replay 224
ipsec autokey-map 224
ipsec autokey-proposal 226
ipsec commit-bit IPSec 227
ipsec delete-notify IPSec SA 227
ipsec dynamic-map 227
ipsec ike-passthru IKE 228
ipsec |nteroperablllty Ph2 PES 299
deny-pfs-missmatch

ipsec local-id IPSec ID 229
ipsec manualkey 229
ipsec manualkey-map 230
ipsec policy IPSec 231
égigﬁliekey remaining-lifetime IPsec SA ( ) 230
ipsec rekey remaining-lifetime IPsec SA ( ) 233
policy

ipsec rekey unconditional-rekeying | IPsec Traffic Rekey 233
ipsec remote-id IPSec ID 233
ipsec sa-autorefresh SA on/off 233
ipsec source-address 234
show ipsec autokey-map 234
show ipsec autokey-proposal 234
show ipsec delete-notify IPSec SA 235
show ipsec dynamic-map 235
show ipsec identity IPSec ID 235
show ipsec manualkey 235
show ipsec manualkey-map 235
show ipsec policy IPSec 236
show ipsec sa IPSec SA 236
show ipsec sa-autorefresh SA on/off 236
show ipsec statistics IPSec 236
clear ipsec sa IPSec SA 237
clear ipsec statistics IPSec 237
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Replay

ipsec anti-replay [MAP-NAME]
no ipsec anti-replay [MAP-NAME]

MAP-NAME

Replay

Administrator

Router# ipsec anti-replay mapl
Router# no ipsec anti-replay mapl

ipsec autokey-map MAP-NAME ACCESS-LIST-NAME peer PEER-ADDRESS [%ZONE]
[pfs {off}768-bit]1024-bit}1536-bit}2048-bit}] [esp-level LEVEL]
[ah-level LEVEL]

[PROPOSAL]
no ipsec autokey-map [MAP-NAME]

224



MAP-NAME

30

ACCESS-LIST-NAME 30
peer SA
SA
PEER-ADDRESS SA
1Pv4
1Pv6
1Pv6 %
% ID
ZONE
31
pfs  PFS(Perfect Forward Secrecy)
off PFS
768-bit DH Group 1 PFS
1024-bit DH Group 2 PFS
1536-bit DH Group 5 PFS
2048-bit DH Group 14 PFS
off
esp-level ESP
ah-level AH
LEVEL
use IPSec
IKE SA SA
IPSec
require IPSec
IKE SA SA
IPSec
use
PROPOSAL
()
8
SA esp-des esp-md5
28800
IPSec
PFS
ipsec autokey-proposal
IPSec (ipsec
policy)
Administrator
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Router# ipsec autokey-map autol alistl peer 10.1.1.2 propl

Router# ipsec autokey-map auto2 alist2 peer 10.2.2.2 pfs 1024-bit propl
prop2 prop3

Router# ipsec autokey-map auto3 alist3 peer 3ffe 1010 2 pfs 768-bit
prop4

Router# ipsec autokey-map auto4 alist4 peer 5ffe ffff 10fF pfs off
prop4 prop5 prop6

Router# ipsec autokey-map auto5 alist5 peer
80 ff 10f e ffuGigaEthernet0.0 prop7

Router# no ipsec autokey-map auto4 alist4 peer 5ffe ffff 10ff pfs
off prop4 prop5 prop6

Router# no ipsec autokey-map auto4

Router# no ipsec autokey-map

ipsec autokey-proposal PROPOSAL [ESP-ENCRYPT-ALG] [ESP-HASH-ALG]
[AH-HASH-ALG] [lifetime [time SECONDS}both SECONDS BYTES]]
no ipsec autokey-proposal [PROPOSAL]

PROPOSAL 30

ESP-ENCRYPT-ALG ESP

esp-aes ESP AES-CBC (128 bits)

esp-aes-192 ESP AES-CBC (192 bits)

esp-aes-256 ESP AES-CBC (256 bits)

esp-des ESP DES-CBC

esp-3des ESP Triple DES-CBC

esp-null ESP NULL Algorithm
ESP-HASH-ALG ESP

esp-md5 ESP HMAC-MD5-96

esp-sha ESP HMAC-SHA-1-96
AH-HASH-ALG AH

ah-md5 AH HMAC-MD5-96

ah-sha AH HMAC-SHA-1-96

ESP DES-CBC ESP HMAC-MD5-96

lifetime SA

time SA

both SA

SECONDS SA [ 1 300 691200 28800

BYTES SA [ 1 1000 4000000
1000000

IPSec

(ipsec
autokey-map)
(ipsec dynamic-map)
ike proposal ike policy
IKE(Internet Key Exchange Security Protocol)

Administrator

Router# ipsec autokey-proposal propl

Router# ipsec autokey-proposal prop2 esp-3des esp-sha lifetime time 300
Router# ipsec autokey-proposal prop3 ah-sha lifetime both 3600 10000
Router# ipsec autokey-proposal prop4 esp-des esp-md5 ah-sha

Router# no ipsec autokey-proposal

Router# no ipsec autokey-proposal prop2
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IPSec

ipsec commit-bit [MAP-NAME [quick-mode]]
no ipsec commit-bit [MAP-NAME]

MAP-NAME

IKE 2
quick-mode
CONNECTED

Administrator

Router# ipsec commit-bit mapl
Router# ipsec commit-bit map2 quick-mode
Router# no ipsec commit-bit mapl

IPSec SA

ipsec delete-notify [PACKETS SECONDS]
no ipsec delete-notify

PACKETS IPSec SA 10 1000
SECONDS 1PSec SA [ ] 10 3600

IPSec SA

IPSec SA

PACKETS 10
SECONDS 60

Administrator

Router# ipsec delete-notify 100 30
Router# no ipsec delete-notify

ipsec dynamic-map MAP-NAME ACCESS-LIST-NAME [pfs
{off}768-bit}1024-bit]1536-bit}2048-bit}] [esp-level LEVEL]
[ah-level LEVEL] [ike IKE-POLICY] [PROPOSAL]

no ipsec dynamic-map [MAP-NAME]
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MAP-NAME 30

ACCESS-LIST-NAME 30

pfs PFS(Perfect Forward Secrecy)

off PFS
768-bit DH Group 1 PFS
1024-bit DH Group 2 PFS
1536-bit DH Group 5 PFS
2048-bit DH Group 14 PFS
off
esp-level ESP
ah-level AH
LEVEL
use IPSec IKE SA SA
IPSec
require IPSec IKE SA SA
IPSec
use
IKE-POLICYIKE IKE 30
PROPOSAL
()
. 8
SA esp-des esp-md5
28800
1P
(ipsec autokey-map)
IPSec
PFS
ipsec autokey-proposal
IKE IKE SA IKE 2

1PSec
(ipsec policy)

Administrator

Router# ipsec dynamic-map autol alistl propl

Router# ipsec dynamic-map auto? alist2 pfs 1024-bit propl prop2 prop3
Router# no ipsec dynamic-map

Router# no ipsec dynamic-map auto4

1KE

ipsec ike-passthru
no ipsec ike-passthru
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IKE 500 IPsec

i.e. IKE IPsec

Administrator

Router# ipsec ike-passthru
Router# no ipsec ike-passthru

Ph2 PFS

ipsec interoperability deny-pfs-missmatch
no ipsec interoperability deny-pfs-missmatch

IKE 2 PFS

Administrator

Router# ipsec interoperability deny-pfs-missmatch
Router# no ipsec interoperability deny-pfs-missmatch

IPSec 1D

ipsec local-id MAP-NAME LOCAL-ID
no ipsec local-id [MAP-NAME]

MAP-NAME
LOCAL-ID ID
1Pv4
1Pv4 0 32
1Pv6
1Pv6 0 128

IKE 2 ID ID

Src
ID

Administrator

Router# ipsec local-id mapl 192.168.0.1

Router# ipsec local-id map2 192.168.0.0/24
Router# ipsec local-id map3 2001 1 1
Router# ipsec local-id map4 3ffe O0ff 1 /64
Router# no ipsec local-id

Router# no ipsec local-id map2

1Pv4 1(1D_IPV4_ADDR) 1D
4(1D_IPV4_ADDR_SUBNET)  ID

1PV6 5(1D_IPV6_ADDR)
ID
6(1D_IPV6_ADDR_SUBNET)
ID

ipsec manualkey MANUALKEY-NAME [key-type char}hex}secret {0}1}]
[ESP-ENCRYPT-ALG ESP-ENCRYPT-KEY] [ESP-HASH-ALG ESP-HASH-KEY]
[AH-HASH-ALG AH-HASH-KEY]

no ipsec manualkey [MANUALKEY-NAME]
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MANUALKEY -NAME 30

key-type
hex 16 0x
char
secret KEY
0 char 1

char
ESP-ENCRYPT-ALG ESP
esp-des ESP DES-CBC esp-3des ESP Triple DES-CBC
esp-aes ESP AES-CBC (128bits) esp-aes-192 ESP AES-CBC (192 bits)
esp-aes-256 ESP AES-CBC (256 bits)  esp-null ESP NULL Algorithm
ESP-ENCRYPT-KEY ESP
key-type

ESP-HASH-ALG ESP

esp-md5 ESP HMAC-MD5-96  esp-sha ESP HMAC-SHA-1-96
ESP-HASH-KEY

key-type

AH-HASH-ALG AH

ah-md5 AH HMAC-MD5-96 ah-sha AH HMAC-SHA-1-96
AH-HASH-KEY AH

key-type

ESP-ENCRYPT-ALG ESP-HSH-ALG AH-HASH-ALG

(ipsec
manualkey-map)

Administrator

Router# ipsec manualkey mkeyl esp-des deskagil esp-md5 md5kagilmdskagi2
Router# ipsec manualkey mkey? key-type char esp-des deskagil
esp-md5 md5SkagilmdSkagi?2
Router# ipsec manualkey mkey3 key-type hex ah-md5
1d8349b79a748F721d8349h79a748F72
Router# no ipsec manualkey mkeyl
Router# no ipsec manualkey

char hex
des 8 16
3des 24 48
aes 16 32
aes(192) 24 48
aes(256) 32 64
md5 16 32
sha 20 40

ipsec manualkey-map MAP-NAME ACCESS-LIST-NAME peer PEER-ADDRESS[%ZONE]
INBOUND-MANUALKEY-NAME /ESP-SP1/AH-SP1 OUTBOUND-MANUALKEY-NAME
/ESP-SP1/AH-SPI [esp-level LEVEL] [ah-level LEVEL]

no ipsec manualkey-map [MAP-NAME]
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MAP-NAME 30

ACCESS-LIST-NAME 30
peer SA -
SA
PEER-ADDRESS SA
1Pv4 IPv6
1Pv6 %
% ID
ZONE

1 31

INBOUND-MANUALKEY -NAME
/ESP-SPI 256 4294967295 / AH-SP1 256 4294967295
none
OUTBOUND-MANUALKEY-NAME
/ESP-SP1 256 4294967295 / AH-SP1 256 4294967295
none

IPSec
ipsec manualkey

IPSec
(ipsec policy)

Administrator

Router# ipsec manualkey-map koteil alistl peer 10.1.1.2
mkey1/300/400 mkey2/500/600

Router# ipsec manualkey-map kotei2 alist2 peer 10.2.2.2 mkey3//700 none

Router# ipsec manualkey-map kotei3 alist3 peer
2001 512 1001 none mkey4/800/

Router# ipsec manualkey-map kotei4 alist4 peer
80 2%GigaEthernet0.0 none mkey4/900/

Router# ipsec manualkey-map kotei5 alist5 peer 10.1.1.2
mkey1/300/400 mkey2/500/600

Router# no ipsec manualkey-map koteil alist2 peer
10.2.2.2 mkey3//700 none

Router# no ipsec manualkey-map koteil

Router# no ipsec manualkey-map

IPSec

ipsec policy MODE MAP-NAME [DIRECTION] [df-bit DF-BIT]
[with-id-payload] [pre-fragment]
no ipsec policy [MODE [MAP-NAME]]
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MODE

tunnel

transport
MAP-NAME
DIRECTION

in LAN IPSec

out WAN IPSec

out

df-bit DF

tunnel mode peer IPv4
DF-BIT  4-over-4 6-over-4 DF

auto 4-over-4 DF

on DF

off DF

ignore DF

DF
off
with-id-payload IKE 2 1D
IKE 2 1D
pre-fragment
IPSec
ipsec autokey-map ipsec
manualkey-map ipsec dynamic-map
Administrator
Router# ipsec policy tunnel autol
Router# ipsec policy tunnel autol out
Router# ipsec policy transport auto?
Router# no ipsec policy tunnel autol
Router# no ipsec policy tunnel
Router# no ipsec policy
IPsec SA ( )

ipsec rekey remaining-lifetime default second SECONDS
no ipsec rekey remaining-lifetime default [second SECONDS]
SECONDS lifetime [ 1 30 691200
IPsec SA
SECONDS 60
Administrator
Router# ipsec rekey remaining-lifetime default second 300
Router# no ipsec rekey remaining-lifetime default
IPsec SA IPsec SA
IPsec SA (ipsec rekey remaining-lifetime
policy)
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IPsec SA ( )

no ipsec rekey remaining-lifetime po

ipsec rekey remaining-lifetime policy MAP-NAME second SECONDS

licy MAP-NAME [second SECONDS]

MAP-NAME
SECONDS lifetime [ ]

30 691200

IPsec SA

Administrator

Router# ipsec rekey remaining-lifetime policy poll second 300
Router# no ipsec rekey remaining-lifetime policy poll

IPSEC IPSEC SA

IPsec Traffic Rekey

ipsec rekey unconditional-rekeying [policy MAP-NAME]
no ipsec rekey unconditional-rekeying [policy MAP-NAME]

MAP-NAME

IPsec SA

IPsec SA  Rekey

Administrator

Router# no ipsec rekey unconditional
Router# no ipsec rekey unconditional

Router# ipsec rekey unconditional-rekeying

Router# ipsec rekey unconditional-rekeying policy mapl
-rekeying

-rekeying policy mapl

IPSec 1D

ipsec remote-id MAP-NAME REMOTE-ID
no ipsec remote-id [MAP-NAME]

MAP-NAME
REMOTE-ID ID

1Pv4 1Pv4 0 32

1PVv6 1Pv6 0 128
IKE 2 ID ID

dest
ID

Administrator

Router# ipsec remote-id mapl 192.168
Router# ipsec remote-id map2 192.168
Router# ipsec remote-id map3 2001 1

Router# no ipsec remote-id
Router# no ipsec remote-id map2

.0.1
.0.0/24
1

Router# ipsec remote-id map4 3ffe O00ff 1 /64

IPv4 1(1D_IPV4_ADDR)  ID
4(1D_IPV4_ADDR_SUBNET)  ID
IPV6 5(1D_IPV6_ADDR)
" 6(1D_IPV6_ADDR_SUBNET)
ID
SA on/off
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ipsec sa-autorefresh
no ipsec sa-autorefresh

SA
no IKE-SA 1PSec-SA

Administrator

Router# ipsec sa-autorefresh
Router# no ipsec sa-autorefresh

ipsec source-address [MAP-NAME] {SOURCE-ADDRESS] INTERFACE-NAME}

no ipsec source-address [MAP-NAME]

MAP-NAME

SOURCE-ADDRESS
1Pv4 1Pv6
INTERFACE-NAME

SA

IPSec

Administrator

Router# ipsec source-address autol GigaEthernet0.0
Router# ipsec source-address auto2 3ffe ffOf 1001
Router# no ipsec source-address autol

Router# no ipsec source-address

1001

show ipsec autokey-map [MAP-NAME]

MAP-NAME

Administrator/Operator/Monitor

Router# show ipsec autokey-map
Router# show ipsec autokey-map autol

show ipsec autokey-proposal [PROPOSAL]

PROPOSAL

Administrator/Operator/Monitor

Router# show ipsec autokey-proposal
Router# show ipsec autokey-proposal propl
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IPSec SA

show ipsec delete-notify

IPSec SA

Administrator/Operator/Monitor

Router# show ipsec delete-notify

show ipsec dynamic-map [MAP-NAME]

MAP-NAME

Administrator/Operator/Monitor

Router# show ipsec dynamic-map
Router# show ipsec dynamic-map dynal

IPSec ID

show ipsec identity

ipsec local-id ipsec remote-id
2 ID

IKE

Administrator/Operator/Monitor

Router# show ipsec identity

show ipsec manualkey [MANUALKEY-NAME]

MANUALKEY -NAME

Administrator/Operator/Monitor

Router# show ipsec manualkey
Router# show ipsec manualkey mkeyl

show ipsec manualkey-map [MAP-NAME]

MAP-NAME

Administrator/Operator/Monitor

Router# show ipsec manualkey-map kotei
Router# show ipsec manualkey-map
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IPSec

show ipsec policy [MODE [INTERFACE]]

MODE

tunnel

transport

IPSec
INTERFACE
IPSec
IPSec

IPSec

Administrator/Operator/Monitor

Router# show ipsec policy
Router# show ipsec policy tunnel GigaEthernetl.0
Router# show ipsec policy transport

ipsec policy

IPSec SA

show ipsec sa [MODE [INTERFACE]ipolicy MAP-NAME}brief]

MODE

tunnel

transport

IPSec
INTERFACE
IPSec
IPSec

MAP-NAME
brief

IPSec SA

Administrator/Operator/Monitor

Router# show ipsec sa
Router# show ipsec sa transport
Router# show ipsec sa tunnel GigaEthernet0.0

ipsec policy

ipsec autokey-proposal
ipsec autokey-map
ipsec manualkey

ipsec manualkey-map

SA

on/off

show ipsec sa-autorefresh

SA

Administrator/Operator/Monitor

Router# show ipsec sa-autorefresh

ipsec sa-autorefresh

IPSec

show ipsec statistics [INTERFACE]

INTERFACE
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1PSec

Administrator/Operator/Monitor

Router# show ipsec statistics GigaEthernet0.0
Router# show ipsec statistics

ipsec sa-autorefresh

IPSec SA
clear ipsec sa [MODE [INTERFACE [MAP-NAME]]]
MODE
tunnel
transport
IPSec SA

INTERFACE

IPSec SA
MAP-NAME

IPSec

IPSec  SA
IPSec SA
IKE IPSec SA
SA
Administrator
Router# clear ipsec sa
Router# clear ipsec sa tunnel GigaEthernetl.0
Router# clear ipsec sa transport GigaEthernetl.0 autol
IPSec

clear ipsec statistics [INTERFACE]
INTERFACE
1PSec
Administrator/Operator/Monitor
Router# clear ipsec statistics GigaEthernet0.0
Router# clear ipsec statistics
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2.12.5. IKE

ike commit-bit IKE 239
ike initial-contact IKE 239
ike keepalive IKE 239
ike local-id ID 239
ike nat-traversal NAT-Traversal 240
ike policy IKE 241
ike proposal IKE 242
ike rekey remaining-lifetime IKE SA 242
default

ike rekey remaining-lifetime policy | IKE SA 243
ike remote-id ID 243
ike retransmit-count IKE 243
ike retransmit-interval IKE 244
ike suppress-dangling SA 244
show ike identity IKE 1D 244
show ike keepalive IKE 244
show ike policy IKE 244
show ike proposal IKE 245
show ike sa IKE SA 245
show ike statistics IKE 245
clear ike dead-timer 245
clear ike sa IKE SA 246
clear ike statistics IKE 246
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IKE

ike commit-bit [IKE-POLICY]
no ike commit-bit [IKE-POLICY]

IKE-POLICY IKE

IKE 1

Administrator

Router# ike commit-bit ipolicyl
Router# no ike commit-bit ipolicyl

IKE

ike initial-contact {always|payload}
no ike initial-contact {always|payload}

always IKE INITIAL-CONTACT
rekey
IKE 1
INITIAL- CONTACT no ike initial-contact
payload
INITIAL-CONTACT

always payload

Administrator

Router# ike initial-contact always
Router# no ike initial-contact always
Router# ike initial-contact payload
Router# no ike initial-contact payload

1KE

ike keepalive IKE-POLICY [SECONDS [RETRIES]]
no ike keepalive [IKE-POLICY]

IKE-POLICY IKE 30
clear ike sa IKE IKE SA

SECONDS [ 1 10 3600
10

RETRIES [ 1 2 60
3

IKE

IKE

Administrator

Router# ike keepalive ike-1
Router# ike keepalive ike-1 30 5
Router# no ike keepalive ike-1

)

ike local-id IKE-POLICY {keyid KEYID}address ADDRESS
1fgdn FQDNjuser-fgdn USER-FQDN}
no ike local-id [IKE-POLICY]
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IKE-POLICY IKE 30

keyid 1D ID_KEY_ID

KEYID
address 1D ID_

ADDRESS  IPv4 IPv6
fqdn 1D ID_FQDN_ID

FQDN hoge.mydomain.co.jp
user-fqdn ID ID_USER_FQDN_ID

USER-FQDN hogeuser@mydomain.co. jp
IKE 1 ID

ID ID_IPV4_ADDR

ID_IPV6 ADDR ID

Administrator

Router# ike local-id ipolicyl keyid tokyo

Router# ike local-id ipolicyl address 2001 11 10

Router# ike local-id ipolicyl fqdn hoge.mydomain.co.jp

Router# ike local-id ipolicyl user-fqgdn hogeuser@mydomain.co.jp
Router# no ike local-id

Router# no ike local-id ipolicyl

IKE ID_IPV4_ADDR ID_IPV6_ADDR

NAT-Traversal

ike nat-traversal [policy POLICY] [keepalive SECOND]
no ike nat-traversal [policy POLICY]

POLICY 30

SECOND NAT-Keepalive [ ] 10 3600
20

NAT-TRAVERSAL NAT-Keepal ive

NAT-TRAVERSAL
NAT-TRAVERSAL
NAT-Keepalive
no
NAT-TRAVERSAL

no
NAT-TRAVERSAL

Administrator

Router# ike nat-traversal keepalive 30

Router# ike nat-traversal policy pnl keepalive 30
Router# no ike nat-traversal

Router# no ike nat-traversal policy pnl

NAT-Keepalive IKE SA
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IKE

ike policy IKE-POLICY peer {PEER-ADDRESS[%ZONE] }any} key PRE-SHARED-KEY
[key-type charjhex}secret {0}1}] [mode {main}aggressive}]
[1KE-PROPOSAL]

no ike policy [IKE-POLICY]

IKE-POLICY IKE 30

1KE

peer SA
SA
PEER-ADDRESS SA
1Pv4 1Pv6
1Pv6 %

% ID

ZONE

any ANY

any SA
key-type

hex 16 0x

char

secret KEY

0 1

char
key
PRE-SHARED-KEY 8 1024
key-type char
128
key-type hex 16
256

mode

IKE-PROPOSAL  IKE 4

IKE )
IKE-PROPOSAL IKE

des md5
pre-shared
28800
DH 768-bit

IKE(Internet Key Exchange Security Protocol)

IKE pre-shared key

Administrator

Router# ike policy ipolcyl peer 2001 000 111 key hogehoge
ipropl iprop2 iprop3

Router# ike policy ipolcy2 peer 192.168.1.1 key-type hex key 19329852965
iprop4

Router# ike policy ipolcy2 peer any key hogehoge mode aggressive ipropl

Router# no ike policy

Router# no ike policy ipolcy?
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IKE

ike proposal IKE-PROPOSAL [encryption ENCRYPT-ALG] [hash HASH-ALG]
[authentication METHOD] [group {768-bit}1024-bit}1536-bit]2048-bit}]
[lifetime SECONDS]

no ike proposal [IKE-PROPOSAL]

IKE-PROPOSAL  IKE 30

encryption

ENCRYPT-ALG
aes AES-CBC (128 bits)
aes-192 AES-CBC (192 bits)
aes-256 AES-CBC (256 bits)
des DES-CBC
3des Triple DES-CBC

DES-CBC

hash

HASH-ALG
md5 HMAC-MD5-96
sha HMAC-SHA-1-96

HMAC-MD5-96
authentication
METHOD pre-shared
pre-shared
group DH
DH-GROUP  DH

768-bit DH Group 1
1024-bit DH Group 2
1536-bit DH Group 5
2048-bit DH Group 14

768-bit
lifetime SA
SECONDS  SA [ ] 300 691200
28800
IKE(Internet Key Exchange Security Protocol) IKE
DH
IKE IKE (ike policy)

Administrator

Router# ike proposal ipropl

Router# ike proposal iprop2 encryption 3des hash sha

Router# ike proposal iprop3 encryption des hash md5 authentication
pre-shared group 1024-bit lifetime 600

Router# no ike proposal

Router# no ike proposal iprop2

show ike proposal

IKE SA

( )

ike rekey remaining-lifetime default second SECONDS
no ike rekey remaining-lifetime default [second SECONDS]

SECONDS _ lifetime [ ] 30 691200

IKE SA

SECONDS 30

Administrator

Router# ike rekey remaining-lifetime default second 300
Router# no ike rekey remaining-lifetime default
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IKE SA IKE SA
IKE SA (ike rekey remaining-lifetime
policy)

IKE SA ( )

ike rekey remaining-lifetime policy IKE-POLICY second SECONDS
no ike rekey remaining-lifetime policy IKE-POLICY [second SECONDS]

IKE-POLICY IKE
SECONDS  lifetime [ ] 30 691200

IKE SA

Administrator

Router# ike rekey remaining-lifetime policy poll second 300
Router# no ike rekey remaining-lifetime policy poll

IKE SA IKE SA

ID

ike remote-id IKE-POLICY {keyid KEYID}address ADDRESS }fqdn
FQDNjuser-fqdn USER-FQDN}
no ike remote-id [IKE-POLICY]

IKE-POLICY IKE 30
keyid 1D ID_KEY_ID
KEYID
address ID ID_IPV4
ADDR ID_IPV6_ADDR
ADDRESS  IPv4 IPv6
fgdn 1D ID_FQDN_ID
FQDN hoge.mydomain.co.jp
user-fqdn ID ID_USER_FQDN_ID
USER-FQDN hogeuser@mydomain.co. jp
IKE 1 ID
ID ID_IPV4_ADDR

ID_IPV6 ADDR ID

Administrator

Router# ike remote-id ipolicyl keyid tokyo

Router# ike remote-id ipolicyl address 2001 11 10

Router# ike remote-id ipolicyl fgdn hoge.mydomain.co.jp

Router# ike remote-id ipolicyl user-fgdn hogeuser@mydomain.co.jp
Router# no ike remote-id

Router# no ike remote-id ipolicyl

IKE ID_IPV4_ADDR 1D_IPV6_ADDR

1KE

ike retransmit-count [RETRIES]
no ike retransmit-count

RETRIES [ ] 2 60

IKE

RETRIES 3

Administrator

Router# ike retransmit-count 5
Router# no ike retransmit-count
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IKE

ike retransmit-interval [SECONDS]
no ike retransmit-interval

SECONDS [ ] 10 3600

IKE

SECONDS 10

Administrator

Router# ike retransmit-interval 30
Router# no ike retransmit-interval

SA

ike suppress-dangling [IKE-POLICY]
no ike suppress-dangling [IKE-POLICY]

IKE-POLICY IKE 30

IPsec SA /
IPsec

IKE

any

Administrator

Router# ike suppress-dangling mapl
Router# no ike suppress-dangling mapl

IKE 1D

show ike identity

IKE 1 ID

Administrator/Operator/Monitor

Router# show ike identity

ike local-id ike remote-id

IKE

show ike keepalive

IKE

Administrator/Operator/Monitor

Router# show ike keepalive

ike keepalive

1KE

show ike policy [IKE-POLICY]

IKE-POLICY IKE 30

IKE

IKE
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Administrator/Operator/Monitor

Router# show ike policy
Router# show ike policy ipolcyl

ike policy

IKE

show ike proposal [IKE-PROPOSAL]

IKE-PROPOSAL  IKE
IKE

IKE

Administrator/Operator/Monitor

Router# show ike proposal
Router# show ike proposal ipropl

ike proposal

IKE SA

show ike sa [policy IKE-POLICY}brief]

IKE-POLICY IKE 30

IKE-SA
brief

IKE SA

Administrator/Operator/Monitor

Router# show ike sa
Router# show ike sa policy ipolcyl
Router# show ike sa brief

1KE

show ike statistics

IKE

Administrator/Operator/Monitor

Router# show ike statistics

clear ike dead-timer [MODE [INTERFACE [MAP-NAME]]]

MODE
tunnel
transport

INTERFACE

MAP-NAME

IKE SA

245



Administrator

Router# clear ike dead-timer
Router# clear ike dead-timer transport
Router# clear ike dead-timer tunnel GigaEthentnetl.0

IKE SA

clear ike sa [IKE-POLICY]

IKE-POLICY IKE 30

IKE SA

IKE IKE SA
IKE SA IKE

Administrator

Router# clear ike sa
Router# clear ike sa ipolcyl

1KE

clear ike statistics

IKE

Administrator/Operator/Monitor

Router# clear ike statistics
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2.13. QoS

2.13.1. QoS

bandwidth-service-policy enable 248
bandwidth-service-policy output 248
output-buffer 248
service-policy enable 248
service-policy input 249
service-policy output 249

249

traffic-shape rate

247




bandwidth-service-policy enable
no bandwidth-service-policy enable

Administrator

Router# bandwidth-service-policy enable
Router# no bandwidth-service-policy enable

bandwidth-service-policy output BANDWIDTH-POLICY-MAP-NAME
no bandwidth-service-policy output [BANDWIDTH-POLICY-MAP-NAME]

BANDWIDTH-POL 1CY-MAP-NAME
1 31

Administrator

Router# bandwidth-service-policy output chl band
Router# no bandwidth-service-policy output chl_band
Router# no bandwidth-service-policy output

1 1

output-buffer BUFFER-SIZE
no output-buffer [BUFFER-SIZE]

DELAY-TIME [ 1 1 2147483647

QoS

Administrator

Router# output-buffer 10
Router# no output-buffer

service-policy enable
no service-policy [enable]
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Administrator

Router# service-policy enable
Router# no service-policy enable
Router# no service-policy

service-policy input POLICY-MAP-NAME
no service-policy input [POLICY-MAP-NAME]

POLICY-MAP-NAME
1 31

Administrator

Router# service-policy input chl_policy
Router# no service-policy input chl policy
Router# no service-policy input

1 1

service-policy output POLICY-MAP-NAME
no service-policy output [POLICY-MAP-NAME]

POLICY-MAP-NAME
1 31

Administrator

Router# service-policy output chl_policy
Router# no service-policy output chl policy
Router# no service-policy output

1 1
/

traffic-shape rate CIR [BC [BE]]
no traffic-shape rate [CIR [BC [BE]]l

CIR committed information rate (bps)
8000 1000000000 10

BC committed burst rate
8 1000000000 10

BE excess burst rate
0 1000000000 10
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CIR/BC/BE 100000000

BC
CIR =+ 1000 1
BE
CIR =+ 1000 1
Administrator

Router# traffic-shape rate 64000
Router# traffic-shape rate 64000 64000 O
Router# no traffic-shape rate

Router# no traffic-shape rate 64000

/
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2.13.2.

bandwidth 252
class 252
policy-map 252
priority 253
queue-limit 253
set cos COS 253
set ip dscp 1Pv4 DSCP 254
set ip precedence IPv4 Precedence 254
set ipv6 dscp IPv6 DSCP 254
set ipv6 precedence IPv6 Precedence 254
set gos-group Q0S 255
shape 255
show policy-map 255
show policy-map interface 256
clear policy-map interface 256
clear policy-map statistics 256
bandwidth 257
bandwidth-class 257
bandwidth-policy-map 257
show bandwidth-policy-map interface 258
clear bandwidth-policy-map 258
interface

clear bandwidth-policy-map 258
statistics
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bandwidth [BW-RATIO-VALUE|percent BW-PERCENT-VALUE]
no bandwidth [BW-RATIO-VALUE}percent BW-PERCENT-VALUE]

BW-RAT10-VALUE [Kbps] 8 1000000
BW-PERCENT-VALUE [%] 1 98

bandwidth percent 10

Administrator

Router# bandwidth 128
Router# bandwidth percent 20
Router# no bandwidth

BW-RATI0-VALUE 100000

100%

class {CLASS-NAMEjclass-defaultjclass-local}
no class {CLASS-NAME}class-default}jclass-local}

CLASS-NAME
1 31

match-all match-any class-default class-local
class-default

no

no
class-local

no

no

/ TOS/C0S/QoS
62

Administrator

Router# class chl_class
Router# class class-default
Router# class class-local
Router# no class chl class
Router# no class class-default
Router# no class class-local

policy-map POLICY-MAP-NAME
no policy-map POLICY-MAP-NAME

POL ICY-MAP-NAME
1 31
interface

Administrator

Router# policy-map chl_policy
Router# no policy-map chl _policy
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/
service-policy

clear policy-map interface

priority [BW-RATIO-VALUE | percent BW-PERCENT-VALUE] [BE]
no priority

BW-RAT10-VALUE [kbps] 8 2000000
BW-PERCENT-VALUE [%] 1 100

BE [ ] 32 2000000
Administrator

Router# priority 64

Router# priority percent 10
Router# priority percent 30 128000
Router# no priority

queue-limit [HIGH-LIMIT [MEDIUM-LIMIT [NORMAL-LIMIT [LOW-LIMITIIT]
no queue-limit [HIGH-LIMIT [MEDIUM-LIMIT [NORMAL-LIMIT [LOW-LIMIT]]]]

HIGH-LIMIT  high 1 100
MEDIUM-LIMIT medium
1 100
NORMAL-LIMIT normal
1 100
LOW-LIMIT low 1 100

10

Administrator

Router# queue-limit 5
Router# queue-limit 56 7 8
Router# no queue-limit 5
Router# no queue-limit

COoS

set cos COS-VALUE
no set cos [COS-VALUE]

COS-VALUE COS 0 7

VLAN C0S_ (3bits)

Administrator
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Router# set cos 3
Router# no set cos 3
Router# no set cos

IPv4 DSCP

set ip dscp IP-DSCP
no set ip dscp [IP-DSCP]

IP-DSCP 1P dscp 0 63

1Pv4 DSCP(6bits)
IPv4 Precedence

Administrator

Router# set ip dscp O
Router# no set ip dscp 1
Router# no set ip dscp

IPv4 Precedence

IPv4 Precedence

set ip precedence IP-PRECEDENCE
no set ip precedence [IP-PRECEDENCE]

IP-PRECEDENCE 1P precedence 0 7
1Pv4 TOS (3bits)
1Pv4 DSCP

Administrator

Router# set ip precedence 0
Router# no set ip precedence 0
Router# no set ip precedence

IPv6 DSCP

set ipv6 dscp IP-DSCP
no set ipv6 dscp [IP-DSCP]

IP-DSCP  IPv6 dscp 0 63

1Pv6 DSCP(6bits)
IPv6 Precedence

Administrator

Router# set ipv6 dscp O
Router# no set ipv6 dscp 1
Router# no set ipv6 dscp

IPv6 Precedence

set ipv6 precedence IP-PRECEDENCE
no set ipv6 precedence [IP-PRECEDENCE]

IP-PRECEDENCE IPv6 precedence 0 7

1Pv6 Traffic class (3bits)
IPv6 DSCP

Administrator
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Router# set ipv6 precedence 0
Router# no set ipv6 precedence 0
Router# no set ipv6 precedence

QoS

set gos-group QOS-GROUP
no set gos-group [QOS-GROUP]

Q0S-GROUP QoS 1

QoS
match gos-group

QoS
QoS

Administrator

Router# set qos-group 3
Router# no set qos-group 3
Router# no set gos-group

shape CIR [BC [BE]]
no shape [CIR [BC [BE]]]

CIR committed information rate[bps]
8000 1000000000 10

BC committed burst rate[ 1
8 1000000000 10
BE excess burst rate[ 1

0 1000000000 10

CIR/BC/BE 100000000
BC
CIR =+ 1000 1
BE
CIR =+ 1000 1
Administrator

Router# shape 64000
Router# shape 64000 64000 O
Router# no shape

Router# no shape 64000

show policy-map [POLICY-MAP-NAME]

POLICY-MAP-NAME
1 31
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Administrator/Operator/Monitor

Router# show policy-map
Router# show policy-map chl-policy

show policy-map interface [INTERFACE-NAME]

INTERFACE-NAME
1 31

Administrator/Operator/Monitor

Router# show policy-map interface
Router# show policy-map interface GigaEthernet0.0

clear policy-map interface [INTERFACE-NAME]

INTERFACE-NAME
1 31

Administrator/Operator/Monitor

Router# clear policy-map interface
Router# clear policy-map interface GigaEthernet0.0

clear policy-map statistics [INTERFACE-NAME]

NTERFACE-NAME
1 31

Administrator/Operator/Monitor

Router# clear policy-map statistics
clear policy-map statistics GigaEthernet0.0
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bandwidth [BW-RATIO-VALUE|percent BW-PERCENT-VALUE]
no bandwidth [BW-RATIO-VALUE}percent BW-PERCENT-VALUE]

BW-RATI10-VALUE [kbps] 8 1000000
BW-PERCENT-VALUE [%] 1 98
percent 10

Administrator

Router# bandwidth 128
Router# bandwidth percent 20
Router# no bandwidth

bandwidth-class {BANDWIDTH-CLASS-NAME}class-default}
no bandwidth-class {BANDWIDTH-CLASS-NAME]class-default}

BANDWIDTH-CLASS-NAME
1 31
class-default
class-default
no

no

Administrator

Router# bandwidth-class chl class
Router# bandwidth-class class-default
Router# no bandwidth-class chl_class
Router# no bandwidth-class class-default

1
@
(b)

class-default
1 class-default
64

bandwidth-policy-map BANDWIDTH-POLICY-MAP-NAME
no bandwidth-policy-map BANDWIDTH-POLICY-MAP-NAME

POL ICY-MAP-NAME
1 31
interface

Administrator

Router# bandwidth-policy-map chl_band
Router# no bandwidth-policy-map chl band
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/
service-policy

clear policy-map interface

show bandwidth-policy-map interface [INTERFACE-NAME]

INTERFACE-NAME
1 31

Administrator/Operator/Monitor

Router# show bandwidth-policy-map interface
Router# show bandwidth-policy-map interface GigaEthernet0.0

clear bandwidth-policy-map interface [INTERFACE-NAME]

INTERFACE-NAME
1 31

Administrator/Operator/Monitor

Router# clear bandwidth-policy-map interface
Router# clear bandwidth-policy-map interface GigaEthernetl.0

clear bandwidth-policy-map statistics [INTERFACE-NAME]

INTERFACE-NAME
1 31

show bandwidth-policy-map
interface

Administrator/Operator/Monitor
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Router# clear bandwidth-policy-map statistics
Router# clear bandwidth-policy-map statistics GigaEthernet0.0
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2.13.3.

class-map 261
match access-list 261
match any (any) 261
match cos COS 262
match input-interface 262
match ip access-list 1Pv4 262
match ipv6 access-list 1Pv6 263
match local-generate-packet 263
match gos-group QoS 263
match rtp port RTP 263
show class-map 264
bandwidth-class-map 264
match interface 264
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class-map [match-alljmatch-any] CLASS-MAP-NAME
no class-map CLASS-MAP-NAME

match-all}match-any
CLASS-MAP-NAME
1 31
match-all match-any class-default class-local

62

match-all

Administrator

Router# class-map chl_class

Router# class-map match-all chl _class
Router# no class-map chl_class

Router# no class-map match-all chl_class
Router# class-map match-any chl class
Router# no class-map match-any chl class

/
service-policy
clear policy-map
interface
match-all match
match-any match

match access-list ACCESS-LIST-NAME [highjmedium}normaljlow]
no match access-list ACCESS-LIST-NAME

ACCESS-LIST-NAME
highjmedium}normal | low

MAC

normal

Administrator

Router# match access-list chl_access high
Router# match access-list chl_access
Router# no match access-list chl_access high
Router# no match access-list chl access

(any)

match any [highjmedium}normaljlow]
no match any

highjmedium}normal | low

normal

Administrator
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Router# match any high
Router# match any
Router# no match any high
Router# no match any

COS

match cos COS-VALUE [highimedium}normaljlow]
no match cos COS-VALUE

COS-VALUE COS 0 7
highjmedium}normal | low

COS
VLAN C0S 0

normal

Administrator

Router# match cos 3 high
Router# match cos 3
Router# no match cos 3 high
Router# no match cos 3

match input-interface INTERFACE-NAME [high}medium]normaljlow]
no match input-interface INTERFACE-NAME

INTERFACE-NAME
1 31
highjmedium}normal | low

normal

Administrator

Router# match input-interface GigaEthernet0.0 high
Router# match input-interface GigaEthernet0.0
Router# no match input-interface GigaEthernet0.0 high
Router# no match input-interface GigaEthernet0.0

1Pv4

match ip access-list ACCESS-LIST-NAME [cos COS-VALUE]
[high}medium]normal} low]
no match ip access-list ACCESS-LIST-NAME

ACCESS-LIST-NAME  IPv4

COS-VALUE COS 0 7
highjmedium}normal | low
1Pv4 1Pv4
1Pv4
CO0S CO0S

normal
Administrator

Router# match ip access-list chl_access cos 3 high
Router# match ip access-list chl_access high

Router# match ip access-list chl_access

Router# no match ip access-list chl access cos 3 high
Router# no match ip access-list chl access high
Router# no match ip access-list chl access
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IPv6

match ipv6 access-list ACCESS-LIST-NAME [cos COS-VALUE]
[high}medium]normal} low]
no match ipv6 access-list ACCESS-LIST-NAME

ACCESS-LIST-NAME  IPv6

COS-VALUE COS 0 7
highjmedium}normal | low
1Pv6 1Pv6
1Pv6
Cos CoSs

normal
Administrator

Router# match ipv6 access-list chl_access cos 3 high
Router# match ipv6 access-list chl_access high

Router# match ipv6 access-list chl_access

Router# no match ipv6 access-list chl_access cos 3 high
Router# no match ipv6 access-list chl_access high
Router# no match ipv6 access-list chl_access

match local-generate-packet [high}mediumjnormal;low]
no match local-generate-packet

highjmedium}normal | low

normal

Administrator

Router# match local-generate-packet high
Router# match local-generate-packet
Router# no match local-generate-packet high
Router# no match local-generate-packet

QoS

match gos-group QO0S-GROUP [highjimedium}normaljlow]
no match gos-group Q0S-GROUP

QO0S-GROUP QoS 1 64

highjmedium}normal | low

QoS

QoS set gos-group
normal

Administrator

Router# match qos-group 3 high
Router# match qos-group 3
Router# no match qos-group 3 high
Router# no match qos-group 3

RTP

match rtp port LOWEST-UDP-PORT RANGE-OF-PORTS [highjmediumjnormal | low]
no match rtp port [LOWEST-UDP-PORT] [RANGE-OF-PORTS]

LOWEST-UDP-PORT RTP UDP
RANGE-OF-PORTS
highjmedium}normal | low
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RTP UbP

high

Administrator

Router# match rtp port 16384 160 high
Router# no match rtp port 16384 160 high
Router# no match rtp port 16384 160

show class-map [CLASS-MAP-NAME]

CLASS-MAP-NAME
1 31

Administrator/Operator/Monitor

Router# show class-map
Router# show class-map chl-class

bandwidth-class-map BANDWIDTH-CLASS-MAP-NAME
no bandwidth-class-map BANDWIDTH-CLASS-MAP-NAME

BANDWIDTH-CLASS-MAP-NAME

1 31
class-default

63

Administrator

Router# bandwidth-class-map tokyo
Router# no bandwidth-class-map tokyo

service-policy

clear policy-map
interface clear bandwidth-policy-map interface

match interface INTERFACE-NAME
no match interface INTERFACE-NAME

INTERFACE-NAME

Administrator

Router# match interface GigaEthenet0.1
Router# no match interface GigaEthernet0.1
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2.14. TCP/UDP

tcp ack-challenge TCP  ACK 266
show tcp TCP 266
show tcp tcb TCB 266
clear tcp traffic tcp 266
clear udp traffic udp 266
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TCP  ACK

tcp ack-challenge rate-limit RATE burst-count COUNT
no tcp ack-challenge

RATE [ /7 1 1 65535)
COUNT ( 1 65535)
TCB SYN/RST ACK
2
10
Administrator

Router# tcp ack-challenge burst-count 100
Router# tcp ack-challenge rate-limit 40
Router# no tcp ack-challenge

TCP

show tcp

TCP

Administrator/Operator/Monitor

Router# show tcp

TCB

show tcp tcb [detail]

detail

TCB

Administrator/Operator/Monitor

Router# show tcp tcb
Router# show tcp tcb detail

tcp

clear tcp traffic

tcp

Administrator/Operator/Monitor

Router# clear tcp traffic

IPv4 1PV6

udp

clear udp traffic

ubpP

Administrator/Operator/Monitor
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Router# clear udp traffic

IPv4 1PV6
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2.15.

VRRP

vrrp authentication VRRP 269
vrrp enable VRRP 269
vrrp ip VRRP 269
vrrp ip virtual-host VRRP Ping/Traceroute 269
vrrp preempt VRRP 270
vrrp priority VRRP 270
vrrp redirects ICMP 270
vrrp timers VRRP 270
show vrrp VRRP 271
show vrrp statistics VRRP 271
clear vrrp statistics VRRP 271
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VRRP

vrrp VR-ID authentication PASSWD
no vrrp VR-ID authentication [PASSWD]

VR-ID VR ID 1 255
PASSWD 8

VR-1D
no

Administrator

Router# vrrp 1 authentication vrilpass
Router# no vrrp 1 authentication

VRRP

vrrp enable
no vrrp enable

VRRP
VRRP
no VRRP

Administrator

Router# vrrp enable
Router# no vrrp enable

VRRP

vrrp VR-ID ip [VR-ADDR]
no vrrp VR-ID ip [VR-ADDR]

VR-1D VR ID 1 255
VR-ADDR Virtual Router IP
VR-ID
VR-ADDR IP
255
VRRP
no
Administrator
Router# vrrp 1 ip 172.16.0.254
Router# no vrrp 1 ip
VRRP Ping/Traceroute
vrrp [VR-ID] ip virtual-host
no vrrp [VR-1D] ip virtual-host
VR-1D VR ID 1 255
Master VR IP Ping/Traceroute
VR-1D VR-1D
no
Administrator
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Router# vrrp 1 ip virtual-host

Router# no vrrp 1 ip virtual-host

vrrp ip VR-1D

IP Address owner VR

IP Address owner VRRP
VRRP

vrrp VR-ID preempt

no vrrp VR-1D preempt

VR-1D VR ID 1 255

VR-ID

no

Administrator

Router# vrrp 1 preempt

Router# no vrrp 1 preempt

vrrp ip VR-1D
VRRP

vrrp VR-ID priority PRIORITY

no vrrp VR-ID priority [PRIORITY]

VR-1D VR ID 1 255

PRIORITY 1 254

VR-ID VR

no (100)

PRIORITY 100

Administrator

Router# vrrp 1 priority 254

Router# no vrrp 1 priority

vrrp ip VR-1D
1CMP

vrrp VR-ID redirects

no vrrp VR-ID redirects

VR-1D VR ID 1 255

VR ICMP

Administrator

Router# vrrp 1 redirects

Router# no vrrp 1 redirects

vrrp ip VR-1D

ip redirects
VRRP

vrrp VR-1D timers advertisement ADVERTISEMENT [delay DELAY] vrrp VR-1D

timers delay DELAY [advertisement ADVERTISEMENT]

no vrrp VR-ID timers [advertisement ADVERTISEMENT] [delay DELAY]

VR-1D VR ID 1 255

ADVERTISEMENT VRRP [ ] 1 60

DELAY [ ] 0 3600
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VR-ID
vrrp VR-ID timers
)

no advertisement delay

ADVERTISEMENT 1
DELAY 0

Administrator

Router# vrrp 1 timers advertisement 10 delay 20
Router# no vrrp 1 timers advertisement 10 delay 20

VR-1D

vrrp ip VR-1D

VRRP

show vrrp [VR-1D | INTERFACE-NAME | detail]

VR-ID VR ID 1 255
INTERFACE-NAME
detail

VR
detail VR

Administrator/Operator/Monitor

Router# show vrrp

Router# show vrrp 1

Router# show vrrp GigaEthernet0.0
Router# show vrrp detail

VR-1D

"vrrp ip" VR-ID

VRRP

show vrrp [VR-1D |} INTERFACE-NAME] statistics

VR-ID VR ID 1 255
INTERFACE-NAME

VR

Administrator/Operator/Monitor

Router# show vrrp statistics
Router# show vrrp 1 statistics
Router# show vrrp GigaEthernet0.0 statistics

VR-1D

vrrp ip VR-1D

VRRP

clear vrrp [VR-ID | INTERFACE-NAME] statistics

VR-ID VR ID 1 255
INTERFACE-NAME

VR
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Administrator/Operator/Monitor

Router# clear vrrp statistics
Router# clear vrrp 1 statistics
Router# clear vrrp GigaEthernet0.0 statistics
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2.16.

action invoke-watch-group Watch Group 274
action ip decrement-vrrp-priority | VRRP 274
action ip resume-policy 1Pv4 274
action ip resume-route 1Pv4 275
action ip resume-vrrp VRRP resume trigger 275
action ip shutdown-policy 1Pv4 275
action ip shutdown-route 1Pv4 276
action ip shutdown-vrrp VRRP shutdown trigger 276
action ipsec clear-sa IPsec/IKE SA 276
action ipv6 resume-policy 1Pv6 277
action ipv6 resume-route 1Pv6 277
action ipv6 shutdown-policy 1Pv6 277
action ipv6 shutdown-route 1Pv6 278
action resume-interface 278
action revoke-watch-group Watch Group 278
action shutdown-device device shutdown 279
action shutdown-dotlx IEEEB02.1X shutdown 279
action shutdown-interface 279
action turn-BAK-LED-on BAK-LED 280
event always event 280
event ip reach-host 1Pv4 280
event ip reach-route 1Pv4 281
event ip unreach-host 1Pv4 281
event ip unreach-route 1Pv4 282
event ip vr-active VRRP Master 282
event ip vr-inactive VRRP Master 282
event ipv6 reach-host 1Pv6 283
event ipv6 reach-route 1Pv6 283
event ipv6 unreach-host 1Pv6 284
event ipv6 unreach-route 1Pv6 284
event watch-group-status Watch Group 284
network-monitor directed-response 285
network-monitor enable Watch Group 285
network-monitor startup-delay Watch Group 285
probe-counter restorer event 286
probe-counter variance event 286
probe-counter watch ! p1ng 286
probe-mode passive event Passive 287
probe-mode traffic event Traffic 287
probe-size 287
probe-timer restorer event 287
probe-timer variance event 288
probe-timer wait 288
suppress event 288
watch-group Watch Group 289
show watch-group Watch Group 289
clear watch-group session 289
clear watch-group statistics 290
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Watch Group

action SEQ invoke-watch-group WATCH-GROUP-NAME [suppress-restoration]
no action SEQ

SEQ NO 0 65535
WATCH-GROUP-NAME Watch Group
suppress-restoration action

Watch Group

event Watch Group
no Watch Group
event action NO

suppress-restoration action

Watch Group

Administrator

Router# action 20 invoke-watch-group tokyo-oosaka
Router# no action 20

VRRP
action SEQ ip decrement-vrrp-priority VRID PRIORITY
[suppress-restration]
no action SEQ
SEQ NO 0 65535
VR-1D VR ID 1 255
PRIORITY 1 254
suppress-restoration action
VRRP
no
event action NO
suppress-restoration action
Watch Group
Administrator
Router# action 20 ip decrement-vrrp-priority 1 50
Router# no action 20
VRRP 0
1
VRRP 255
1Pv4

action SEQ ip resume-policy INTERFACE |} local [route-map-seq
ROUTE-MAP-SEQ suppress-restoration]
no action SEQ

SEQ NO 0 65535
INTERFACE event
local event local

route-map-seq route-map

ROUTE-MAP-SEQ route-map 0 65535
suppress-restoration action

event

event

no

event action NO

route-map-seq route-map
suppress-restoration action

Watch Group

Administrator
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Router# action 20 ip resume-policy Ethernet0.0
Router# action 30 ip resume-policy local route-map-seq 10
Router# no action 20

1Pv4

action SEQ ip resume-route RESUME-DEST-ADDR/RESUME-NET-MASK
[RESUME-NEXT-HOP] [suppress-restoration]
no action SEQ

SEQ NO 0 65535
RESUME-DEST-ADDR/RESUME-NET-MASK

event 1Pv4
RESUME-NEXT-HOP event
suppress-restoration action

no
event action NO

suppress-restoration action

Watch Group

Administrator

Router# action 20 ip resume-route 172.16.0.0/24 192.168.1.254
Router# no action 20

VRRP resume trigger

action SEQ ip resume-vrrp VRID [suppress-restoration]
no action SEQ

SEQ NO 0 65535

VRID VR ID 1 255
suppress-restoration action

event VRRP
no resume trigger

event action NO

suppress-restoration action

Watch Group

Administrator

Router# action 20 ip resume-vrrp 200
Router# no action 20

1Pv4

action SEQ ip shutdown-policy INTERFACE | local [route-map-seq
ROUTE-MAP-SEQ suppress-restoration]
no action SEQ

SEQ NO 0 65535
INTERFACE event
local event local

route-map-seq route-map

ROUTE-MAP-SEQ route-map 0 65535
suppress-restoration action

event

event

no

event action NO

route-map-seq route-map
suppress-restoration action

Watch Group

Administrator
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Router# action 20 ip shutdown-policy Ethernet0.0
Router# action 30 ip shutdown-policy local route-map-seq 10
Router# no action 20

1Pv4

action SEQ ip shutdown-route SHUTDOWN-DEST-ADDR/SHUTDOWN-NET-MASK
[ SHUTDOWN-NEXT-HOP] [suppress-restoration]
no action SEQ

SEQ NO 0 65535
SHUTDOWN-DEST-ADDR/ SHUTDOWN-NET-MASK

event 1Pv4
SHUTDOWN-NEXT-HOP event
suppress-restoration action

no
event action NO

suppress-restoration action

Watch Group

Administrator

Router# action 20 ip shutdown-route 172.16.0.0/24 192.168.1.254
Router# no action 20

VRRP shutdown trigger

action SEQ ip shutdown-vrrp VRID [suppress-restoration]
no action SEQ

action SEQ ip shutdown-vrrp VRID [suppress-restoration]
no action SEQ

SEQ NO 0 65535

VRID VR ID 1 255
suppress-restoration action

event VRRP
no shutdown trigger

event action NO

suppress-restoration action

Watch Group

Router# action 20 ip shutdown-vrrp 200
no action 20

IPsec/IKE SA

action SEQ ipsec clear-sa INTERFACE [policy POLICY-NAME] [mode MODE]
[interval INTERVAL]
no action SEQ

SEQ NO 0 65535

INTERFACE event IPsec/IKE SA

POLICY-NAME event IPsec/IKE SA IPsec
MODE event SA

ipsec-ike [IPsec SA IKE SA
ipsec-only IPsec SA

ipsec-ike
INTERVAL event SA [ 1 60 3600
event IPsec/IKE SA
no
event action NO

INTERVAL 60

Watch Group

Administrator
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Router# action 1 ipsec clear-sa Tunnell.0

Router# action 1 ipsec clear-sa Tunnell.0 policy amapl

Router# action 1 ipsec clear-sa Tunnell.0 policy amapl mode ipsec-only
Router# action 1 ipsec clear-sa Tunnell.0 mode ipsec-only

Router# action 1 ipsec clear-sa Tunnell.0 interval 600

event probe-timer restorer x (probe-counter restorer
+2) INTERVAL SA

IPv6

action SEQ ipv6 resume-policy INTERFACE | local [route-map-seq
ROUTE-MAP-SEQ suppress-restoration]
no action SEQ

SEQ NO 0 65535
INTERFACE event

local event local
route-map-seq route-map

ROUTE-MAP-SEQ route-map 0 65535
suppress-restoration action

event

event

no

event action NO

route-map-seq route-map
suppress-restoration action

Watch Group

Administrator

Router# action 20 ipv6 resume-policy Ethernet0.0
Router# action 30 ipv6 resume-policy local route-map-seq 10
Router# no action 20

IPv6

action SEQ ipv6 resume-route RESUME-DEST-ADDR/ RESUME-PREFIX-LEN
[RESUME-NEXT-HOP] [suppress-restoration]
no action SEQ

SEQ NO 0 65535
RESUME-DEST-ADDR/RESUME-PREF I X-LEN

event 1Pv6
RESUME-NEXT-HOP event
suppress-restoration action

no
event action NO

suppress-restoration action

Watch Group

Administrator

Router# action 20 ipv6 resume-route fecO 1/64 fecO 2
Router# no action 20

IPv6

action SEQ ipv6 shutdown-policy INTERFACE } local [route-map-seq
ROUTE-MAP-SEQ suppress-restoration]
no action SEQ
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SEQ NO 0 65535
INTERFACE event

local event local
route-map-seq route-map

ROUTE-MAP-SEQ route-map 0 65535
suppress-restoration action

event

event

no

event action NO

route-map-seq route-map
suppress-restoration action

Watch Group

Administrator

Router# action 20 ipv6 shutdown-policy Ethernet0.0
Router# action 30 ipv6 shutdown-policy local route-map-seq 10
Router# no action 20

IPv6

action SEQ ipv6 shutdown-route SHUTDOWN-DEST-ADDR/SHUTDOWN- PREFIX-LEN
[ SHUTDOWN-NEXT-HOP] [suppress-restoration]
no action SEQ

SEQ NO 0 65535
SHUTDOWN-DEST-ADDR/SHUTDOWN-PREF I X-LEN
event 1Pv6

SHUTDOWN-NEXT-HOP event
suppress-restoration action

no
event action NO

suppress-restoration action

Watch Group

Administrator

Router# action 20 ipv6 shutdown-route fecO 1/64 fecO 2
Router# no action 20

action SEQ resume-interface INTERFACE [suppress-restoration]
no action SEQ

SEQ NO 0 65535
INTERFACE event
suppress-restoration action

event interface
no
event action NO

Watch Group

Administrator

Router# action 10 resume-interface GigaEthernet0.0
Router# no action 10

Watch Group

action SEQ revoke-watch-group WATCH-GROUP-NAME [suppress-restoration]
no action SEQ
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SEQ NO 0 65535
WATCH-GROUP-NAME Watch Group
suppress-restoration action

Watch Group

event Watch Group
no Watch Group
event action NO

suppress-restoration action

Watch Group

Administrator

Router# action 20 revoke-watch-group tokyo-oosaka
Router# no action 20

device shutdown

action SEQ shutdown-device DEVICE [port PORT] [suppress-restoration]
no action SEQ

SEQ NO 0 65535

DEVICE event shutdown device
PORT NO 1
suppress-restoration action

event device shutdown

no

Watch Group

Administrator

Router# action 10 shutdown-device GigaEthernet0/0
Router# action 10 shutdown-device GigaEthernetl/0 port 1
Router# no action 10

NO

IEEES802.1X  shutdown

action SEQ shutdown-dotlx INTERFACE
no action SEQ

SEQ NO 0 65535
INTERFACE event

event IEEEB02.1X

event I1EEE802.1X
no
event action NO

Watch Group

Administrator

Router# action 10 shutdown-dotlx GigaEthernet0.0
Router# no action 10

action SEQ shutdown-interface INTERFACE [suppress-restoration]
no action SEQ

SEQ NO 0 65535
INTERFACE  event
suppress-restoration action

event interface shutdown
no
event action NO
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Watch Group

Administrator

Router# action 10 shutdown-interface GigaEthernet0.0
Router# no action 10

BAK-LED

action SEQ turn-BAK-LED-on
no action SEQ

SEQ NO 0 65535

event BAK LED
no
event action NO

Watch Group

Administrator

Router# action 10 turn-BAK-LED-on
Router# no action 10

event

event SEQ [sub SUB-SEQ] always {normal } stand}
no event SEQ [sub SUB-SEQ]

SEQ NO 0 65535
SUB-SEQ NO 0 65535

normal
stand ( stand)

event
no
event

Watch Group

Administrator

Router# event 20 always stand
Router# event 20 sub 20 always stand
Router# no event 20

Router# no event 20 sub 20

no event SUB-SEQ SUB-SEQ

1Pv4

event SEQ [sub SUB-SEQ] ip reach-host REMOTE-ADDR INTERFACE
[WATCH-NEXT-HOP] [source SOURCE_INTERFACE]
no event SEQ [sub SUB-SEQ]

SEQ NO 0 65535
SUB-SEQ NO 0 65535

REMOTE-ADDR 1Pv4
INTERFACE

WATCH-NEXT-HOP

SOURCE_INTERFACE

event
no
event 10

Watch Group

Administrator
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Router# event 20 ip reach-host 192.168.1.1 GigaEthernet0.0 10.0.0.1

Router# event 20 sub 20 ip reach-host 192.168.2.1 GigaEthernetl.0
20.0.0.1

Router# no event 20

Router# no event 20 sub 20

no event SUB-SEQ SUB-SEQ
1Pv4
event SEQ [sub SUB-SEQ] ip reach-route DEST-ADDR/NET-MASK [NEXT-HOP }
INTERFACE]
no event SEQ [sub SUB-SEQ]
SEQ NO 0 65535
SUB-SEQ NO 0 65535
DEST-ADDR/NET-MASK 1Pv4
NEXT-HOP
INTERFACE
event
no
event 10
Watch Group
Administrator
Router# event 20 ip reach-route 192.168.1.0/24 192.168.0.254
Router# event 20 sub 20 ip reach-route 192.168.3.0/24 192.168.2.254
Router# no event 20
Router# no event 20 sub 20
no event SUB-SEQ SUB-SEQ
1Pv4

event SEQ [sub SUB-SEQ] ip unreach-host REMOTE-ADDR INTERFACE
[WATCH-NEXT-HOP] [source SOURCE_INTERFACE]
no event SEQ [sub SUB-SEQ]

SEQ NO 0 65535
SUB-SEQ NO 0 65535
REMOTE-ADDR 1Pv4
INTERFACE

WATCH-NEXT-HOP
SOURCE_INTERFACE

event
no
event 10

Watch Group

Administrator

Router# event 20 ip unreach-host 192.168.1.1 GigaEthernet0.0 10.0.0.1

Router# eevent 20 sub 20 ip unreach-host 192.168.2.1 GigaEthernetl.0
20.0.0.1

Router# eno event 20

Router# eno event 20 sub 20

no event SUB-SEQ SUB-SEQ

281



1Pv4

event SEQ [sub SUB-SEQ] ip unreach-route DEST-ADDR/NET-MASK [NEXT-HOP
1 INTERFACE]
no event SEQ [sub SUB-SEQ]

SEQ NO 0 65535
SUB-SEQ NO 0 65535

DEST-ADDR/NET-MASK 1Pv4
NEXT-HOP
INTERFACE

event
no
event 10

Watch Group

Administrator

Router# event 20 ip unreach-route 192.168.1.0/24 192.168.0.254
Router# event 20 sub 20 ip unreach-route 192.168.3.0/24 192.168.2.254
Router# no event 20

Router# no event 20 sub 20

no event SUB-SEQ SUB-SEQ

VRRP Master

event SEQ [sub SUB-SEQ] ip vr-active VRID
no event SEQ [sub SUB-SEQ]

SEQ NO 0 65535
SUB-SEQ NO 0 65535
VRID VRRP Group
VRRP Master event
no Master
event 10

Watch Group

Administrator

Router# event 20 ip vr-active 10
Router# event 20 sub 20 ip vr-active 20
Router# no event 20

Router# no event 20 sub 20

no event SUB-SEQ SUB-SEQ

VRRP Master

event SEQ [sub SUB-SEQ] ip vr-inactive VRID
no event SEQ [sub SUB-SEQ]

SEQ NO 0 65535
SUB-SEQ NO 0 65535
VRID VRRP Group
VRRP Master event
no Master
event 10

Watch Group

Administrator
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Router# event 20 ip vr-inactive 10
Router# event 20 sub 20 ip vr-inactive 20
Router# no event 20
Router# no event 20 sub 20
no event SUB-SEQ SUB-SEQ
1Pv6
event SEQ [sub SUB-SEQ] ipv6 reach-host REMOTE-ADDR[%ZONE] INTERFACE
[WATCH-NEXT-HOP] [source SOURCE_ADDR]
no event SEQ [sub SUB-SEQ]
SEQ NO 0 65535
SUB-SEQ NO 0 65535
REMOTE-ADDR 1Pv6
1Pv6 %

%

ZONE
1 31
INTERFACE
WATCH-NEXT-HOP
SOURCE_ADDR
event

no

event 10
Watch Group
Administrator
Router# event 20 ipv6 reach-host 100 1 Tunnel0.0 source 10 1
Router# event 20 sub 20 ipv6 reach-host 200 1 Tunnell1.0 source 20
1
Router# no event 20
Router# no event 20 sub 20
no event SUB-SEQ SUB-SEQ

1Pv6
event SEQ [sub SUB-SEQ] ipv6 reach-route DEST-ADDR/PREFIX-LEN [NEXT-HOP
1 INTERFACE]
no event SEQ [sub SUB-SEQ]
SEQ NO 0 65535
SUB-SEQ NO 0 65535
DEST-ADDR/NET-MASK 1Pv6
NEXT-HOP
INTERFACE
event

no

event 10

Watch Group

Administrator

Router# event 20 ipv6 reach-route 100 0/64 Tunnel0.0
Router# event 20 sub 20 ipv6 reach-route 200 0/64 Tunnell.0
Router# no event 20

Router# no event 20 sub 20
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no event SUB-SEQ SUB-SEQ
1Pv6
event SEQ [sub SUB-SEQ] ipv6 unreach-host REMOTE-ADDR[%ZONE] INTERFACE
[WATCH-NEXT-HOP] [source SOURCE_ADDR]
no event SEQ [sub SUB-SEQ]
SEQ NO 0 65535
SUB-SEQ NO 0 65535
REMOTE-ADDR 1Pv6
1Pv6 %
%
ZONE
1 31
INTERFACE
WATCH-NEXT-HOP
SOURCE_ADDR
event
no
event 10
Watch Group
Administrator
Router# event 20 ipv6 unreach-host 100 1 Tunnel0.0 source 10 1
Router# event 20 sub 20 ipv6 unreach-host 200 1 Tunnel1.0 source 20
1
Router# no event 20
Router# no event 20 sub 20
no event SUB-SEQ SUB-SEQ
1Pv6

event SEQ [sub SUB-SEQ] ipv6 unreach-route DEST-ADDR/PREFIX-LEN
[NEXT-HOP } INTERFACE]
no event SEQ [sub SUB-SEQ]

SEQ NO 0 65535
SUB-SEQ NO 0 65535
DEST-ADDR/NET-MASK IPv6
NEXT-HOP
INTERFACE
event

no

event 10

Watch Group

Administrator

Router# event 20 ipv6 unreach-route 100 0/64 Tunnel0.0
Router# event 20 sub 20 ipv6 unreach-route 200 0/64 Tunnell.0
Router# no event 20

Router# no event 20 sub 20

no event SUB-SEQ SUB-SEQ

Watch Group
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event SEQ [sub SUB-SEQ] watch-group-status WATCH-GROUP-NAME SEQ {normal

| stand}
no event SEQ [sub SUB-SEQ]
SEQ NO 0 65535
SUB-SEQ NO 0 65535
WATCH-GROUP-NAME watch
SEQ watch
normal watch normal event
stand watch stand event
watch event

"no” watch

event

Watch Group

Administrator

Router# event 20 watch-group-status target 10 stand
Router# event 20 sub 20 watch-group-status target 10 stand
Router# no event 20

Router# no event 20 sub 20

no event SUB-SEQ SUB-SEQ

network-monitor WATCH-GROUP-NAME directed-response
no network-monitor WATCH-GROUP-NAME directed-response

WATCH-GROUP-NAME Watch Group

(ICMP Echo) network-monitor event
Point-to-Point
no

Watch Group

Administrator

Router# network-monitor tokyo-oosaka directed-response
Router# no network-monitor tokyo-oosaka directed-response

Watch Group

network-monitor WATCH-GROUP-NAME enable
no network-monitor WATCH-GROUP-NAME enable

WATCH-GROUP-NAME Watch Group

Watch Group
no Watch Group

Watch Group

Administrator

Router# network-monitor tokyo-oosaka enable
Router# no network-monitor tokyo-oosaka enable

Watch Group

network-monitor WATCH-GROUP-NAME startup-delay [SECONDS]
no network-monitor WATCH-GROUP-NAME startup-delay [SECONDS]

WATCH-GROUP-NAME Watch Group
SECONDS [ ] 1 3600 180
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Watch Group
no

Watch Group

Administrator

Router# network-monitor tokyo-oosaka startup-delay 300
Router# no network-monitor tokyo-oosaka startup-delay

event

probe-counter restorer RESTORE-COUNT [percent RESTORE-PERCENT]
no probe-counter restorer

RESTORE-COUNT _event [ ] 1 10
RESTORE-PERCENT event [%] 10 100

event /
no

RESTORE-COUNT 1
RESTORE-PERCENT 100

Watch Group

Administrator

Router# probe-counter restorer 10
Router# probe-counter restorer 10 percent 70
Router# no probe-counter restorer

event
probe-counter restoration 6 percent 40
6 40% 6 2.4
- 6 3

event

probe-counter restoration 6 percent 50
6 50% 6 3
- 3 3 ( 3

event

probe-counter variance VARIANCE-COUNT [percent VARIANCE-PERCENT]
no probe-counter variance

VARIANCE-COUNT  event [ 1 1 10

VARIANCE-PERCENT event [%] 10 100
event /

no

VARIANCE-COUNT 6
VARIANCE- PERCENT 100

Watch Group

Administrator

Router# probe-counter variance 10
Router# probe-counter variance 10 percent 70
Router# no probe-counter variance

event
probe-counter variance 6 percent 40
6 40% 6 2.4
- 6 3

event

probe-counter restoration 6 percent 50

6 50% 6 3
R 3 3 ( 3
1 ping
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probe-counter watch WATCH-COUNT
no probe-counter watch

WATCH-COUNT 1 ping [ ] 1 10

1 ping
no

WATCH-COUNT 1

Watch Group

Administrator

Router# probe-counter watch 10
Router# no probe-counter watch

Passive

probe-mode passive event SEQ [sub SUB-SEQ]
no probe-mode passive event SEQ [sub SUB-SEQ]

SEQ NO 0 65535

SUB-SEQ NO 0 65535
Passive

no

Watch-group

Administrator

Router# probe-mode passive event 10
Router# probe-mode passive event 10 sub 10

Traffic

probe-mode traffic event SEQ [sub SUB-SEQ]
no probe-mode traffic event SEQ [sub SUB-SEQ]

SEQ NO 0 65535

SUB-SEQ NO 0 65535
Traffic

no

Watch-group

Administrator

Router# probe-mode traffic event 10
Router# probe-mode traffic event 10 sub 10

probe-size DATA-SIZE
no probe-size

DATA-SIZE ping [byte] 4 65507

ping
no

DATA-SIZE 56

Watch Group

Administrator

Router# probe-size 100

event

probe-timer restorer { RESTORE-WATCH-INT | msec
RESTORE-WATCH-INT-MSEC }
no probe-timer restorer
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RESTORE-WATCH-INT event [ 1] 1 3600
RESTORE-WATCH-INT-MSEC event [ 1 100 3600000
event
no
RESTORE-WATCH-INT 5
RESTORE-WATCH-INT-MSEC 5000
Watch Group
Administrator
Router# probe-timer restorer 300
Router# probe-timer restorer msec 500
Router# no probe-timer restorer
event
probe-timer variance { VARIANCE-WATCH-INT } msec
VARIANCE-WATCH- INT-MSEC }
no probe-timer variance
VARIANCE-WATCH-INT event [ 1] 1 3600
VARIANCE-WATCH-INT-MSEC event [ 1 100 3600000
event
no
VARIANCE-WATCH-INT 5
VARIANCE-WATCH-INT-MSEC 5000
Watch Group
Administrator
Router# probe-timer variance 120
Router# probe-timer variance msec 500
Router# no probe-timer variance
probe-timer wait { WAIT-TIME | msec WAIT-TIME-MSEC }
no probe-timer wait
WAIT-TIME ping [ 1] 1 60
WAIT-TIME-MSEC ping
[ ] 1 60000
ping
no
WAIT-TIME 2
WAIT-TIME-MSEC 2000
Watch Group
Administrator
Router# probe-timer wait 5
Router# probe-timer wait msec 100
Router# no probe-timer wait
probe-timer variance/restore
probe-timer variance/restore
event
suppress {variance } restoration} period PERIOD count COUNT
suppress-time { SUPPRESS-TIME } infinity }
no suppress
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variance event
restoration event

PERIOD [ 1 10 3600
COUNT [ 1 1 10
SUPPRESS-TIME [ 1 30 3600
infinity
event / event
/
"no"

Watch Group

Administrator
Router# suppress variance period 180 count 3 suppress-time 600
event / event /

Watch Group

watch-group WATCH-GROUP-NAME [SEQ]
no watch-group WATCH-GROUP-NAME [SEQ]

WATCH-GROUP-NAME Watch Group

SEQ NO 0 65535
Watch Group Watch Group Watch
Group
Watch Group Watch Group
no Watch Group
NO Watch Group
SEQ 10

Watch Group

Administrator

Router# watch-group tokyo-oosaka 10
Router# no watch-group tokyo-oosaka 10

Watch Group

show watch-group [WATCH-GROUP-NAME [SEQ] } detail]

WATCH-GROUP-NAME Watch Group

SEQ NO 0 65535

detail

Watch Group Watch Group

Watch Group Watch Group

Watch Group NO Watch Group
detail Watch Group

Watch Group

Administrator/Operator/Monitor

Router# show watch-group

Router# show watch-group tokyo-oosaka
Router# show watch-group tokyo-oosaka 20
Router# show watch-group detail

| clear watch-group session [WATCH-GROUP-NAME]
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WATCH-GROUP-NAME Watch Group

Watch Group Watch Group
Watch Group Watch Group

Watch Group

Administrator/Operator/Monitor

Router# clear watch-group session
Router# clear watch-group session tokyo-oosaka

clear watch-group statistics [WATCH-GROUP-NAME]

WATCH-GROUP-NAME Watch Group

Watch Group Watch Group

Watch Group Watch Group

Watch Group

Administrator/Operator/Monitor

Router# clear watch-group statistics
Router# clear watch-group statistics tokyo-oosaka
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2.17.

2.17.1. AAA

aaa accounting dotlx AAA dotlx 292
aaa accounting exec AAA 292
aaa accounting mac-auth AAA MAC 293
aaa accounting max-records AAA 294
aaa accounting network AAA 294
aaa accounting send stop-record

authentication-failure AAA 295
aaa accounting system default 295
aaa accounting system-delay AAA 296
aaa authentication dotlx AAA dotlx 296
aaa authentication fail-action AAA 297
aaa authentication login AAA 297
aaa authentication mac-auth MAC 298
aaa authentication ppp AAA PPP 299
aaa authorization exec AAA 300
aaa authorization network AAA 301
aaa enable AAA 302
aaa group server AAA 303
show aaa accounting-records 303
show aaa statistics 303
clear aaa accounting-records 303
clear aaa statistics 304
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AAA dotlx

aaa accounting dotlx {default]LIST NAME} TRIGGER METHOD1 [METHODZ2]
[METHOD3] [METHOD4]
no aaa accounting dotlx {defaultjLIST NAME}

LIST_NAME
1 31
TRIGGER
start-stop
stop-only
METHOD1 1
group radius radius
group GROUP-NAME

local

METHOD2 2
group radius radius
group GROUP-NAME

local
METHOD3 3
group GROUP-NAME

local
METHOD4 4
group GROUP-NAME

local
GROUP-NAME aaa group server
1 31

dotlx
I1EEE802.1X AAA

Administrator

Router# aaa accounting dotlx default start-stop local

Router# aaa accounting dotlx default stop-only group radius

Router# aaa accounting dotlx ACCT start-stop local group RADAUTH1 group
RADAUTH2

Router# no aaa accounting dotlx default

Router# no aaa accounting dotlx ACCT

aaa accounting exec {default | LIST NAME} TRIGGER METHOD1 [METHOD2]
[METHOD3] [METHOD4]
no aaa accounting exec {default |} LIST NAME}
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LIST_NAME
1 31
TRIGGER
start-stop
stop-only
METHOD1 1
group radius radius
group GROUP-NAME

local

METHOD2 2
group radius radius
group GROUP-NAME

local
METHOD3 3
group GROUP-NAME

local
METHOD4 4
group GROUP-NAME

local
GROUP-NAME aaa group server
1 31

TELNET AAA

Administrator

Router# aaa accounting exec default start-stop local

Router# aaa accounting exec default stop-only group radius

Router# aaa accounting exec ACCT start-stop local group RADACCT1 group
RADACCT2

Router# no aaa accounting exec default

Router# no aaa accounting exec ACCT

AAA MAC

aaa accounting mac-auth {default |} LIST-NAME} TRIGGER METHOD1 [METHODZ2]
[METHOD3] [METHOD4]
no aaa accounting mac-auth {default } LIST-NAME}
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LIST_NAME
1 31
TRIGGER
start-stop
stop-only
METHOD1 1
group radius radius
group GROUP-NAME

local

METHOD2 2
group radius radius
group GROUP-NAME

local
METHOD3 3
group GROUP-NAME

local
METHOD4 4
group GROUP-NAME

local
GROUP-NAME aaa group server
1 31

MAC
MAC AAA

Administrator

Router# aaa accounting mac-auth default start-stop local

Router# aaa accounting mac-auth default stop-only group radius

Router# aaa accounting mac-auth acct_list start-stop local group WORD
group WORD

Router# no aaa accounting mac-auth default

Router# no aaa accounting mac-auth acct list

aaa accounting max-records MAX-RECORDS
no aaa accounting max-records

MAX-RECORDS 100 1000

MAX-RECORDS 100

Administrator

Router# aaa accounting max-records 1000
Router# no aaa accounting max-records

aaa accounting network {default } LIST_NAME} TRIGGER METHOD1 [METHOD2]
[METHOD3] [METHOD4]
no aaa accounting network {default j LIST NAME}
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LIST_NAME
1 31
TRIGGER
start-stop
stop-only
METHOD1 1
group radius radius
group GROUP-NAME

local

METHOD2 2
group radius radius
group GROUP-NAME

local
METHOD3 3
group GROUP-NAME

local
METHOD4 4
group GROUP-NAME

local
GROUP-NAME aaa group server
1 31

PPP AAA

Administrator

Router# aaa accounting network default start-stop local

Router# aaa accounting network default stop-only group radius

Router# aaa accounting network ACCT start-stop local group RADAUTH1
group RADAUTHZ2

Router# no aaa accounting network default

Router# no aaa accounting network ACCT

aaa accounting send stop-record authentication-failure
no aaa accounting send stop-record authentication-failure

PPP

Administrator

Router# aaa accounting send stop-record authentication-failure
Router# no aaa accounting send stop-record authentication-failure

AAA
AAA
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aaa accounting system default TRIGGER METHOD1 [METHOD2] [METHOD3]
[METHOD4]
no aaa accounting system default

TRIGGER
start-stop
stop-only
METHOD1 1
group radius radius
group GROUP-NAME

local

METHOD2 2
group radius radius
group GROUP-NAME

local
METHOD3 3
group GROUP-NAME

local
METHOD4 4
group GROUP-NAME

local
GROUP-NAME aaa group server
1 31

Administrator

Router# aaa accounting system default start-stop local

Router# aaa accounting system default stop-only group radius

Router# aaa accounting system default start-stop local group RADAUTH1
group RADAUTHZ2

Router# no aaa accounting system default

local

aaa accounting system-delay DELAY-TIME
no aaa accounting system-delay

DELAY TIME [ 1 0 3600

AAA

DELAY_TIME 180

Administrator

Router# aaa accounting system-delay 100
Router# no aaa accounting system-delay

AAA dotlx

aaa authentication dotlx {default}LIST NAME} METHOD1 [METHODZ2]
[METHOD3] [METHOD4]
no aaa authentication dotlx {default}LIST NAME}
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TRIGGER
start-stop
stop-only
METHOD1 1
group radius radius
group GROUP-NAME

local

METHOD2 2
group radius radius
group GROUP-NAME

none
METHOD3 3
group GROUP-NAME

none
METHOD4 4
group GROUP-NAME

none
GROUP-NAME aaa group server
1 31

AAA dotlx

Administrator

Router# aaa authentication dotlx default group radius
Router# aaa authentication dotlx AUTHEN group RADAUTH1 group RADAUTH2
Router# no aaa authentication dotlx default

group radius group GROUP-NAME
1 none
none

aaa authentication fail-action {continue|}stop}
no aaa authentication fail-action

continue NG
stop NG
continue NG
Administrator

Router# aaa authentication fail-action continue
Router# aaa authentication fail-action stop
Router# no aaa authentication fail-action

aaa authentication login {default | LIST_NAME} METHOD1 [METHOD2]
[METHOD3] [METHOD4]
no aaa authentication login {default |} LIST NAME}
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LIST_NAME
1 31
METHOD1 1
group radius radius
group GROUP-NAME

local
local-case

METHOD2 2
group radius radius
group GROUP-NAME

local
local-case

none
METHOD3 3
group GROUP-NAME

local
local-case

none
METHOD4 4
group GROUP-NAME

local
local-case

none
GROUP-NAME aaa group server
1 31

AAA
TELNET AAA

Administrator

Router# aaa authentication login default local

Router# aaa authentication login default group radius

Router# aaa authentication login AUTHEN local-case group RADAUTH1 group
RADAUTH2

Router# no aaa authentication login default

Router# no aaa authentication login AUTHEN

group GROUP-NAME
local local-case
group radius group GROUP-NAME
1 local-case 2
1 local
AAA Warning

1 none
none

MAC

aaa authentication mac-auth {default |} LIST-NAME} METHOD1 [METHOD2]
[METHOD3] [METHOD4]
no aaa authentication mac-auth {default |} LIST-NAME}
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LIST_NAME
1 31
METHOD1 1
group radius radius
group GROUP-NAME

local
local-case

METHOD2 2
group radius radius
group GROUP-NAME

local
local-case

none
METHOD3 3
group GROUP-NAME

local
local-case

none
METHOD4 4
group GROUP-NAME

local
local-case

none
GROUP-NAME aaa group server
1 31

PPP
PPP AAA

Administrator

Router# aaa authentication mac-auth default group radius
Router# aaa authentication mac-auth auth_list group GROUP1 group GROUP2
Router# no aaa authentication mac-auth default

group radius group GROUP-NAME
1 none
none

AAA_PPP

aaa authentication ppp {default j LIST_NAME} METHOD1 [METHOD2] [METHOD3]
[METHOD4]
no aaa authentication ppp {default |} LIST NAME}
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LIST_NAME
1 31
METHOD1 1
group radius radius
group GROUP-NAME

METHOD2 2
group GROUP-NAME

none
METHOD3 3
group GROUP-NAME

none
METHOD4 4
group GROUP-NAME

none

GROUP-NAME aaa group server
1 31

PPP

PPP AAA

Administrator

Router# aaa authentication ppp default local

Router# aaa authentication ppp default group radius

Router# aaa authentication ppp AUTH local-case group RADAUTH1 group
RADAUTH2

Router# no aaa authentication ppp default

Router# no aaa authentication ppp AUTH

group GROUP-NAME

local local-case

group radius group GROUP-NAME
1 local-case 2
1 none

none

aaa authorization exec {default j LIST_NAME} METHOD1 [METHOD2] [METHOD3]
[METHOD4]
no aaa authorization exec {default } LIST NAME}
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LIST_NAME
1 31
METHOD1 1
group radius radius
group GROUP-NAME

local
local-case

METHOD2 2
group radius radius
group GROUP-NAME

local
local-case

none
METHOD3 3
group GROUP-NAME

local
local-case

none
METHOD4 4
group GROUP-NAME

local
local-case

none
GROUP-NAME aaa group server
1 31

AAA
TELNET AAA

Administrator

Router# aaa authorization exec default local

Router# aaa authorization exec default group radius

Router# aaa authorization exec AUTHOR local-case group RADAUTHOR1 group
RADAUTHOR2

Router# no aaa authorization exec default

Router# no aaa authorization exec AUTHOR

AAA AAA

group GROUP-NAME

local local-case

group radius group GROUP-NAME
1 local-case 2
1 none

none

aaa authorization network {default | LIST NAME} METHOD1 [METHOD2]
[METHOD3] [METHOD4]
no aaa authorization network {default}LIST NAME}
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LIST_NAME
1 31
METHOD1 1
group radius radius
group GROUP-NAME

local
local-case

METHOD2 2
group radius radius
group GROUP-NAME

local
local-case

none
METHOD3 3
group GROUP-NAME

local
local-case

none
METHOD4 4
group GROUP-NAME

local
local-case

none
GROUP-NAME
1 31

aaa group server

PPP AAA

IP

Administrator

Router# aaa authorization network default local
Router# aaa authorization network default group radius
Router# aaa authorization network AUTHOR local-case group RADAUTHOR1

group RADAUTHORZ2

Router# no aaa authorization network default
Router# no aaa authorization network AUTHOR

AAA AAA PPP

group GROUP-NAME

local local-case

group radius group GROUP-NAME
1 local-case 2
1 none

none

aaa enable

no aaa enable

AAA

AAA

302



Administrator

Router# aaa enable
Router# no aaa enable

aaa group server SERVER GROUP-NAME {ip}ipv6} ADDRESS
no aaa group server SERVER GROUP-NAME

SERVER radius RADIUS
GROUP-NAME
1 31

ADDRESS IP

A.B.C.D IPv4

X X X X X X X X IPv6
AAA
Administrator

Router# aaa group server radius RADAUTH1 ip 192.168.1.1
Router# aaa group server radius RADAUTH2 ipv6 3ffe 100 1
Router# no aaa group server radius RADAUTH1

1

show aaa accounting-records [START END } latest [NUMBER]]

START END
1

NUMBER

START END
latest
latest NUMBER

Administrator/Operator/Monitor

Router# show aaa accounting-records

show aaa statistics

AAA

Administrator/Operator/Monitor

Router# show aaa statistics

clear aaa accounting-records
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Administrator

Router# clear aaa accounting-records

clear aaa statistics

AAA

Administrator

Router# clear aaa statistics

AAA
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2.17.2. RADIUS

radius deadtime 306
radius host RADIUS 306
show radius statistics 306
clear radius statistics 307
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radius deadtime TIME
no radius deadtime

TIME [ ] 0 1440

RADIUS

0

Administrator

Router# radius deadtime 100
Router# no radius deadtime

RADIUS

radius host {ip}ipv6} ADDRESS [acct-port ACCT-PORT] [auth-port
AUTH-PORT] [retransmit RETRIES] [source INTERFACE] [timeout SECONDS]
key {01} RADIUS-SHARED-KEY

no radius host {ipjipv6} ADDRESS [acct-port ACCT-PORT] [auth-port
AUTH-PORT] [retransmit RETRIES] [source INTERFACE] [timeout SECONDS]
[key {0}1} RADIUS-SHARED-KEY]

ADDRESS RADIUS

ACCT-PORT 0 65535
AUTH-PORT 0 65535

RETRIES 0 100

INTERFACE

SECONDS [ 1 1 1000

key 0 1
RADIUS-SHARED-KEY

RADIUS

ACCT-PORT 1813
AUTH-PORT 1812
RETRIES 3
INTERFACE

SECONDS 5
RADIUS-SHARED-KEY

Administrator

Router# radius host ip 192.168.0.1 acct-port 1646 auth-port 1645
retransmit 10 source GigaEthernet0.0 timeout 30 key 0 N80O

no radius host ip 192.168.0.1 acct-port 1646 auth-port 1645 retransmit
10 source GigaEthernet0.0 timeout 30 key O N80O

1 65
16

show radius statistics

RADIUS

Administrator/Operator/Monitor

Router# show radius statistics
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clear radius statistics

RADIUS

Administrator/Operator/Monitor

Router# clear radius statistics
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2.18.

SNMP

snmp-agent contact (sysContact) 309
snmp-agent ip community 309
snmp-agent ip enable SNMP 309
snmp-agent ip host IP 310
snmp-agent ip trap 310
snmp-agent ip trap-port 311
snmp-agent ip trap-source 311
snmp-agent ipv6 community 1Pv6 312
snmp-agent ipv6 enable 1Pv6 SNMP 313
snmp-agent ipv6 host 1Pv6 313
snmp-agent ipv6 trap 1Pv6 314
snmp-agent ipv6 trap-port 1Pv6 315
snmp-agent ipv6 trap-source 1Pv6 315
snmp-agent location (sysLocation) 316
snmp-agent message-size SNMP 316
snmp-agent mib-2 .

congea?—unconfigured—ifstack 1B 316
snmp-agent mib-2 ifalias ifAlias 316
snmp-agent mib-2 ifdescr ifDescr 316
snmp-agent mib-2 ifindex i Flndex 317
snmp-agent mib-2 ifspeed i fSpeed 317
snmp-agent mib-2 iftype ifType 317
snmp-agent trap-timeout 318
snmp-agent view MIB View 319
show snmp-agent community 319
show snmp-agent statistics MIB 320
clear snmp-agent statistics 320
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(sysContact)

snmp-agent contact CONTACT
no snmp-agent contact

CONTACT (sysContact)
255
(sysContact)
Administrator

Router# snmp-agent contact abcdef@ntt.co.jp
Router# no snmp-agent contact

snmp-agent ip community COMMUNITY [view VIEW] [ACCESSLIST]
[ACCESS-TYPE]
no snmp-agent ip community COMMUNITY

COMMUNITY

30
VIEW MIB View

30
ACCESSLIST

30

ACCESS-TYPE

ro MIB View
rw MIB View
ro

Administrator

Router# snmp-agent ip community public view public_v access-01 ro
Router# no snmp-agent ip community public

253
view snmp-agent view
snmp-agent host snmp-agent trap

SNMP

snmp-agent ip enable
no snmp-agent ip enable

SNMP SNMP

no snmp-agent ip enable

Administrator

Router# snmp-agent ip enable
Router# no snmp-agent ip enable
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IP

snmp-agent ip host ADDRESS COMMUNITY [compatibility] [version VERSION]
no snmp-agent ip host ADDRESS COMMUNITY [compatibility] [[version
VERSION]

ADDRESS  IPv4

1Pv4
COMMUNITY
30
compatibility
VERSION SNMP 1 2
IP
VERSION 1
Administrator

Router# snmp-agent ip host 192.168.5.128 public

Router# snmp-agent ip host 192.168.5.128 public version 2
Router# no snmp-agent ip host 192.168.5.128 public

Router# no snmp-agent ip host 192.168.5.128 public version 2

8
IP

snmp-agent ip trap COMMUNITY [GROUP TRAP] }[link-status]
no snmp-agent ip trap COMMUNITY [GROUP TRAP] i[link-status]

COMMUNITY

30
GROUP
enterprise
snmp  SNMP
TRAP  SNMP
snmp

authfail SNMP

cold-start
link-down [add-option]
add-option
ifDescr
link-up [add-option]
add-option
ifDescr

warm-start

enterprise
config-mode
config-modified
fan-fault
fan-rest
ipsec tunnel early-term IPsec-SA
ipsec tunnel start IPSec-SA
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ipsec tunnel stop [IPSec-SA
isakmp tunnel start [IKE-SA
isakmp tunnel stop IKE-SA
login-failure

login-session

port link-down

port link-up

power-fault
power-insert
power-remove
power-rest

temp-fault

temp-rest

volt-fault

volt-rest

vrrp auth-fail VRRP
vrrp new-master VRRP

network-monitor watch-group status-change
NetworkMonitor watch-group

link-status

link-status

Administrator

Router# snmp-agent ip trap public snmp cold-start
Router# snmp-agent ip trap public link-status
Router# no snmp-agent ip trap public snmp cold-start
Router# no snmp-agent ip trap public link-status

snmp-agent ip trap-port PORT
no snmp-agent ip trap-port PORT

PORT 1 65535

SNMP

PORT 162

Administrator

Router# snmp-agent ip trap-port 4600
Router# no snmp-agent ip trap-port 4600

snmp-agent ip trap-source [INTERFACE][AGENT-ADDRESS]
no snmp-agent ip trap-source [INTERFACE][AGENT-ADDRESS]
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INTERFACE
16

AGENT-ADDRESS
1Pv4

SNMP

Administrator

Router# snmp-agent ip trap-source GigaEthernet0.0 192.168.5.10
Router# snmp-agent ip trap-source GigaEthernet0.0

Router# snmp-agent ip trap-source 192.168.5.10

Router# no snmp-agent ip trap-source GigaEthernet0.0 192.168.5.10
Router# no snmp-agent ip trap-source

INTERFACE/AGENT-ADDRESS

(DIP
(2)SNHP PDU
€)) @
address address
1/F 1/F
INTERFACE I7F I7F
ADDRESS I7F
1/F

IPv6

snmp-agent ipv6 community COMMUNITY [view VIEW] [ACCESSLIST]
[ACCESS-TYPE]
no snmp-agent ipv6 community COMMUNITY

COMMUNITY

30
VIEW MIB View

30
ACCESSLIST

30

ACCESS-TYPE

ro MIB View
rw MIB View
ro

1Pv6 SNMP

Administrator

Router# snmp-agent ipv6 community public view public_v access-01 ro
Router# no snmp-agent ipv6 community public
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253
view snmp-agent view
snmp- agent host snmp-agent trap

IPv6  SNMP

snmp-agent ipv6 enable
no snmp-agent ipv6 enable

1Pv6 SNMP

no snmp-agent ipv6 enable

Administrator

Router# snmp-agent ipv6 enable
Router# no snmp-agent ipv6 enable

IPv6

snmp-agent ipv6 host ADDRESS[%ZONE] COMMUNITY [compatibility] [version
VERSION]

no snmp-agent ipv6 host ADDRESS[%ZONE] COMMUNITY [compatibility]
[version VERSION]

ADDRESS IPv6
1PV6
1Pv6 %
%
ZONE
COMMUNITY
30

compatibility
VERSION SNMP 1 2

1PV6 1Pv6

VERSION 1

Administrator

Router# snmp-agent ipv6 host 3ffe 100 2010 public version 2

Router# snmp-agent ipv6 host fe80 2010%GigaEthernet0.0 public
version 2

Router# no snmp-agent ipv6 host 3ffe 100 2010 public version 2

8
1Pv6

1Pv6
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IPv6

snmp-agent ipv6 trap COMMUNITY [GROUP TRAP];[link-status]
no snmp-agent ipv6 trap COMMUNITY [GROUP TRAP]:[link-status]

COMMUNITY

30
GROUP
enterprise
snmp  SNMP
TRAP  SNMP
snmp

authfail SNMP

cold-start
link-down [add-option]
add-option
ifDescr
link-up [add-option]
add-option
ifDescr

warm-start

enterprise
config-mode
config-modified
fan-fault
fan-rest
ipsec tunnel early-term IPsec-SA
ipsec tunnel start IPsec-SA
ipsec tunnel stop IPsec-SA
isakmp tunnel start [IKE-SA
isakmp tunnel stop IKE-SA
login-failure
login-session
port link-down

port link-up

power-fault
power-insert
power-remove
power-rest

temp-fault

temp-rest

volt-fault

volt-rest

vrrp auth-fail VRRP
vrrp new-master VRRP

network-monitor watch-group status-change
NetworkMonitor watch-group

link-status
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1PVv6
link-status

Administrator

Router# snmp-agent ipv6 trap public snmp cold-start
Router# snmp-agent ipv6 trap public link-status
Router# no snmp-agent ipv6 trap public snmp cold-start
Router# no snmp-agent ipv6 trap public link-status

IPv6

snmp-agent ipv6 trap-port PORT
no snmp-agent ipv6 trap-port PORT

PORT 1 65535

1Pv6 SNMP

PORT 162

Administrator

Router# snmp-agent ipv6 trap-port 4600
Router# no snmp-agent ipv6 trap-port 4600

IPv6

snmp-agent ipv6 trap-source [INTERFACE][AGENT-ADDRESS]
no snmp-agent ipv6 trap-source [INTERFACE][AGENT-ADDRESS]

INTERFACE
16

AGENT-ADDRESS
1Pv4

SNMP IPv6

Administrator

Router# snmp-agent ipv6 trap-source GigaEthernet0.0 192.168.5.10
Router# snmp-agent ipv6 trap-source GigaEthernet0.0

Router# snmp-agent ipv6 trap-source 192.168.5.10

Router# no snmp-agent ipv6 trap-source GigaEthernet0.0 192.168.5.10
Router# no snmp-agent ipv6 trap-source

INTERFACE/AGENT-ADDRESS

DIP
(2)SNMP PDU
(€H) @
address address
1/F 1PV6 D
INTERFACE I/F 1Pv6 ID
ADDRESS 1/F 1PV6
1/F 1PV6
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(sysLocation)

snmp-agent location LOCATION
no snmp-agent location

LOCATION sysLocation
: 255

sysLocation

Administrator

Router# snmp-agent location abcl23
Router# no snmp-agent location

SNMP

snmp-agent message-size MESSAGE-SIZE
no snmp-agent message-size [MESSAGE-SIZE]

MESSAGE-SIZE SNMP
: 484 17940 default : 1280

SNMP

MESSAGE-SIZE 1280

Administrator

Router# snmp-agent message-size 1500
Router# no snmp-agent message-size

ifMIB

no snmp-agent mib-2 conceal-unconfigured —ifstack
snmp-agent mib-2 conceal-unconfigured-ifstack

MIB-11 ifMIB ifstackMIB

Administrator

Router# no snmp-agent mib-2 conceal-unconfigured —ifstack
Router# snmp-agent mib-2 conceal-unconfigured-ifstack

no

ifAlias

snmp-agent mib-2 ifalias null } description

null "¥0"
description description

ifAlias get

description

Administrator

Router# snmp-agent mib-2 ifalias null
Router# snmp-agent mib-2 ifalias description

ifDescr

snmp-agent mib-2 ifdescr IFDESCR
no snmp-agent mib-2 ifdescr [IFDESCR]

IFDESCR MIB-11  ifDescr 79
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MIB-11 ifDescr

Administrator

Router# snmp-agent mib-2 ifdescr Ethernet 512Kbps/Best-effort
Router# no snmp-agent mib-2 ifdescr Ethernet 512Kbps/Best-effort
Router# no snmp-agent mib-2 ifdescr

iflndex

snmp-agent mib-2 ifindex {device DEVICE-NAME interface
{INTERFACE-NAME range {Dialer Tunnel} MIN-MAX}} NUMBER
no snmp-agent mib-2 ifindex [device DEVICE-NAME interface
{INTERFACE-NAME range {Dialer Tunnel} MIN-MAX}]

DEVICE-NAME
INTERFACE-NAME
MIN-MAX
NUMBER ifIndex 1 10000
( iflndex )

ifIndex
Dialer Tunnel

Administrator

Router# snmp-agent mib-2 ifindex device GigaEthernet0.0 1

Router# snmp-agent mib-2 ifindex interface GigaEthernet0.0 100
Router# snmp-agent mib-2 ifindex interface range Tunnel 0-100 1000
Router# no snmp-agent mib-2 ifindex

Router# no snmp-agent mib-2 ifindex device GigaEthernet0.0
Router# no snmp-agent mib-2 ifindex interface range Tunnel 0-100

1 10000
ifIndex
iflndex 10001

ifSpeed

snmp-agent mib-2 ifspeed IFSPEED
no snmp-agent mib-2 ifspeed [IFSPEED]

IFSPEED MIB-11 __ ifSpeed [Kbps] 1 1000000

MIB-11 i fSpeed

Administrator

Router# snmp-agent mib-2 ifspeed 64
Router# no snmp-agent mib-2 ifspeed 100
Router# no snmp-agent mib-2 ifspeed

MIB-11 ifSpeed bandwidth

MIB-11 i fSpeed bandwidth
ospf  cost
bandwidth
i fSpeed

ifType

snmp-agent mib-2 iftype {IFTYPE-NUMBER IFTYPE-STRING}
no snmp-agent mib-2 iftype [IFTYPE-NUMBER IFTYPE-STRING]
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IFTYPE-NUMBER MIB-11 ifType
IFTYPE-STRING MIB-11 ifType
ethernetCsmacd ppp GigaEther tunnel

1 65535

MIB-T1 ifType

Administrator

Router# snmp-agent mib-2 iftype 54
Router# snmp-agent mib-2 iftype fastEther
Router# no snmp-agent mib-2 iftype 54

snmp-agent trap-timeout DELAY [TRAP-TYPE]
no snmp-agent trap-timeout [DELAY] [TRAP-TYPE]

DELAY [ ] 0 3600

FAN FAULT O
FAN REST O
IPSEC TUNNEL EARLY-TERM O
IPSEC TUNNEL START O
IPSEC TUNNEL STOP O
ISAKMP TUNNEL START O
ISAKMP TUNNEL STOP 0
LINK-DOWN 1
LINK-UP 3
LOGIN-FAILURE 0
LOGIN-SESSION 0
PORT LINK DOWN O
PORT LINK UP O
POWER FAULT O
POWER REST O
POWER INSERT O
POWER REMOVE O
STARTUP 180
TEMP FAULT O
TEMP REST O
VOLT FAULT O
VOLT REST 0
VRRP AUTH FAIL 0
VRRP NEW MASTER 0
NETWORK-MONITOR WATCH-GROUP STATUS-CHANGE 0
TRAP-TYPE trap
config-mode
config-modified
fan-fault
fan-rest
ipsec tunnel early-term IPsec-SA
ipsec tunnel start IPSec-SA
ipsec tunnel stop [IPSec-SA
isakmp tunnel start [IKE-SA
isakmp tunnel stop IKE-SA
I ink-down
link-up

318



login-session
login-failure
port link-down

port link-up

power-fault
power-rest
power-insert
power-remove

startup cold/warm-start
temp-fault

temp-rest

volt-fault

volt-rest

vrrp auth-fail VRRP
vrrp new-master VRRP

network-monitor watch-group status-change
NetworkMonitor  watch-group
<cr> all

SNMP

Administrator

Router# snmp-agent trap-timeout 100 startup
Router# snmp-agent trap-timeout 100

Router# no snmp-agent trap-timeout 100 startup
Router# no snmp-agent trap-timeout

DELAY 0 I ink-up/down trap
trap

TRAP-TYPE

no TRAP-TYPE

MIB View

snmp-agent view VIEW OID
no snmp-agent view VIEW OID

VIEW MIB View
30

oID ID

MIB View ID

Administrator

Router# snmp-agent view public v 1.3.6.1.2.1
Router# no snmp-agent view public v 1.3.6.1.2.1

ID 253
View MIB View

show snmp-agent community [ip } ipv6] [COMMUNITY NAME]
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ip IPv4
ipv6 1Pv6
COMMUNITY_NAME

ip/ipv6

Administrator/Operator/Monitor

Router# show snmp-agent community

Router# show snmp-agent community ip

Router# show snmp-agent community ip public
Router# show snmp-agent community ipvé
Router# show snmp-agent community ipv6 public

MIB

show snmp-agent statistics

MIB SNMP

Administrator/Operator/Monitor

Router# show snmp-agent statistics

clear snmp-agent statistics

SNMPv1

Administrator/Operator/Monitor

Router# clear snmp-agent statistics
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2.19.

2.19.1.

match interface 322
match ip address 1Pv4 322
match ip next-hop prefix-list IPvé 322
match ipv6 address 1Pv6 322
match ipv6 next-hop prefix-list IPv6 323
match metric 323
match tag 323
route-map 323
set as-path prepend BGP AS AS(s) 324
set default interface 324
set interface 324
set ip default next-hop 1Pv4 325
set ip next-hop 1Pv4 325
set ipv6 default next-hop 1Pv6 325
set ipv6 next-hop 1Pv6 325
set local-preference BGP 325
set metric 326
set metric-type 326
set origin BGP 326
set tag 326
show route-map 327
clear route-map 327
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match interface INTERFACE
no match interface [INTERFACE]

INTERFACE

Administrator

Router# match interface GigaEthernet0.0
Router# no match interface

1Pv4

match ip address {access-list ACCESS-LIST } prefix-list PREFIX-LIST}
no match ip address {access-list [ACCESS-LIST] | prefix-list
[PREFIX-LIST]}

ACCESS-LIST
16
PREFIX-LIST
32

Administrator

Router# match ip address access-list pcl00
Router# match ip address prefix-list localnet
Router# no match ip address access-list
Router# no match ip address prefix-list

1Pv4

match ip next-hop prefix-list PREFIX-LIST
no match ip next-hop prefix-list [PREFIX-LIST]

PREFIX-LIST 32

Administrator

Router# match ip next-hop prefix-list list2
Router# no match ip next-hop prefix-list

IPv6

match ipv6 address {access-list ACCESS-LIST } prefix-list [PREFIX-LIST]
no match ipv6 address {access-list [ACCESS-LIST] | prefix-list
[PREFIX-LIST]}

ACCESS-LIST
16
PREFIX-LIST
32
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Administrator

Router# match ipv6 address access-list list2
Router# no match ipv6 address prefix-list

IPv6

match ipv6 next-hop prefix-list PREFIX-LIST
no match ipv6 next-hop prefix-list [PREFIX-LIST]

PREFIX-LIST

32

Administrator

Router# match ipv6 next-hop prefix-list list2
Router# no match ipv6 next-hop prefix-list

match metric METRIC
no match metric [METRIC]

METRIC

0 4294967295

RIP

Administrator

Router# match metric 5
Router# no match metric

match tag TAG
no match tag [TAG]

TAG

0 4294967295

RIP

Administrator

Router# match tag 200
Router# no match tag

route-map ROUTE-MAP-NAME [permit | deny] [SEQUENCE]
no route-map ROUTE-MAP-NAME [permit } deny] [SEQUENCE]

ROUTE-MAP-NAME
permit match
deny match
SEQUENCE

31

0 65535
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set

set match

match

Administrator

Router# route-map map permit 10
Router# no route-map map permit 10

BGP

AS

AS(s)

set as-path prepend [ASs]
no set as-path prepend [ASs]

ASs AS 1 65535
BGP AS-PATH AS
Administrator

Router# set as-path prepend 2000 2000 2000
Router# no set as-path prepend

set default interface INTERFACE
no set default interface [INTERFACE]

INTERFACE

Administrator

Router# set default interface GigaEthernet0.2
Router# no set default interface

set interface INTERFACE
no set interface [INTERFACE]

INTERFACE

set
set interface
set ip/ipv6 next-hop
set default interface
set ip/ipv6 default next-hop

interface
next-hop
2

Administrator

Router# set interface GigaEthernet0.1
Router# no set interface
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1Pv4

set ip default next-hop NEXTHOP
no set ip default next-hop [NEXTHOP]

NEXTHOP 1Pv4

Administrator

Router# set ip default next-hop 192.168.1.254
Router# no set ip default next-hop 192.168.1.254

1Pv4
set ip next-hop NEXTHOP
no set ip next-hop [NEXTHOP]
NEXTHOP 1Pv4
Administrator
Router# set ip next-hop 192.168.1.254
Router# no set ip next-hop 192.168.1.254
1Pv6
set ipv6 default next-hop NEXTHOP
no set ipv6 default next-hop [NEXTHOP]
NEXTHOP 1Pv6
Administrator
Router# set ipv6 default next-hop 5ffe 1
Router# set ipv6 default next-hop fe80 1%GigaEthernet0.0
Router# no set ipv6 default next-hop
IPv6
set ipv6 next-hop NEXTHOP
no set ipv6 next-hop [NEXTHOP]
NEXTHOP 1Pv6
Administrator
Router# set ipv6 next-hop 5ffe 1
Router# set ipv6 next-hop fe80 1%GigaEthernet0.0
Router# no set ipv6 next-hop
BGP

set local-preference LOCPREF
no set local-preference [LOCPREF]

LOCPREF

0 4294967295

BGP
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Administrator

Router# set local-preference 2000
Router# no set local-preference

set metric METRIC
no set metric [METRIC]

METRIC

0 4294967295 +/-0 4294967295

RIP

Administrator

Router# set metric 4
Router# no set metric

set metric-type {type-1 } type-2}
no set metric-type {type-1 | type-2}

type-1 OSPF External Type-1
type-2 OSPF External Type-2

Administrator

Router# set metric-type type-1
Router# no set metric-type type-2

GP

set origin {igp } incomplete}
no set origin {igp } incomplete}

igp IGP
incomplete INCOMPLET

E

BGP

Administrator

Router# set origin igp
Router# no set origin igp

set tag TAG
no set tag [TAG]

TAG 0 429496

7295

RIP

Administrator

Router# set tag 30
Router# no set tag
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show route-map

Administrator/Operator/Monitor

Router# show route-map

clear route-map [ROUTE-MAP-NAME]

ROUTE-MAP-NAME 31

Administrator

Router# clear route-map ntt
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2.19.2. IPV4

ip prefix-list 1Pv4 329
show ip prefix-list 1Pv4 329
clear ip prefix-list 1Pv4 329
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1Pv4

ip prefix-list NAME SEQ-NUMBER ACCESS-TYPE {any } PREFIX/PREFIX-LEN
[min MIN-PREFIX-LEN] [max MAX-PREFIX-LEN]}
no ip prefix-list NAME SEQ-NUMBER [ACCESS-TYPE] [any } PREFIX/PREFIX-LEN
[min MIN-PREFIX-LEN] [max MAX-PREFIX-LEN]]
NAME
1 31
SEQ-NUMBER 1 65535
ACCESS-TYPE
permit
deny
PREFIX
1Pv4
any 1Pv4
0.0.0.0/0 min O max 32
any min  max
PREFIX-LEN 0 32
MIN-PREFIX-LEN 0 32
MAX-PREFIX-LEN 0 32
Administrator
Router# ip prefix-list ipv4-001 100 permit 10.11.0.0/16 min 20 max 24
Router# no prefix-list ipv4-001 100

1Pv4
show ip prefix-list [NAME]
NAME
1 31
Administrator/Operator/Monitor
Router# show ip prefix-list ipv4-001
1Pv4

clear ip prefix-list NAME

NAME
1 31

Administrator/Operator/Monitor

Router# clear ip prefix-list ipv4-001

329



2.19.3. IPv6

ipv6 prefix-list 1Pv6 331
show ipv6 prefix-list 1Pv6 331
clear ipv6 prefix-list 1Pv6 331
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IPv6

ipv6 prefix-list NAME SEQ-NUMBER ACCESS-TYPE {any ; PREFIX/PREFIX-LEN
[min MIN-PREFIX-LEN] [max MAX-PREFIX-LEN]}
no ipv6 prefix-list NAME SEQ-NUMBER [ACCESS-TYPE] [any |}
PREFIX/PREFIX-LEN [min MIN-PREFIX-LEN] [max MAX-PREFIX-LEN]]
NAME
1 31
SEQ-NUMBER 1 65535
ACCESS-TYPE
permit
deny
PREFIX
1Pv6
any 1PVv6
/0 min 0 max 128
any min  max
PREFIX-LEN 0 128
MIN-PREFIX-LEN 0 128
MAX-PREFIX-LEN 0 128
Administrator
Router# ipv6 prefix-list ipv6-001 65535 permit any
Router# no ipv6 prefix-list ipv6-001 65535

1Pv6
show ipv6 prefix-list [NAME]
NAME
. 1 31
Administrator/Operator/Monitor
Router# show ipv6 prefix-list ipv6-001
1Pv6

clear ipv6 prefix-list NAME

NAME
1 31

Administrator/Operator/Monitor

Router# clear ipv6 prefix-list ipv6-001
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2.20.

2.20.1. IPV4

ip access-list 1Pv4 333
. . 1Pv4

ip access-list cache 335
ip access-list disregard-case dns 1Pv4 DNS 336
negative-cache

ip access-list dynamic 1Pv4 336
ip access-list dynamic cache IPva 337
ip access-list dynamic timer IPva 337
show ip access-list 1Pv4 338
show ip access-list cache 1Pv4 338
show ip access-list dynamic 1Pv4 339
clear ip access-list cache 1Pv4 339
clear ip access-list dynamic 1Pv4

- 339
hit-count
clear ip access-list hit-count 1Pv4 339
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1Pv4

ip access-list ACCESS-LIST-NAME TYPE {PROTOCOL } ip | udp } icmp [[type
ICMP-TYPE [code ICMP-CODE]] |} ICMP-MESSAGE] |} tcp [FLAGS]} src
{{SRC-ADDRESS [WILDCARD-BITS]} } DOMAIN-NAME } any}} } {src-domain
DOMAIN-NAME}} [sport {operator SRC-PORT |} range MIN-SRC-PORT
MAX-SRC-PORT} } any] dest {{DEST-ADDRESS [WILDCARD-BITS]} ; DOMAIN-NAME
1 any}} | {dest-domain DOMAIN-NAME}} [dport {operator DEST-PORT | range
MIN-DEST-PORT MAX-DEST-PORT} } any] {[tos TOS] [precedence PRECEDENCE]
| [dscp DSCP] | fragments}

no ip access-list ACCESS-LIST-NAME [TYPE {PROTOCOL | ip | udp } icmp
[[type ICMP-TYPE [code ICMP-CODE]] } ICMP-MESSAGE] ; tcp [FLAGS]} src
{{SRC-ADDRESS [WILDCARD-BITS]} | DOMAIN-NAME | any} [sport {operator
SRC-PORT } range MIN-SRC-PORT MAX-SRC-PORT} | any] dest {{DEST-ADDRESS
[WILDCARD-BITS]} | DOMAIN-NAME | any} [dport {operator DEST-PORT } range
MIN-DEST-PORT MAX-DEST-PORT} } any] {[tos TOS] [precedence PRECEDENCE]
! [dscp DSCP]} i fragments]

ACCESS-LIST-NAME
15
TYPE
permit deny
PROTOCOL
tcp TCP
udp UDP
icnp ICMP
protocol number 1 255
ip 1Pv4
SRC-ADDRESS 1Pv4
1Pv4
1Pv4 0 32
any 1Pv4
DEST-ADDRESS 1Pv4
1Pv4
1Pv4 0 32
any 1Pv4
DOMAIN-NAME
FQDN host.ntt.co. jp
.ntt.co.jp
WILDCARD-BITS
1PV4
SRC-ADDRESS DEST-ADDRESS ~ WILDCARD-BITS

<operator>
PROTOCOL tcp/udp
It (less than)
gt (greater than)
eq (equal)
neq (not equal)
range
range MIN-PORT MAX-PORT
MAX-SRC-PORT range
1 65535
PROTOCOL tcp/udp
DEST-PORT 1 65535
PROTOCOL tcp/udp
any
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MIN-DEST-PORT range
1 65535
PROTOCOL tcp/udp
MAX-DEST-PORT range

1 65535
PROTOCOL tcp/udp
FLAGS TCP
PROTOCOL tcp
* ack
* fin
* psh
* rst
* syn
* urg
* established
ACK RST
TOS type of service
0 15
min-delay
max-throughput
max-reliability
min-monetary-cost
normal
PRECEDENCE precedence
0 7
critical CRITIC/ECP
flash
flash-override
immediate
internet
network
priority
routine
DSCP dscp 0 63
FRAGMENTS fragments
* PROTOCOL icmp
ICMP-TYPE ICMP type 0 255
ICMP-CODE  ICMP code 0 255

ICMP-MESSAGE  ICMP

* administratively-prohibited
dod-host-prohibited
dod-net-prohibited
echo
echo-reply
general-parameter-problem
host-isolated
host-precedence-unreachable
host-redirect
host-tos-redirect
host-tos-unreachable
host-unknown
host-unreachable
information-reply
information-request
mask-reply
mask-request
net-redirect

%k ok ok ok o X % 3k 3 ok X X X % % ok

ON
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net-tos-redirect
net-tos-unreachable
net-unreachable
network-unknown
option-missing
packet-too-big
parameter-problem
port-unreachable
precedence-unreachable
protocol-unreachable
reassembly-timeout
redirect
router-advertisement
router-solicitation
source-quench
source-route-failed
time-exceeded
timestamp-reply
timestamp-request
ttl-exceeded
unreachable

% ok ok ok ok X X 3k ok ok ok X X X 3k 3k ok F X

Administrator

Router# ip access-list 20 permit ip src 5.5.5.0/24 dest any

Router# ip access-list 20 permit ip src 5.5.5.0 0.0.0.255 dest any tos
normal

Router# ip access-list rulel deny icmp port-unreachable src any dest any

Router# ip access-list rule2 deny tcp src any sport range 67 100 dest
any dport any

Router# ip access-list rule3 deny udp src any sport range 20 200 dest
any dport eq 30

Router# ip access-list rule4 deny icmp type 3 code 0 src 172.28.52.131/32
dest 172.28.52.133/32

Router# ip access-list acll permit ip src hostl.ntt.co.jp dest any

Router# ip access-list acl2 permit ip src *.ntt.co.jp dest any

src DOMAIN-NAME dest DOMAIN-NAME
src-domain DOMAIN-NAME dest-domain DOMAIN-NAME

1Pv4

ip access-list cache [CACHE-SIZE]
no ip access-list cache

CACHE-SIZE 1 65535

no

CACHE-SIZE 8192

Administrator

Router# ip access-list cache 2048
Router# no ip access-list cache
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1Pv4 DNS

ip access-list disregard-case dns negative-cache

ACL DNS
ACL ACL

DNS
ACL

Administrator

Router# ip access-list disregard-case dns negative-cache
Router# no ip access-list disregard-case dns negative-cache

DNS CNAME
DNS ACL

1Pv4

ip access-list dynamic DYNAMIC-ACCESS-LIST-NAME {PROTOCOL src [PORT]
{{SRC-ADDRESS [WILDCARD-BITS]} } any dest {{DEST-ADDRESS
[WILDCARD-BITS]} | any}} i {access ACCESS-LIST-NAME [in ACCESS
-LIST-NAME out ACCESS-LIST-NAME]}

no ip access-list dynamic DYNAMIC-ACCESS-LIST-NAME {PROTOCOL [PORT] src
{{SRC-ADDRESS [WILDCARD-BITS]} } any dest {{DEST-ADDRESS
[WILDCARD-BITS]} | any}} i {access ACCESS-LIST-NAME [in ACCESS
-LIST-NAME out ACCESS-LIST-NAME]}

DYNAMIC-ACCESS-LIST-NAME
15
PROTOCOL
ftp FTP
tftp TFTP
http HTTP
dns DNS
telnet TELNET
sip SIP
PORT 0 65535
ftp tftp sip

ALG sip  SIP-ALG

SRC-ADDRESS 1Pv4
1Pv4
1Pv4 0 32
any 1Pv4
DEST-ADDRESS 1Pv4
1Pv4
1Pv4 0 32
any 1Pv4
WILDCARD-BITS
1PV4
SRC-ADDRESS DEST-ADDRESS ~ WILDCARD-BITS

ACCESS-LIST-NAME
15
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IP

ICMP

in out

access in out
in out
permit/deny tos/tc/precedence
/dscp
tos/tc/precedence/dscp deny

Administrator

Router# ip access-list dynamic dynamicl ftp src 192.168.0.0/24 dest any

Router# ip access-list dynamic dynamicl ftp src 192.0.10.0 255.0.255.0
dest any

Router# ip access-list dynamic dynamicl ftp 1021 src any dest
10.0.0.254/32

Router# ip access-list dynamic dynamic2 access static2

Router# ip access-list dynamic dynamic3 access static3-1

Router# in static3-2 out static3-3

Router# no ip access-list dynamic dynamicl

Router# no ip access-list dynamic dynamicl ftp src 192.168.0.0/24 dest
any

Router# no ip access-list dynamic dynamic2 access static?

1Pv4

ip access-list dynamic cache [CACHE-SIZE]
no ip access-list dynamic cache

CACHE-SIZE 1 65535

no

CACHE-SIZE 8192

Administrator

Router# ip access-list dynamic cache 2048
Router# no ip access-list dynamic cache

1Pv4

ip access-list dynamic timer TIMER-TYPE TIME
no ip access-list dynamic timer [TIMER-TYPE]
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TIMER-TYPE
tcp-syn-timeout SYN

tcp-fin-timeout FIN

tcp-idle-time TCP
udp-idle-time UDP
dns-timeout DNS

icmp-timeout ICMP

global-timeout

TIME [ ] 0 259200

no

tcp-syn-timeout 30
tcp-fin-timeout 5
tcp-idle-time 300
udp-idle-time 30
dns-timeout 30
icmp-timeout 30
global-timeout 60

Administrator

Router# ip access-list dynamic timer tcp-syn-timeout 10
Router# no ip access-list dynamic timer tcp-syn-timeout
Router# no ip access-list dynamic timer

1Pv4

show ip access-list JACCESS-LIST-NAME]

ACCESS-LIST-NAME
15

ACCESS-LIST-NAME
ACCESS-L IST-NAME

Administrator/Operator/Monitor

Router# show ip access-list
Router# show ip access-list 300

1Pv4

show ip access-list cache

Administrator/Operator/Monitor
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Router# show ip access-list cache

1Pv4

show ip access-list dynamic [DYNAMIC-ACCESS-LIST-NAME]

DYNAMIC-ACCESS-LIST-NAME
15

DYNAMIC-ACCESS-LIST-NAME

DYNAMIC-ACCESS-LIST-NAME

Administrator/Operator/Monitor

Router# show ip access-list dynamic dynamicl

1Pv4

clear ip access-list cache

Administrator/Operator/Monitor

Router# clear ip access-list cache

1Pv4

clear ip access-list dynamic hit-count [DYNAMIC-ACCESS-LIST-NAME]

DYNAMIC-ACCESS-LIST-NAME
15

DYNAMIC-ACCESS-LIST-NAME

Administrator/Operator/Monitor

Router# clear ip access-list dynamic hit-count 3000

1Pv4

clear ip access-list hit-count [ACCESS-LIST-NAME]

ACCESS-LIST-NAME
15

ACCESS-LIST-NAME

Administrator/Operator/Monitor

Router# clear ip access-list hit-count 3000
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2.20.2. IPv6

ipv6 access-list 1Pv6 341
ipv6 access-list cache IPv6 344
ipv6 access-list disregard-case dns | IPv6 DNS 344
negative-cache

ipv6 access-list dynamic 1Pv6 344
ipv6 access-list dynamic cache IPv6 345
ipv6 access-list dynamic timer IPv6 346
show ipv6 access-list 1Pv6 346
show ipv6 access-list cache 1Pv6 346
show ipv6 access-list dynamic 1Pv6 347
clear ipv6 access-list cache 1Pv6 347
clear ipv6 access-list dynamic 1Pv6

- 347
hit-count
clear ipv6 access-list hit-count 1Pv6 347
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IPv6

ipv6 access-list ACCESS-LIST-NAME TYPE {PROTOCOL | ip j udp } icmp [[type
ICMP-TYPE [code ICMP-CODE]] ; ICMP-MESSAGE] | tcp [FLAGS] } {{src
{SRC-ADDRESS } DOMAIN-NAME } any}} i {src-domain DOMAIN-NAME}} [sport
{operator SRC-PORT } range MIN-SRC-PORT MAX-SRC-PORT} | any] {{dest
{DEST-ADDRESS ; DOMAIN-NAME } any}} | {dest-domain DOMAIN-NAME}}
[dport {operator DEST-PORT } range MIN-DEST-PORT MAX-DEST-PORT} | any]
{[tc TRAFFIC-CLASS] [precedence PRECEDENCE] } [dscp DSCP] § fragments}

no ipv6 access-list ACCESS-LIST-NAME [TYPE {PROTOCOL § ip | udp } icmp
[[type ICMP-TYPE [code ICMP-CODE]] i ICMP-MESSAGE] } tcp [FLAGS] }
{{src {SRC-ADDRESS } DOMAIN-NAME } any}} } {src-domain DOMAIN-NAME}}
[sport {operator SRC-PORT } range MIN-SRC-PORT MAX-SRC-PORT} § any]
{{dest {DEST-ADDRESS } DOMAIN-NAME } any}} } {dest-domain
DOMAIN-NAME}} [dport {operator DEST-PORT } range MIN-DEST-PORT
MAX-DEST-PORT} } any] {[tc TRAFFIC-CLASS] [precedence PRECEDENCE] }
[dscp DSCP]} | fragments]
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ACCESS-LIST-NAME

15
TYPE permit deny
PROTOCOL
tcp TCP
udp UDP
icnp ICMP
protocol number 1 255
ip IPv6
SRC-ADDRESS 1Pv6
1Pv6 0 128
any 1PVv6
DEST-ADDRESS 1Pv6
1Pv6 0 128
any 1PVv6
DOMAIN-NAME
FQDN host.ntt.co.jp
.ntt.co.jp
<operator>
PROTOCOL tcp/udp
It (less than)
gt (greater than)
eq (equal)
neq (not equal)
range

range MIN-PORT MAX-PORT
SRC-PORT 1 65535
PROTOCOL tcp/udp
any

It(less than) gt(greater than) eq(equal) neq(not equal)
MIN-SRC-PORT range
1 65535
PROTOCOL tcp/udp
MAX-SRC-PORT range
1 65535
PROTOCOL tcp/udp
DEST-PORT 1 65535
PROTOCOL tcp/udp
any

It(less than) gt(greater than) eq(equal) neq (not equal)
MIN-DEST-PORT range
1 65535
PROTOCOL tcp/udp
MAX-DEST-PORT range
1 65535
PROTOCOL tcp/udp
FLAGS TCP
PROTOCOL tcp
* ack
fin
psh
rst
syn
urg
established
ACK RST ON

% ok ok o X
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TRAFFIC-CLASS traffic-class
min-delay
max-throughput
max-reliability
min-monetary-cost

normal
PRECEDENCE precedence 0 7
critical CRITIC/ECP
flash
flash-override
immediate
internet
network
priority
routine
DSCP dscp 0 63
FRAGMENTS fragments
* PROTOCOL icmp
ICMP-TYPE ICMP type 0 255
I1CMP-CODE ICMP code 0 255

1CMP-MESSAGE ICMP

* address-unreachable
administratively-prohibited
beyond-scope
echo
echo-reply
group-membership-query
group-membership-report
group-membership-report-v2
group-membership-termination
header-field-error
hop-limit-exceeded
ipv6-option-unrecognized
neighbor-advertisement
neighbor-solicitation
next-header-unrecognized
no-route
packet-too-big
parameter-problem
port-unreachable
reassembly-timeout
redirect
router-advertisement
router-solicitation
time-exceeded
unreachable

o S N B TR T R R N R R S SR A S R N B R R S R R

0

Administrator
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Router# ipv6 access-list 1400 permit icmp timestamp-reply src fe
0/64 sport eq 23 dest any

Router# ipv6 access-list rulel permit udp src any sport eq 23 dest fe
0/64

Router# ipv6 access-list rule2 permit tcp src any sport gt 10 dest fe
0/64

Router# ipv6 access-list rule3 permit tcp established src any sport gt
10 dest fe 0/64

src  DOMAIN-NAME dest DOMAIN-NAME
src-domain DOMAIN-NAME dest-domain DOMAIN- NAME

1Pv6

ipv6 access-list cache [CACHE-SIZE]

no ipv6 access-list cache

CACHE-SIZE 1 65535

no

CACHE-SIZE 8192

Administrator

Router# ipv6 access-list cache 2048

Router# no ipv6 access-list cache
1Pv6 DNS

ipv6 access-list disregard-case dns negative-cache

ACL DNS

ACL ACL
DNS
ACL

Administrator

Router# ipv6 access-list disregard-case dns negative-cache

no ipv6 access-list disregard-case dns negative-cache

DNS CNAME
DNS ACL

1Pv6

ipv6 access-list dynamic DYNAMIC-ACCESS-LIST-NAME {PROTOCOL src
{SRC-ADDRESS}any} dest {DEST-ADDRESSjany} } access ACCESS-LIST-NAME
[in ACCESS-LIST-NAME out ACCESS-LIST-NAME]}

no ipv6 access-list dynamic DYNAMIC-ACCESS-LIST-NAME [{PROTOCOL src
{SRC-ADDRESS}any} dest {DEST-ADDRESSjany} } access ACCESS-LIST-NAME
[in ACCESS-LIST-NAME out ACCESS-LIST-NAME]}]
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DYNAMIC-ACCESS-LIST-NAME
15
PROTOCOL
ftp FTP
tftp TFTP
http HTTP
dns DNS
telnet TELNET
sip SIP
SRC-ADDRESS 1Pv6
1Pv6 0 128
any 1Pv6
DEST-ADDRESS 1Pv6
1Pv6 0 128
any 1Pv6
ACCESS-LIST-NAME
15

ICMP
in out

in out
in out

permit/deny
/dscp
tos/tc/ precedence /dscp

IP

access

tos/tc/precedence

deny

Administrator

Router# ipv6 access-list dynamic dynamicl telnet src

3ffe 501 ffff ff03 0/64 dest any

Router# ipv6 access-list dynamic dynamic2 access static2
Router# ipv6 access-list dynamic dynamic3 access static3-1 in static3-2

out static3-3
Router# no ipv6 access-list dynamic dynamic2
Router# no ipv6 access-list dynamic dynamic3

Router# no ipv6 access-list dynamic dynamic3 access static3-1 in

static3-2 out static3-3

IPv6

ipv6 access-list dynamic cache [CACHE-SIZE]
no ipv6 access-list dynamic cache

CACHE-SIZE 1 65535

no

CACHE-SIZE 8192

Administrator
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Router# ipv6 access-list dynamic cache 2048
Router# no ipv6 access-list dynamic cache

IPv6

ipv6 access-list dynamic timer TIMER-TYPE TIME
no ipv6 access-list dynamic timer [TIMER-TYPE]

TIMER-TYPE
tcp-syn-timeout SYN

tcp-fin-timeout FIN

tcp-idle-time TCP
udp-idle-time UDP
dns-timeout DNS

icmp-timeout ICMP

global-timeout

TIME [ ] 0 259200

no

tcp-syn-timeout 30
tcp-fin-timeout 5
tcp-idle-time 300
udp-idle-time 30
dns-timeout 30
icmp-timeout 30
global-timeout 60

Administrator

Router# ipv6 access-list dynamic timer tcp-syn-timeout 10
Router# no ipv6 access-list dynamic timer tcp-syn-timeout
Router# no ipv6 access-list dynamic timer

IPv6

show ipv6 access-list JACCESS-LIST-NAME]

ACCESS-LIST-NAME
15

ACCESS-LIST-NAME
ACCESS-L IST-NAME

Administrator/Operator/Monitor

Router# show ipv6 access-list
Router# show ipv6 access-list 300

IPv6

show ipv6 access-list cache

346



Administrator/Operator/Monitor

Router# show ipv6 access-list cache

IPv6

show ipv6 access-list dynamic [DYNAMIC-ACCESS-LIST-NAME]

DYNAMIC-ACCESS-LIST-NAME
15

DYNAMIC-ACCESS-LIST-NAME

DYNAMIC-ACCESS-LIST-NAME

Administrator/Operator/Monitor

Router# show ipv6 access-list dynamic dynamicl

IPv6

clear ipv6 access-list cache

Administrator/Operator/Monitor

Router# clear ipv6 access-list cache

IPv6

clear ipv6 access-list dynamic hit-count [DYNAMIC-ACCESS-LIST-NAME]

DYNAMIC-ACCESS-LIST-NAME
15

DYNAMIC-ACCESS-LIST-NAME

Administrator/Operator/Monitor

Router# clear ipv6 access-list dynamic hit-count 3000

IPv6

clear ipv6 access-list hit-count [ACCESS-LIST-NAME]

ACCESS-LIST-NAME
15

ACCESS-LIST-NAME
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Administrator/Operator/Monitor

Router# clear ipv6 access-list hit-count 3000

348



2.20.3. MAC

access-list MAC 350
access-list cache MAC 350
show access-list MAC 351
show access-list cache MAC 351
clear access-list cache MAC 351
clear access-list hit-count MAC 351
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MAC

access-list ACCESS-LIST-NAME TYPE src {{SRC-MAC-ADDRESS
[WILDCARD-BITS]} } any} dest {{DEST-MAC-ADDRESS [WILDCARD-BITS]} |
any} [cfi CFI] [cos COS] [offset LENGTH BYTE PATTERN [PATTERN-MASK]]
[type TYPE-CODE [TYPE-MASK]] [vid VID]

no access-list ACCESS-LIST-NAME [TYPE src {{SRC-ADDRESS
[WILDCARD-BITS]} | any}dest {{DEST-ADDRESS [WILDCARD-BITS]} } any}
[cfi CFI] [cos COS] [offset LENGTH BYTE PATTERN [PATTERN-MASK]] [type
TYPE-CODE [TYPE-MASK]] [vid VID]]

ACCESS-LIST-NAME
15

TYPE permit deny
SRC-MAC-ADDRESS MAC

MAC

any MAC
DEST-MAC-ADDRESS MAC

MAC

any MAC
WILDCARD-BITS

MAC

SRC-MAC-ADDRESS DEST-MAC-ADDRESS ~ WILDCARD-BITS
MAC

CFI IEEE 802.1Q CFI 01
COS IEEE 802.1P COS 0 7
LENGTH Ether 0 1500
BYTE 1 4
PATTERN 0 FFFFFFFF
PATTERN-MASK 0 FFFFFFFF
TYPE-CODE Ether Type 50D FFFFI

ip IP or ARP

ipv6 IPv6
TYPE-MASK Type 0000 FFFF
VID IEEE 802.1Q VID 1 4095

Administrator

Router# access-list acll permit src 00 00 4c 64 62 94 dest any
Router# access-list acll permitsrc00 00 4c 64 62 9400 00 00
FF FF FF

dest any
Router# access-list acl2 permit src any dest any type 86dd
Router# access-list acl2 permit src any dest any type ip

MAC

access-list cache [CACHE-SIZE]
no access-list cache

CACHE-SIZE 1 65535

no

CACHE-SIZE 8192
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Administrator
Router# access-list cache 2048
Router# no access-list cache
MAC
show access-list [ACCESS-LIST-NAME]
ACCESS-LIST-NAME
15
ACCESS-LIST-NAME
ACCESS-LIST-NAME
Administrator/Operator/Monitor
Router# show access-list
Router# show access-list 300
MAC
show access-list cache
Administrator/Operator/Monitor
Router# show access-list cache
MAC
clear access-list cache
Administrator
Router# clear access-list cache
MAC
clear access-list hit-count JACCESS-LIST-NAME]
ACCESS-LIST-NAME
15
ACCESS-LIST-NAME
Administrator
Router# clear access-list hit-count acll
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2.21. DNS

2.21.1. DNS
proxy-dns interface DNS 353
proxy-dns server DNS 353
proxy-dns ip enable 1Pv4 DNS 353
proxy-dns ip max-sessions 1Pv4 353
proxy-dns ip query-interval 1Pv4 DNS 354
proxy-dns ip query-response IPv4 DNS 354
proxy-dns ip query-retries I1Pv4 DNS 354
proxy-dns ipv6 enable 1Pv6 DNS 354
proxy-dns ipv6 max-sessions 1Pv6 354
proxy-dns ipv6 query-interval IPv6 DNS 355
proxy-dns ipv6 guery-response IPv6 DNS 355
proxy-dns ipv6 query-retries IPv6 DNS 355
show proxy-dns ip 1Pv4 DNS 355
show proxy-dns ipv6 1Pv6 DNS 356
clear proxy-dns session 356
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DNS

proxy-dns interface INTERFACE [priority PRIORITY | ignore]

INTERFACE DHCP IPCP
PRIORITY 1 254
ignore DNS

DNS
DNS
ignore DNS

PRIORITY 100
CLI1
IPCP

DHCP

Administrator

Router# no proxy-dns interface GigaEthernet0.1

Router# proxy-dns interface GigaEthernet0.1 priority 200
Router# proxy-dns interface GigaEthernet0.0 ignore

DNS

proxy-dns server ADDRESS [priority PRIORITY]
no proxy-dns server ADDRESS [priority PRIORITY]

ADDRESS 1Pv4 1Pv6
PRIORITY 1 254

DNS
DNS PRIORITY

PRIORITY 100

Administrator

Router# proxy-dns server 10.40.100.1
Router# proxy-dns server 10.40.100.2 priority 200
Router# no proxy-dns server 10.40.100.1

1Pv4

NS

proxy-dns ip enable
no proxy-dns ip enable

ProxyDNS for IPv4

Administrator

Router# proxy-dns ip enable
Router# no proxy-dns ip enable

1Pv4

proxy-dns ip max-sessions SESSIONS
no proxy-dns ip max-sessions SESSIONS

SESSIONS 1 254

ProxyDNS 1

SESSIONS 32

Administrator
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Router# proxy-dns ip max-sessions 50
Router# no proxy-dns ip max-sessions 50

DNS 1 DNS
ID DNS
DNS DNS
IPv4 DNS
proxy-dns ip query-interval INTERVAL
no proxy-dns ip query-interval INTERVAL
INTERVAL 1 10
DNS
INTERVAL 5
Administrator
Router# proxy-dns ip query-interval 2
Router# no proxy-dns ip query-interval 2
IPv4 DNS
proxy-dns ip query-response TIME
no proxy-dns ip query-response TIME
TIME 20 180
DNS DNS
TIME 90
Administrator
Router# proxy-dns ip query-response 30
Router# no proxy-dns ip query-response 30
DNS
1Pv4 DNS
proxy-dns ip query-retries RETRY
no proxy-dns ip query-retries RETRY
RETRY 1 10
1 DNS DNS
Administrator
Router# proxy-dns ip query-retries 2
Router# no proxy-dns ip query-retries 2
IPv6 NS
proxy-dns ipv6 enable
no proxy-dns ipvé enable
ProxyDNS for IPv6
Administrator
Router# proxy-dns ipv6 enable
Router# no proxy-dns ipv6 enable
1Pv6
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proxy-dns ipv6 max-sessions SESSIONS
no proxy-dns ipvé max-sessions SESSIONS

SESSIONS 1 254

ProxyDNS 1
DNS 1 DNS
ID DNS
DNS DNS

SESSIONS 32

Administrator

Router# proxy-dns ipv6 max-sessions 50
Router# no proxy-dns ipv6 max-sessions 50

IPv6 DNS

proxy-dns ipv6 query-interval INTERVAL
no proxy-dns ipv6é query-interval INTERVAL

SESSIONS 1 10

DNS

INTERVAL 5

Administrator

Router# proxy-dns ipv6 query-interval 2
Router# no proxy-dns ipv6 query-interval 2

IPv6 DNS

proxy-dns ipv6 query-response TIME
no proxy-dns ipvé query-response TIME

TIME 1 180

DNS DNS

TIME 90

Administrator

Router# proxy-dns ipv6 query-response 30
Router# no proxy-dns ipv6 query-response 30

DNS

IPv6 DNS

proxy-dns ipv6 query-retries RETRY
no proxy-dns ipvé query-retries RETRY

RETRY 1 10

1 DNS DNS

RETRY 4

Administrator

Router# proxy-dns ipv6 query-retries 2
Router# no proxy-dns ipv6 query-retries 2

1Pv4

NS

show proxy-dns ip

1Pv4 DNS DNS

355



Administrator/Operator/Monitor

Router# show proxy-dns ip

IPv6 DNS

show proxy-dns ipv6

IPV6DNS DNS

Administrator/Operator/Monitor

Router# show proxy-dns ipv6

clear proxy-dns session

ProxyDNS

Administrator

Router# clear proxy-dns session
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2.21.2. DNS

dns cache address-database DNS 358
dns cache enable DNS 358
dns cache lifetime DNS 358
dns cache max-records DNS 358
dns ncache lifetime DNS 359
ip name-server DNS (1Pv4) 359
ipv6 name-server DNS (1Pv6) 359
show dns cache DNS 359
clear dns cache DNS 360
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DNS

dns cache address-database [only } not-preferred]

only ACL
DNS PTR
not-preferred ACL DNS
PTR
ACL
DNS PTR
DNS A(AAAA)
ACL
DNS
ACL
DNS PTR
Administrator

Router# dns cache address-database
Router# no dns cache address-database

DNS A(AAAR)

no dns cache address-database
show config
address-database

ProxyDNS DNS

DNS

DNS

dns cache enable
no dns cache enable

DNS

Administrator

Router# dns cache enable
Router# no dns cache enable

DNS

dns cache lifetime TIME
no dns cache lifetime [TIME]

TIME [ 1]

1 7776000

DNS

TIME 2592000

Administrator

Router# dns cache lifetime 86400
Router# no dns cache lifetime 86400

Response TTL
TTL

DNS

dns cache max-records MAX-RECORDS
no dns cache max-records [MAX-RECORDS]

MAX-RECORDS

0 2048

DNS
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MAX-RECORDS 128

Administrator

Router# dns cache max-records 100
Router# no dns cache max-records 100

DNS
dns ncache lifetime TIME
no dns ncache lifetime [TIME]
TIME [ 1 1 7776000
DNS (NODATA  NXDOMAIN)
TIME 300
Administrator
Router# dns ncache lifetime 180
Router# no dns ncache lifetime 180
DNS (IPv4
ip name-server ADDRESS
no ip name-server ADDRESS
ADDRESS DNS
1Pv4
DNS
Administrator
Router# ip name-server 192.168.1.254
Router# no ip name-server 192.168.1.254
DNS (IPv6
ipv6 name-server ADDRESS[%ZONE]
no ipv6 name-server ADDRESS[%ZONE]
ADDRESS DNS
1Pv6
1Pv6 %
%
ZONE
1 31
DNS
Administrator
Router# ipv6 name-server ff02 1%GigaEthernet0.0
Router# no ipv6 name-server 3ffe 1
DNS

show dns cache [address-database]

address-database DNS
DNS

DNS

359



Administrator

Router# show dns cache
Router# show dns cache address-database

DNS

clear dns cache [address-database]

address-database DNS
DNS

DNS

Administrator/Operator/Monitor

Router# clear dns cache
Router# clear dns cache address-database
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2.22. NTP SNTP

ntp interval NTP 362
ntp ip access-list NTP IPv4 362
ntp ip enable NTP IPv4 362
ntp ipv6 access-list NTP IPv6 362
ntp ipv6 enable NTP IPv6 362
ntp master NTP 363
ntp retry NTP 363
ntp server NTP 363
ntp source NTP 364
show ntp NTP 364
clear ntp NTP 364
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NTP

ntp interval POLL-INTERVAL

no ntp interval [POLL-INTERVAL]

POLL-INTERVAL [ ] 16 999999
NTP
Administrator
Router# ntp interval 3600
Router# no ntp interval 3600
ntp server timeout

NTP IPv4

ntp ip access-list ACCESSLIST
no ntp ip access-list ACCESSLIST

ACCESSLIST

NTP

Administrator

Router# ntp ip access-list ntpl01
Router# no ntp ip access-list ntpl01

NTP

NTP IPv4

ntp ip enable
no ntp ip enable

NTP

Administrator

Router# ntp ip enable

Router# no ntp ip enable

NTP_ 1Pv6

ntp ipv6 access-list ACCESSLIST

no ntp ipv6 access-list ACCESSLIST

ACCESSLIST

NTP

Administrator

Router# ntp ipv6 access-list ntpl0l
Router# no ntp ipv6 access-list ntpl01

NTP

NTP 1Pv6

ntp ipv6 enable
no ntp ipv6 enable

NTP

Administrator
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Router# ntp ipv6 enable
Router# no ntp ipv6 enable

NTP

ntp master [STRATUM]
no ntp master [STRATUM]

STRATUM 1 255 8

Administrator

Router# ntp master
Router# no ntp master

NTP
NTP

NTP

ntp retry RETRY-COUNTS
no ntp retry RETRY-COUNTS

RETRY-COUNTS 1 255

NTP

Administrator

Router# ntp retry 10
Router# no ntp retry 10

ntp server

NTP

ntp server {ADDRESS}dhcpv6} [retry RETRY] [version VERSION] [timeout
TIMEOUT] [source INTERFACE] [priority PRIORITY]

no ntp server {ADDRESS}dhcpv6} [retry RETRY] [version VERSION] [timeout
TIMEOUT] [source INTERFACE] [priority PRIORITY]

ADDRESS NTP
dhcpvé DHCPV6 NTP NTP

RETRY 1 255

VERSION 1 4

TIMEOUT [ 1 1 1024
INTERFACE

PRIORITY 1 255

NTP NTP

RETRY 0
VERSION 3
TIMEOUT 64
PRIORITY 1

Administrator

Router# ntp server 10.1.2.3 timeout 128 source GigaEthernet0.0
Router# no ntp server 10.1.2.3 timeout 128 source GigaEthernet0.0

NTP ntp source
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NTP

ntp source INTERFACE
no ntp source INTERFACE

INTERFACE

NTP

Administrator

Router# ntp source GigaEthernet0.0
Router# no ntp source GigaEthernet0.0

ntp server

NTP

show ntp

NTP

Administrator/Operator/Monitor

Router# show ntp

NTP

clear ntp

NTP

Administrator/Operator/Monitor

Router# clear ntp

364



2.23. HTTP

http-server ip access-list 1Pv4 366
http-server ip enable http 366
http-server ip port 366
http-server terminal timeout 366
http-server upload-limit 366
http-server username 367
webcon remote-1lan 367
webcon upload-refresh 367
show http-server / 367
clear http-server statistics 368
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1Pv4

http-server ip access-list ACCESSLIST NAME
no http-server ip access-list [ACCESSLIST NAME]

ACCESSLIST_NAME

http

Administrator

Router# http-server ip access-list LIST1
Router# no http-server ip access-list LIST1

http

http-server ip enable
no http-server ip enable

WebConsole http

Administrator

Router# http-server ip enable
Router# no http-server ip enable

http-server ip port PORT
no http-server ip port [PORT]

PORT 1 65535

http TCP

80 (World Wide Web HTTP)

Administrator

Router# http-server ip port 8080
Router# no http-server ip port 8080

http-server terminal timeout TIME
no http-server terminal timeout [TIME]

TIME [ ] 0 60

WebConsole
0

TIME O

Administrator

Router# http-server terminal timeout 3
Router# no http-server terminal timeout

WebConsole

http-server upload-limit SIZE
no http-server upload-limit [SIZE]

SIZE [Mbyte] 3 10

SIZE 5
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Administrator

Router# http-server upload-limit 3
Router# no http-server upload-linmit

http-server username USER-NAME
no http-server username USER-NAME

USER-NAME 1 16

WebConsole

Administrator

Router# http-server username ntt-user
Router# no http-server username ntt-user

WebConsole

webcon remote-lan ADDRESS/MASKLENGTH INTERFACE
no webcon remote-lan ADDRESS/MASKLENGTH INTERFACE

ADDRESS

1Pv4
MASKLENGTH 0 32
INTERFACE

WebConsole LAN

Administrator

Router# webcon remote-lan 192.168.4.0/24 Tunnel0.0
Router# no webcon remote-lan 192.168.4.0/24 Tunnel0.0

WebConsole VPN LAN

WebConsole

webcon upload-refresh TIME
no webcon upload-refresh TIME

TINE [ ] 0 600

WebConsole

TIME 30

Administrator

Router# webcon upload-refresh 60
Router# no webcon upload-refresh

show http-server [detail]

detail

Administrator/Operator/Monitor
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Router# show http-server
Router# show http-server detail

clear http-server statistics

Administrator/Operator/Monitor

Router# clear http-server statistics
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2.24.

2.24.1.
license 370
show license 370
erase license 370

369




license

license

10

Administrator

Router# license

show license

Administrator

Router# show license

erase license

erase license

Administrator

Router# erase license
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2.24 2.

b 372
bm 372
cc 372
dc 372
rc 372
rm MAC 372
rs 373
sa SMFv2 373
SC 373
uc 373
ver 373
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Administrator

Router# b

bm

TFTP

Administrator

Router# bm

CcC

Administrator

Router# cc

dc

Administrator

Router# dc

rc

GMT
GMT

Administrator

Router# rc

MAC

rm
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MAC

Administrator

Router# rm

rs

Administrator

Router# rs

sc DATE TIME

DATE yyyy/mm/dd
TIME HH MM SS

GMT
GMT

Administrator

Router# sc 2011/07/0112 12 34 56

uc

Administrator

Router# uc

ver [detail]

detail

Administrator

Router# ver
Router# ver detail
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2.24 3.

boot entry flash 375
boot source-address 375
copy 375
erase 376
tftp TFTP 376
show flash FLASH 377
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boot entry flash PROGRAM | REMOTE-HOST PROGRAM [GATEWAY TIMEOUT]
no boot entry flash PROGRAM } REMOTE-HOST PROGRAM [GATEWAY TIMEOUT]

PROGRAM

REMOTE-HOST 1P

GATEWAY gateway IPv4

TIMEOUT [ 1 1 180

FLASH TFTP

boot entry flash flash
boot

GATEWAY 0.0.0.0 [ 1

TIMEOUT 10

Administrator

Router# boot entry flash N800.ldc

Router# boot entry 192.168.47.10 loads/N800.ldc 192.168.50.20 3
Router# boot entry flash

Router# no boot entry flash N80O0.ldc

Router# no boot entry 192.168.47.10 loads/N800.ldc 192.168.50.20 3
Router# no boot entry flash

TFTP next hop IP

rap

boot source-address INTERFACE ADDRESS/MASK-LEN
no boot source-address INTERFACE ADDRESS/MASK-LEN

INTERFACE
Ether
ADDRESS IP 1Pv4
MASK-LEN
IP
Administrator

Router# boot source-address GigaEthernet0.0 192.168.47.10/24
Router# no boot source-address GigaEthernet0.0 192.168.47.10/24

copy LOCAL-FILENAME FILENAME

copy REMOTE-HOST FILENAME LOCAL-FILENAME source ADDRESS

copy LOCAL-FILENAME REMOTE-HOST FILENAME source ADDRESS

copy [REMOTE-HOST] FILENAME LOCAL-FILENAME source ADDRESS

copy LOCAL-FILENAME [REMOTE-HOST] FILENAME source ADDRESS

copy [REMOTE-HOST%SCOPE-NAME] FILENAME LOCAL-FILENAME source ADDRESS
copy LOCAL-FILENAME [REMOTE-HOST %SCOPE-NAME] FILENAME source ADDRESS
copy default-config [REMOTE-HOST] FILENAME [source ADDRESS]

copy default-config FILENAME

copy default-config startup-config

copy running-config {default-config } startup-config}

copy startup-config [REMOTE-HOST] FILENAME [source ADDRESS]

copy startup-config LOCAL-FILENAME

copy startup-config default-config

copy tech-support LOCAL-FILENAME
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LOCAL-FILENAME
FILENAME
REMOTE-HOST IP
SCOPE-NAME
ADDRESS TFTP
1Pv4 1Pv6

FLASH

Administrator

Router# copy 192.168.47.1 N80O.ldc N80O.ldc

Router# copy 192.168.47.1 N800.ldc N800.ldc source 192.168.47.254
Router# copy [3ffe 1 1] N800.Idc N800.ldc

Router# copy [3ffe 1 1] N800.Idc N800.ldc source 3ffe 1 frff
Router# copy [fe80 1 1%GigaEthernet0.0] N800.Idc N800.ldc
Router# copy N800.ldc 192.168.47.1 N80O0.ldc

Router# copy N800.ldc [3ffe 1 1] N800.ldc

Router# copy N800.ldc [fe80 1 1%GigaEthernet0.0] N80O.Idc
Router# copy startup-config cfg0707.cfg

Router# copy running-config default-config

Router# copy default-config 102.168.47.1 cfg0707.cfg

Router# copy tech-support tech_info

IP

FLASH
iPv4/v6 tftp

copy tech-support show tech-support output
LOCAL-FILENAME

default-config
running-config
startup-config
tech-support

erase {FILENAME } default-config } startup-config } flash FILENAME}

FILENAME
startup-config
default-config
flash

Administrator

Router# erase N800.ldc
Router# erase startup-config
Router# erase default-config
Router# erase flash config.txt

TFTP
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tftp get REMOTE-HOST  FILENAME {LOCAL-FILENAME | startup-config |
default-config} source ADDRESS

tftp put {LOCAL-FILENAME | startup-config | default-config}
REMOTE-HOST FILENAME source ADDRESS

tftp get [REMOTE-HOST] FILENAME {LOCAL-FILENAME |} startup-config |}
default-config} source ADDRESS

tftp put {LOCAL-FILENAME | startup-config | default-config}
[REMOTE-HOST] FILENAME source ADDRESS

tftp get [REMOTE-HOST%SCOPE-NAME]  FILENAME {LOCAL-FILENAME }
startup-config | default-config} source ADDRESS

tftp put {LOCAL-FILENAME | startup-config | default-config}
[REMOTE-HOST%SCOPE-NAME]  FILENAME source ADDRESS

LOCAL-F I LENAME

FILENAME
REMOTE-HOST IP
SCOPE-NAME
ADDRESS
1Pv4 1Pv6
FLASH TFTP
Administrator

Router# tftp get 192.168.47.1 N800.ldc N800.ldc

Router# tftp get 192.168.47.1 N800.ldc N800. ldc source 192.168.47.254
Router# tftp put N800.ldc 192.168.47.1 N800.ldc

Router# tftp get [3ffe 1 1] N800.1Idc N800.ldc

Router# tftp get [3ffe 1 1] N800.Idc N800.ldc source 3ffe 1
ffff

Router# tftp put N800.ldc [3ffe 1 1] N800.Idc

Router# tftp get [fe80 1 1%GigaEthernet0.0] N800.Idc N80O0.ldc
Router# tftp put N800.ldc [fe80 1 1%GigaEthernet0.0] N80O0.Idc
Router# tftp get 192.168.47.1 config.cfg startup-config

Router# tftp put default-config [3ffe 1 1] config.cfg

COPY
LOCAL-FILENAME

default-config
running-config
startup-config
tech-support

FLASH
show flash [FILENAME [md5]]
FILENAME
Monitor
FLASH
FLASH
md5 MD5

Administrator/Operator/Monitor
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Router# show flash

Router# show flash N800.ldc
Router# show flash N80O.ldc md5
Router# show flash tech_info
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2.24 4.

event-terminal 380
logging buffered 380
logging event-delay startup 380
logging packet 380
logging subsystem 381
logging timestamp 381
show logging 381
show logging statistics 382
clear event 382
clear logging 382
clear logging statistics 382
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event-terminal [start | stop]

Administrator

Router# event-terminal
Router# event-terminal start
Router# event-terminal stop

start stop start
stop

logging buffered [BUFFER-SIZE] [cyclic } one-time]
no logging buffered

BUFFER-SIZE [byte] 4096 8388608

131072
cyclic

cyclic
one-time

IMbyte
128kbyte

Administrator

Router# logging buffered 4096
Router# logging buffered 100000 one-time
Router# no logging buffered

1 60 80

logging event-delay startup [DELAY]
no logging event-delay startup

DELAY ... [ ] 0 3600)

Syslog
( )

DELAY 180

Administrator

Router# logging event-delay startup 60
Router# no logging event-delay startup

logging packet DEVICE-NAME [hex BYTE } summary]
no logging packet DEVICE-NAME

DEVICE-NAME
BYTE 1 128

summary HEX
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BYTE 128

Administrator

Router# logging packet GigaEthernetO

Router# logging packet GigaEthernetO hex 24
Router# logging packet GigaEthernetQ summary
Router# no logging packet GigaEthernetO

logging subsystem SUBSYSTEM SEVERITY
no logging subsystem SUBSYSTEM SEVERITY

SUBSYSTEM

SEVERITY

Administrator

Router# logging subsystem tcp error
Router# logging subsystem all debug
Router# no logging subsystem tcp error
Router# no logging subsystem all debug

EVENT

logging timestamp {timeofday | uptime | datetime}
no logging timestamp [timeofday | uptime | datetime]

TIMESTAMP
(timeofday) (uptime) (datetime)

Administrator

Router# logging timestamp timeofday
Router# logging timestamp datetime
Router# logging timestamp uptime
Router# no logging timestamp

show logging [START END |} last LAST]

START END
0
LAST
0
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Administrator/Operator/Monitor

Router# show logging
Router# show logging last 100
Router# show logging 100-200

show logging statistics [SUBSYSTEM]

SUBSYSTEM

Administrator/Operator/Monitor

Router# show logging statistics ip

clear event

Administrator/Operator/Monitor

Router# clear event

clear logging

Administrator/Operator/Monitor

Router# clear logging

clear logging statistics [SUBSYSTEM]

Administrator/Operator/Monitor

Router# clear logging statistics
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2.24.5. syslog

syslog facility SYSLOG 384
syslog ip enable SYSLOG IPv4 384
syslog ip host SYSLOG IPv4 384
syslog ip source SYSLOG IPv4 385
syslog ipv6 enable SYSLOG IPv6 385
syslog ipv6 host SYSLOG IPv6 385
syslog ipv6 source SYSLOG IPv6 385
syslog rate-limit SYSLOG 386
show syslog statistics 386
clear syslog statistics 386
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SYSLOG

syslog facility FACILITY
no syslog facility [FACILITY]

FACILITY

kern O

user 1

mail 2
daemon 3
auth 4
syslog 5
Ipr 6

news 7

uucp 8

cron 9
authpriv 10

ftp 11

ntp 12
security 13
console 14
local0 16
locall 17
local2 18
local3 19
local4 20
local5 21
local6 22
local7 23

SYSLOG

localO

Administrator

Router# syslog facility kern
Router# no syslog facility

SYSLOG IPv4

syslog ip enable
no syslog ip enable

SYSLOG 1Pv4

SYSLOG

Administrator

Router# syslog ip enable
Router# no syslog ip enable

SYSLOG

1Pv4

syslog ip host IP-ADDRESS [port PORT]
no syslog ip host [IP-ADDRESS [port PORT]]

IP-ADDRESS IP
PORT 1 65535 514

SYSLOG 1Pv4

Administrator
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Router# syslog ip host 192.168.47.100

Router# syslog ip host 192.168.47.100 port 1000
Router# no syslog ip host 192.168.47.100

Router# no syslog ip host 192.168.47.100 port 1000
Router# no syslog ip host

SYSLOG  IPv4

syslog ip source IP-ADDRESS
no syslog ip source [IP-ADDRESS]

IP-ADDRESS 1Pv4

SYSLOG 1Pv4

Administrator

Router# syslog ip source 192.168.47.100
Router# no syslog ip source

SYSLOG IPv6

syslog ipv6 enable
no syslog ipv6 enable

SYSLOG IPv6

SYSLOG

Administrator

Router# syslog ipv6 enable
Router# no syslog ipv6 enable

SYSLOG  IPv6

syslog ipv6 host IP-ADDRESS [%ZONE][port PORT]
no syslog ipv6 host [IP-ADDRESS[%ZONE][port PORT]]

IP-ADDRESS IPv6
IPV6 %
%
ZONE ( )
1 31
PORT 1 65535 514

SYSLOG IPv6

Administrator

Router# syslog ipv6 host 3ffe 1

Router# syslog ipv6 host 3ffe 1 port 1000

Router# syslog ipv6 host fe80 200 A4cff fe83 782duGigaEthernet0.0
Router# no syslog ipv6 host

SYSLOG  IPv6

syslog ipv6 source IP-ADDRESS
no syslog ipv6 source [IP-ADDRESS]

IP-ADDRESS 1Pv6

SYSLOG
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Administrator

Router# syslog ipv6 source 3ffe 254
Router# syslog ipv6 source fe80 200 A4cff fef7 59cc
Router# no syslog ipv6 source

SYSLOG

syslog rate-limit SEVERITY [rate RATE [burst BURST]]
no syslog rate-limit SEVERITY [rate RATE [burst BURST]]

SEVERITY

error Error conditions

warn Warning conditions

notice Normal but significant conditions
info Informational messages

debug Debugging messages

RATE [ / ] 0 65535
BURST 0 65535
syslog

RATE... 10

BURST... 100

Administrator

Router# syslog rate-limit error rate 5 burst 7
Router# syslog rate-limit warn rate 20
Router# syslog rate-limit debug

Router# no syslog rate-limit notice

no
rate burst

show syslog statistics

syslog

Administrator/Operator/Monitor

Router# show syslog statistics

clear syslog statistics

Administrator/Operator/Monitor

Router# clear syslog statistics
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2.24.6. error-log

show crashinfo 388
show error-log 388
clear crashinfo 388
clear error-log 388
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show crashinfo

a)

(ALERT) D)

(ALERT) c)

(CRASH)

Administrator/Operator/Monitor

Router# show crashinfo

show error-log

show crashinfo

show crashinfo

Administrator/Operator/Monitor

Router# show error-log

clear crashinfo

Administrator/Operator/Monitor

Router# clear crashinfo

clear error-log

clear crashinfo

Administrator/Operator/Monitor

Router# clear error-log
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2.24.7.

show tech-support

390
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show tech-support [no-pausing } output FILENAME]

no-pausing...more
output
Operator
FILENAME 75

no-pausing more

output
output

Administrator/Operator

Router# show tech-support

CTRL-C

default-config
running-config
startup-config
tech-support
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2.24.8. telnet

telnet telnet 392
telnet-server accounting 392
telnet-server authentication 392
telnet-server authorization 393
telnet-server ignore-window-size 393
telnet-server ip access-list 1Pv4 393
telnet-server ip enable IPv4 telnet 393
telnet-server ip port 394
telnet-server ipv6 access-list 1Pv6 394
telnet-server ipv6 enable IPv6 telnet 394
telnet-server ipvé port 394
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telnet

telnet [DESTINATION-ADDRESS[%ZONE] ; DESTINATION-NAME] [port PORT]
[source SOURCE-ADDRESS] [ttl TTL]

DESTINAT ION-ADDRESS 1Pv4 1Pv6
1Pv6 %
%
ZONE
1 31
DESTINAT ION-NAME 1 254
PORT 1 65535 23
SOURCE-ADDRESS 1Pv4 1Pv6
TTL TTL 1 255 64
telnet
1Pv4 1Pv4 IPv6
IPv6
A AAAA
A I1Pv4
AAAA 1Pv6

Administrator/Operator/Monitor

Router# telnet foo.bar

Router# telnet 192.168.1.254

Router# telnet 3ffe 1234 5678 9abc 200 A4cff fe83 782d port 1234
Router# telnet fe80 200 A4cff fe83 782duGigaEthernet0.0

Router# telnet 192.168.1.254 source 192.168.1.1

telnet-server accounting {defaultjLIST-NAME}
no telnet-server accounting

LIST-NAME
1 31

TELNET AAA

default

Administrator

Router# telnet-server accounting default
Router# telnet-server accounting ACCT
Router# no telnet-server accounting

telnet-server authentication {default]LIST-NAME}
no telnet-server authentication

LIST-NAME
1 31

TELNET AAA

default

Administrator
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Router# telnet-server authentication default
Router# telnet-server authentication AUTHEN
Router# no telnet-server authentication

telnet-server authorization {defaultjLIST-NAME}
no telnet-server authorization

LIST-NAME
1 31

TELNET AAA

default

Administrator

Router# telnet-server authorization default
Router# telnet-server authorization AUTHOR
Router# no telnet-server authorization

telnet-server ignore-window-size
no telnet-server ignore-window-size

Administrator

Router# telnet-server ignore-window-size
Router# no telnet-server ignore-window-size

TELNET

1Pv4

telnet-server ip access-list ACCESSLIST-NAME
no telnet-server ip access-list ACCESSLIST-NAME

ACCESSLIST-NAME 15

telnet

Administrator

Router# telnet-server ip access-list LIST1
Router# no telnet-server ip access-list LIST1

IPv4 telnet

telnet-server ip enable
no telnet-server ip enable

IPv4 telnet

Administrator

Router# telnet-server ip enable
Router# no telnet-server ip enable
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telnet-server ip port PORT
no telnet-server ip port PORT

PORT 1 65535

telnet TCP

PORT 23 (telnet port)

Administrator

Router# telnet-server ip port 2323
Router# no telnet-server ip port 2323

IPv6

telnet-server ipv6 access-list ACCESSLIST-NAME
no telnet-server ipv6 access-list ACCESSLIST-NAME

ACCESLIST-NAME 15

telnet

Administrator

Router# telnet-server ipv6 access-list LIST1
Router# no telnet-server ipv6 access-list LIST1

IPv6 telnet

telnet-server ipv6 enable
no telnet-server ipv6 enable

IPv6 telnet

Administrator

Router# telnet-server ipv6 enable
Router# no telnet-server ipv6 enable

telnet-server ipv6 port PORT
no telnet-server ipv6 port PORT

PORT 1 65535

telnet TCP

PORT 23 (telnet port)

Administrator

Router# telnet-server ipv6 port 2323
Router# no telnet-server ipv6 port 2323
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2.24.9. ping

ping

IPv4 1CMP ECHO_REQUEST

396

ping6

IPv6 ICMP ECHO_REQUEST

396
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1Pv4

ICMP_ ECHO_REQUEST

ping DESTINATION [count COUNT] [df-bit] [hoplimit HOPLIMIT] [size SI1ZE]

[source SOURCE-ADDRESS] [wait WAIT] [interface INTERFACE]

[sweep END-ADDRESS] [precedence PRECEDENCE] [tos TOS] [dscp DSCP]

DESTINATION 1Pv4
1Pv4

1 63
COUNT ping 0 65535
0
df-bit
HOPLIMIT 1 255
SIZE 4 65507
SOURCE-ADDRESS 1Pv4

WAIT [ 1 1 60
INTERFACE
END-ADDRESS 1Pv4

DESTINATION
PRECEDENCE Precedence 0 7
TOS TOS 0 15
DSCP DSCP 0 63

IPv4 1CMP ECHO_REQUEST

sweep END-ADDRESS DESTINATION
END-ADDRESS

END-ADDRESS DESTINATION

ICMP

COUNT 5
HOPLIMIT 64
SIZE 56
WAIT 1
PRECEDENCE 0
TOS 0

DSCP 0

Administrator/Operator/Monitor

Router# ping 192.168.1.254
ping 192.168.24.3 size 1452 count 10 wait 1

source

IPv6

ICMP_ ECHO_REQUEST

ping6 {DESTINATION[%ZONE] }; DESTINATION-NAME} [count COUNT]
[hoplimit HOPLIMIT] [interface INTERFACE] [size SIZE]

[source SOURCE-ADDRESS] [wait WAIT] [sweep END-ADDRESS] [dscp DSCP]
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DESTINATION 1Pv6

1PVv6 %
%

ZONE

DEST INAT ION-NAME
1 254

COUNT ping 0 65535

0
HOPLIMIT 1 255
INTERFACE
SIZE 4 65507
SOURCE-ADDRESS IPv6

WAIT [ 1 1 60
END-ADDRESS 1Pv4

DESTINATION
PRECEDENCE Precedence 0 7
DSCP DSCP 0 63

IPv6 ICMP ECHO_REQUEST

sweep END-ADDRESS DESTINATION
END-ADDRESS ICMP

END-ADDRESS DESTINATION

COUNT 5
HOPLIMIT 64
SIZE 56
WAIT 1
DSCP 0

Administrator/Operator/Monitor

Router# ping6 3ffe 501 481d f002 1
Router# ping6 fe80 200 4cff fe00 1501%GigaEthernet0.0
Router# ping6 3ffe 501 1 interface GigaEthernet0.0 size 1452 count
10

wait 1
Router# ping6 fe80 200 4cff fe00 1501 interface GigaEthernet0.0
Router# ping6 ff02 1 interface GigaEthernet0.0

source
%
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2.24.

10. traceroute

hello arpjnd interface target ARP Request/ND 399
mtrace (1Pva) 399
traceroute (1Pv4) 399
traceroute6 (1Pv6) 400
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ARP Request/ND

hello arpind interface INTERFACE target TARGET

arp arp
nd ND
INTERFACE
TARGET
IPv4
1Pv6

ARP ND

Administrator/Operator/Monitor

Router# hello arp target 10.0.0.1 interface GigaEthernet0.0
Router# hello nd target 3ffe 1 interface GigaEthernet0.0

(1Pv4)

mtrace SOURCE-ADDRESS GROUP-ADDRESS [DESTINATION-ADDRESS] [HOP]

SOURCE-ADDRESS
GROUP-ADDRESS
DESTINATION-ADDRESS
HOP

Administrator/Operator/Monitor

Router# mtrace 10.1.1.1 239.1.1.1

Router# mtrace 10.1.1.1 239.1.1.1 10.1.5.1
Router# mtrace 10.1.1.1 239.1.1.1 10

Router# mtrace 10.1.1.1 239.1.1.1 10.1.5.1 10

(1Pvd)

traceroute DESTINATION {[firsthop FIRSTHOP] [hoplimit HOPLIMIT
source SOURCE]}

DESTINATION 1Pv4
1Pv4
1 63
FIRSTHOP TTL
1 255
HOPLIMIT TTL
1 255
SOURCE 1Pv4
1Pv4

FIRSTHOP 1
HOPLIMIT 32

Administrator/Operator/Monitor
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Router# traceroute 192.168.56.145

Router# traceroute 133.202.23.45 firsthop 10 hoplimit 20
Router# traceroute 10.40.101.101 hoplimit 10

Router# traceroute 192.168.56.145 source 172.16.7.4

(1Pv6)

traceroute6 {DESTINATION[%ZONE] } DESTINATION-NAME}
[firsthop FIRSTHOP] [hoplimit HOPLIMIT] [source SOURCE-ADDRESS]

DESTINATION IPV6
{
}
{
}
IPV6 %
%
ZONE 1
1 31
DESTINAT ION-NAME
1 63
FIRSTHOP
1 255
HOPLIMIT
1 255
SOURCE-ADDRESS ~ IPv6
{
}

FIRSTHOP 1
HOPLIMIT 64

Administrator/Operator/Monitor

Router# traceroute6 3ffe 501 481d f002 1

Router# traceroute6 3ffe 501 1 firsthop 10 hoplimit 20
Router# traceroute6 3ffe 501 1 hoplimit 10

Router# traceroute6 3ffe 501 1 source 5ffe 1
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2.24.11. nslookup

nslookup

402

401




nslookup {DOMAIN-NAME } IPv4-ADDRESS [/MASK-LENGTH] ; IPv6-ADDRESS
[/PREFIX-LENGTH] [ip6.int]} [query-class CLASS] [query-type TYPE]
[server-timeout TIMEOUT]

DOMAIN-NAME
FQDN (Fully Qualified Domain Name)

1Pv4-ADDRESS PTR 1Pv4
1Pv4

MASK-LENGTH

IPv6-ADDRESS PTR 1Pv6
1Pv6

PREFIX-LENGTH

ip6.int IPv6 PTR ip6.int

ip6.arpa

CLASS
IN (1)
Chaos (3)
Hesiod (4)
NONE (254)
ANY (255)
TYPE
A D
NS (2)
CNAME (5)
SOA (6)
PTR (12)
MX (15)
AAAA (28)
ANY (255)
TIMEOUT

DNS Query
DNS IPCP
DHCP

CLASS  IN (1)
TYPE  ANY (255)
TIMEOUT 60

Administrator/Operator/Monitor

Router# nslookup www.ntt.co.jp query-class IN query-type A
Router# nslookup 192.168.1.254
Router# nslookup 5ffe /16 ip6.int

nslookup DNS DNS
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2.24.

kts-addressing allowed-host 404
kts-addressing enable 404
kts-addressing external WAN 404
kts-addressing notify NOTIFY 404
service kts-addressing kts-addressing 405
show kts-addressing / 405
clear kts-addressing statistics 405

403




kts-addressing allowed-host IP-ADDRESS
no kts-addressing allowed-host [IP-ADDRESS]

IP-ADDRESS
1Pv4

Administrator

Router# kts-addressing allowed-host 192.168.1.10
Router# no kts-addressing allowed-host 192.168.1.10
Router# no kts-addressing allowed-host

kts-addressing enable
no kts-addressing enable

Administrator

Router# kts-addressing enable
Router# no kts-addressing enable

WAN
kts-addressing external INTERFACE-NAME
no kts-addressing external [INTERFACE-NAME]
INTERFACE-NAME WAN
WAN
Administrator
Router# kts-addressing external GigaEthernetl.0
Router# no kts-addressing external GigaEthernetl.0
Router# no kts-addressing external
IP
WAN
NAPT
NOTIFY
kts-addressing notify
no kts-addressing notify
NOTIFY

Administrator

Router# kts-addressing notify
Router# no kts-addressing notify
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kts-addressing

service kts-addressing
no service kts-addressing

kts-addressing

Administrator

Router# service kts-addressing
Router# no service kts-addressing

kts-addressing

kts-addressing

show kts-addressing [status } statistics]

status ...
statistics ...

Administrator/Operator/Monitor

Router# show kts-addressing
Router# show kts-addressing status
Router# show kts-addressing statistics

clear kts-addressing statistics

Administrator/Operator/Monitor

Router# clear kts-addressing statistics
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2.24.13.

check configuration

407

406




check configuration [access-list } ppp-profile]

access-list
ppp-profile PPP

PPP
Administrator
Router# check configuration
Router# check configuration access-list
Router# check configuration ppp-profile
1Pv4
IPSec (1Pv4/1Pv6)
IPSec (1Pv4/1Pv6)
(1Pv4)
(1Pv4)
PPP PPP PPPoE

"ppp binding"

PPP
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2.24.14.

software-update

409

software-select

409

408




software-update URL [bootmode-update] [account ACCOUNT]
[password PASSWORD] [no-interactive]

bootmode-update BOOT
URL
1 511
<protocol> //<domain-name>/<path>/<filename>
protocol http https tftp

domain-name (1P FQDN)
path

filename

ACCOUNT 1 127

PASSWORD 1 127

no-interactive

URL

Administrator

Router# software-update http //www.cpeinfo.jp/info/N800/newfile.rap

Router# software-update http // ww.cpeinfo.jp/info/N800/newfile.rap
account userl password himitsu

Router# software-update https // ww.cpeinfo.jp/info/N800/newfile.rap
account userl password himitsu

Router# software-update https // ww.cpeinfo.jp/info/N800/newfile.rap
Username userl Password ( )

bootmode-update

boot entry erase
bootmode-update
bootmode-update

Ctrl-C Ctrl-Z

software-select FILENAME

FILENAME

flash

Administrator

Router# software-select hoge.rap

0 1 bootmode-entry
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