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1.1 a0 &l
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FYI) Z. LD [fan GEN) I TES Ul [ZOBRESE>feh]. ZEBRLUILHD T,

EBEOJHKEZERT L. AEORNEEAPREERADORS ZERTEET.

1.2 EEOJ O#EE

BEa0J OFRTF

AETREUVCEBEERZ. HEEOJEUTHRRICERULE T,
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FFT.

EEEO I D Syslog ix{E
KIKICEERIN TV B EEDT X, Syslogixfg (Syslog ORI ZEFE>THRY RT—TJ LD~
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Syslog XfEld. RETHRELE T,
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FINAXIPF7RUZR

FEEMF @~2.0~9), Ry
(). J0Y () TERENE:

P77 KLU (IPv4d, FIzl& IPvo)

X5
AR NEZT UTF-8 [CEE
IALY—Y 720 ~ 720 GMT ZEAEE U IcBE
BIES, FHREVEFDYEY
{FREELFT,
F£RAE74—< vk YYYY/MM/DD.
MM/DD/YYYY.
F/zl3 DD/MM/YYYY
EaOJ1ER
=] fiert A

OJBRIF (Log ID)

#% (1 ~60000)

EESERFELRICEVIRSNDHEA!
?

F£HH (Date) praz2 ]l EEERREOFAM

B (Time) hh:mm:ss BEBRERFEEORE (oW

EBERMAITF 16 EEF (00000 ~ Oxfff) | BEEBRICHMT DFITF

(Audit Event ID)

EBERE praz2 ]l EESBRDER|ZRI T

(Logged Events)

1—%—% (User Name) pra2 ]l EEEgARESERI-Y—%RK
9T *

EEEERF pra2l BEEERDFD

(Description)

&R /KA (Status) pra2l HEUICEESROUBRER. F
(FIRRE

ERREFIEE praz2 ]l BEBREROERRTIER

(Optionally Logged Items)

*LEBEOES 1Y —1ID

1—Y— D i RERBE 1 1—Y—F
1—8%—ID. 1—Y—2hmAEDRERSE : -

BEmEEE KO
AANY—IVIZ7 :CE
SREIREER 1 —Y'— : Guest

YR T LNBRENMEICEER T 315G  System
SNMP #2EHDIHE : SNMP:admin




1.4

Syslog EEDAX v E—IT+—I v b

I8 Azl HEA
Priority B KD CTETESINDHEHY
Facility << 3| Severity
A wE
* Facility XA TERELE T,
* Severity & [6] [CEESNTVR
g-o
N—=ay 1 1] ICEE
(537 yyyy-mm-ddThh:mm:ssZ EESRELEDOFRAEABKIURHE
(D)
IA LYV —2IFUTC T,
HEIEER FQDN. TR MEZDHE : —
XF5
IPvd 7 R ADIZE -
nnn.nnn.nNN.NNN
App-Name WiEJ—Rr-2U7)L3—R EI—-—RFLREFYUPZ)LI—R
(HmES) P TIBEOBEE. [-] Z
BT 2
Procld [-] [CEE
Msgld [-] [CEE
Structured-Data [-] [CEE
EEOJID ID=nnnnnn BEBEERELRCE VRSN
?
1—5—-% UserName= =7 BEBEERERECELI—Y—&X
IXF5
SR
« BEBEOJIEHR (P.5)
EBEERY Event= X3 EBESRICHINT 25T
EBERFH Description= X5 BEBERDFM
&SR / 1REE Status= X7 HEUCEASRONEBER. Fic
(FIKAE
ERIECERIEE Optltems= X5l EBESROERH|GCERIER




2 EBO0J0FEER

2.1

TINA ZADIREZ(L

EBEERHERTF (Audit Event ID)

0x0101

EEEERY (Logged Events)

[System Status]

TINA ADBREFRIBD KUHRT
EET—NCEBI—ILRRI—

F£HH (Date). B (Time)

A ZH' Ready E73 - 1o

1—H%—% (User Name)

[-]

EEEEREF (Description)

[Started normally (cold boot) |

faR / KR (Status)

[-]

ERRZFIER
(Optionally Logged Items)

[-]

BEI—BMIKDIF—LRI—b

F£HH (Date). B (Time)

A ZH' Ready E73 - foBR

1—H%—% (User Name)

[-]

EEEEREF (Description)

[Started normally (warm boot) ]

faoR / IRRE (Status)

[-]

ERRZFIER
(Optionally Logged Items)

[-]

RO HMHIC K BIB LIF

F£HH (Date). B (Time)

A ZH' Ready E73 - 1ol

1—H%—% (User Name)

[-]

EEEEREF (Description)

[Started (NVM initialized) |

faoR / IRRE (Status)

[-]

ERRZFIER
(Optionally Logged Items)

[-]




Hl R b —IHIHAEIC & BB LT

FHB (Date). A (Time) T I\NA AH Ready &78 5 febFm
1—85—% (User Name) -]

BEEERFHME (Description) [Started (Storage initialized) |
&R / AK%&& (Status) -]

@RIRFIEE -]

(Optionally Logged Items)

vy IO

F£HB (Date). B (Time) TINA ZANEBRDA TERZRH LT R

1—5—% (User Name) -]

EBEERFH (Description) [Shutdown requested]

&R / IRRE (Status) -]

ERIRFIER 7ovay

(Optionally Logged Items) BA 64 N4~ (RBSIFHESEZL)
fEEZEIHUCHES(E [Recovered from failures]
ZTNUHNDHZEER (-]

TILTT A
EILT TR NDRER

FHH (Date). BE (Time) T INA 2N Ready (LR DER]
1—Y—% (User Name) -1
EEBEERF# (Description) [Self Test]
HE5R / RRE (Status) [Successfull. &Ffzld [Failed]
fERIREFIRE ROM Imagel1 OF v I Y LlE
(Optionally Logged ltems) ROM Image2 OF T v 74 Ll
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158 HEA
EBERAAF (Audit Event ID) | 0x0201
EsEER% (Logged Events) [Login/Logout]
1\ = E
1—Y —355
g4~
158 HEA
F£HH (Date). B5& (Time) 11— —DREHERNTEE UTcBFR
d1—4%—% (User Name) 074 V/HRDI—F—ID
EBEERFFH (Description) [Login]
f&R / RRE (Status) [Successfull . [Failed (Invalid UserlD) | . [Failed (Invalid
Password)]. &Ffzl& [Failed]
{ERIRFIRE 7 IteRBiE
(Optionally Logged Items) [Locall. [Web User Interfacel. &izld [Printer Driver]
KA BMZ
RA 45 N1~ (REXFINZEZFZRL)
IP7RLUXA
i
* IP7 RUZADFRADBE., O—AILT7IEADBE. Fl@FFSA
RN—NFPUY POSREECKBLUIEBSIE. [ EEREINFT,
EH I
[Locall. [Remote]. Ffzl& [Custom]
%2l
[System  Administrator] . [Accounting Administrator] .
[Customer Engineer| . [Customer Engineer (Unlimited
Operation)]. [Casual Operator]. Ffzl& [-]
i
e OJAVICKRUILZERE -], EHEEEG [System
Administrator]. AZX ¥ —IT I Z7IF [Customer Engineer].
— M1 - —BKUREAERER I - —(F [Casual Operator] &
E|EINE T,
i

s FSAR=NFUY DSREECKRMUTIZEDERDTE. RDFHZT N Tl UTc EEICEEREINE T,
- PSAR—RFUY MDEUT. BREL/ FSAN—KTFUY FDFRE] RO ESH

- [ P[PV —DFREECHES]
- BERDHOVIT] 1 [FSAN— R FUY MR
- REAREDOY3T]  : [Yadrdi]

- [User DIRLOY 3T @ [Y3aT&ghk]

- PUY RT3 TOEEN,. RDEBESH
- UV NYaTdRfE5ENTVWB I - —BHRO I - —SREEA KRB LT
- A—Y—ERHESINTVRVLW U Y 3T
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B

F£HH (Date). B (Time)

1—Y—0O7 7Y MERZERE UTclis

1—H%—% (User Name)

OJ4 WgRO1—4— 1D

EEEEREHME (Description) [Logout]
f&R / IKBE (Status) [Successfull. ZFrzl& [Failed]
fERIREIEE P IEREE
(Optionally Logged Items) [Locall. &Ff=lE [Web User Interface]
KA MR
BRK 45 \A & (HIHXF5ZESEZRL)
IP7RLUXR
i #E
* IP 7 RURHDFEADIES. FlFO—AHILF7I7ERDESIF. [ &
SERSNE I,

ZREEOwv o
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* RHIAZVTICELO TR, WRERBZOTAVER (KB KWEICEBREINBZIENBUET,

158

B

FHH (Date). B (Time)

S Casal [CRB LIz @#H, AT LA TERE LI ELE Uk

I

1—Y—% (User Name)

074 URHROI—T—ID

EBEERFFMH (Description)

[Locked Authentication]

fasR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

Ow P FCTOREET > —[OEL

NERARZRA
Al R

s RHIAZVTICELO TR, WRERBZOTAVER (KB KWEICEBRINBZZENBUET,

158

B

FHH (Date). BFE (Time)

FRUERFIAIC, 38t CRREEICRM LI @D, Y AT LATHRE U
HICEZEULERR

1—Y—% (User Name)

074 RHROI—F—ID

EBEERFFH (Description)

[Detected continuous Authentication Faill

fasR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

®EFEE (PObM3aW)
[SNMPv3]. [Web User Interface]. &fzlE [-]

NEWREEREL S TOERSIEET S — O




2.3

EBENUY—DEHE

EBEERHERTF (Audit Event ID)

0x0301

EEEERY (Logged Events)

[Audit Policy]

EET—IND7IER

EEOJKEDBRIE

F£HH (Date). B (Time)

FZERERBZRE UCRm

(Optionally Logged Items)

I1—Y¥—% (User Name) 1—%—1D
EEEREF (Description) [Audit Log]
#E5R / RRE (Status) [Enabled]
ERIREFIER -]

EEOJ KEEDEMNL

F£HH (Date). B (Time)

FZERERBZRE UCRm

1—H%—% (User Name) 1—%—1D
EEEEREF (Description) [Audit Log]
R /KR8 (Status) [Disabled]

ERRZFIER
(Optionally Logged Items)

[-]

JaJDRT

EEEEREATF (Audit Event ID)

0x0401

EBERY (Logged Events)

[Job Status|

~ W

a37d

TUVI—

F#£HH (Date). B (Time)

Va3 THhHET UTelis

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Flkld1—v—%

EBERFH (Description)

[Print]
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1=

B

f&R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1~ RIFEFIESERL)
root ¥'32'UUID &35%Y' 3 J' & DRSE
[Related]. ZF/=lE [Owned]

Job Account ID
BA 32 N\A b (IR FHNZESTR)
ENRESNTVRWESF [-]
rovav
BA 64 N1 b~ (IR FHZESTR)
[ EN=—B5ARRR ] Z R U255 (& [Released forced output]
ZNLHDZEE [-]
KA MR
BA 45 N1 b (IR FHZESTR)
i #E
* R REHTREADBEEF IP 7 RUR KA RREIP 7 RUZRD@EAH
THDEBGF. [-] LERREINETT,
I71IVE
BA 64 N1~ (IR FHZESTR)
ENRESNTVRWESF [-]
93lg47
BA 16 N1 b (IR FHNZESTR)
ENRESNTVRWESF [-]

JE—
I5H HEA
FHB (Date). B (Time) V3 THHET UIHlR
a—H¥—% (User Name) V37 EERFLUEI-—-D1—— D, FF1-—Y—%
EBERFM (Description) [Copy]

f&5R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1~ (RFEFIESERL)
root '3 2 UUID &%y 3 D' & DRESE
[Related]. ZF/=lE [Owned]

Job Account ID

BA 321N b~ (BIENFIZSERW)
EPRESNTVRWVESE [-]

rovayv

BAR 64 N4~ (BIFFFESERW)

[s&HIENF—BRER] Z£hE U /15513 [Released forced output]
[HIRR O — NARA—B5#PR] ZEE LTS (& [Ignored inhibited
code]

s ngslE I-
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A% pF—

1=

B

F£HH (Date). B (Time)

Va3 THhHET UTelims

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Fld1—v—%

ESEERE¥# (Description)

[Scan]

f5R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . &Fzl&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root &3 2" UUID
BAK36 /N1 b (IFENFEIESEHTWV)
root ¥'32'UUID &35%Y' 3 J'&EDRSE
[Related]. ZF/=lE [Owned]
Job Account ID
BR324~ (HXFIESEZRL)
BARESNTLRVESE [-]
73y
BAK 64 N1~ FEXFIESERRL)
[HIPR O — MRA—B5#EPR] ZEME UT2iZ G (& [Ignored inhibited
code]
[B8S1t] Z=UcHEE [Encrypted]
(Bl ZRiELIEZE(E [Signed]
EORIEDERLTVIRWVWES(E [-]
3E5E& (to)
BRK 64 /N4~ (HXFIESEZRL)
BARESNTLRVESE [-]
i e
C RDENDDEHRESNE T,
- X=X XA=ILT7 RURA
- PCI®%E (SMB) : RRANEZ +HEL+/NNREZ+T7AIL%
- PC1®%E (FTP/SFTP) : iIRA MR+ INAZ+ T 71L&
- AirPrint Scan : thRX b%&
- WSD Scan : i A k45
iX{EER (from)
BARK64 N1 b (IFENFEIESETWV)
BEHIRESNTVEVESIE [-]
i iz
e X— L7 RUARRIFPEBRESNE T,
URL ZX{EXEID
BRRKI101N\A & (HXF5ESEZRL)
BARESNTLRVESE [-]
i wE
e X— L7 RUARRIFPEBRESNE T,

I7ITA

158

B

FHH (Date). BFE (Time)

I3 THET UTelsm

1—Y—% (User Name)

V37 EEFLUEI—Y-DI1—— D, FrF1-—T-%2
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B

ESEEREH# (Description)

[Fax]

f&5R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root &3 2" UUID

BAK36 /N1~ (IEXFS I EZSTRL)
root ¥'32'UUID &35%Y' 3 & DRSE
[Related]. ZFrzld [Owned]

Job Account ID

BA 32 /N4~ (IREXFFZSFHL)
EPRESNTVRWVESE [-]

r7ovav

BA 64 N b (BIFNFIZSERW)

[ EN=—B5ARRR | Z R U c15 5 (& [Released forced output]
[HIPR O — MRA—B5#EPR] ZEME UTciZ G (& [Ignored inhibited
code]

EDOBRIEDERL TLRWVEEIFE [-]

5E5%k%& (to)

SRS ES. RICIF7 RURIRDIEER (GLERESER)
B 64 N4 b (BImNFIZSERW)
EPRESNTVRWVESE [-]

XfE&ER (from)

B 64 N1 b (BImNFIZSERW)
EPRESNTVRWVESE [-]

i #E
* XA=)L7 RUREIFHERESINE T,

K IR

158

B

FHH (Date). B (Time)

I3 TET UTelsm

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Flkld1—v—%

ESEEREH# (Description)

[Mailbox]

f&5R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1 b (RFEFIESERL)
root '3 2 UUID &%y 3 D' & DRESE
[Related]. ZF/=lE [Owned]

Job Account ID

BR324 b (RFEFIESERL)
BAFRESNTLRVESE [-]
23y

BA641NA b+ (RFEFIESERL)
[s&HIEN=—BRRR] Z£ht U 115513 [Released forced output]
FNLHDIZE(F -]




LiR— b

1=

B

F£HH (Date). B (Time)

Va3 THhHET UTelims

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Fld1—v—%

ESEERE¥# (Description)

[Print Reports]

f5R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . &Fzl&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root '3 UUID

BRK 36 /N1~ ((RIGXFSESEZRL)
root '3 7' UUID &255%Y'a 7' EDRGE
[Related]. &Ffzl& [Owned]

Job Account ID

BR324~ (HEXF5ZZSER)
BEHNBRESNTVRVESE [-]

vaJoOo-—

158

B

FHH (Date). B (Time)

I3 THET UTelsm

J1—Y—% (User Name)

V37 EEFLUEI—Y-DI1—— D, FrF1-—T-%2

EBEERFFH (Description)

[Job Flow Service]

faoR / K& (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Ffzl&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root '3 2 UUID

BRA 36 /N1~ (RIEXFINZESFEL)
root '3 UUID &2i5%Y'3a J & DRGE
[Related]. &Frzld [Owned]

Job Account ID

BRA 32N\ b~ (IR FINZES TR
ENRESNTLRVESE [-]

15



ZDfth

1=

B

F£HH (Date). B (Time)

Va3 THhHET UTelims

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Fld1—v—%

ESEERE¥# (Description)

-]

f5R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root '3 UUID

BRK 36 /N1~ ((RIGXFSESEZRL)
root '3 7' UUID &255%Y'a 7' EDRGE
[Related]. &Ffzl& [Owned]

Job Account ID

BR324~ (HEXF5ZZSER)
BEHINBRESNTVRVESE [-]

2.5

TINA RAEHEDEE / B8R

I5H A
EEEERAAIF (Audit Event ID) | 0x0501
EBEBEERY (Logged Events) [Device Settings]
A
iSPABE
FZIERE (O—AILI A L) DEE
I5H A

F£HH (Date). B (Time)

REXERBROEE UIclR

1—H%—% (User Name)

Y3 7EEFUe1—F—0, 1—J— D

EEEEREHME (Description) [Adjust Time]

f&55R / 1KEE8 (Status) [Successfull. ZF7zl& [Failed]

ERRFIER [=]=]E;

(Optionally Logged Items) ERSRHEDERABLORE @O0
FE%

PT—E XK BFLUEEDHZEIFRDENDDIF

[Time change by system.]

[Time change by EPBB.]

[Time change by NTP.]

[Time change by SNMP.]

[Time change by XPJL.]

[Time change by SSMM.]

[Time change by unknown service.]

11— —([CKBDEHEEDHEG(E. [Time change by user]

RABM&E, FRIPZRLZR
RAZEZT o> —EXN NTP T—N\—0DHE. BITHRA b
B FIEIP7ZRUXR

16




— Y —53R

d1—Y -5

I5H HEA
F£HH (Date). B§E (Time) 11— —ERHERDEE U=
1—Y—% (User Name) 1—H—
EEEEREHM (Description) [Add User]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

HRI1-Y—D1—Y—
MWRIL—Y—DEE
[System Administrator]. [Accounting Administrator]. &7zl&
[Casual Operator]
il R
o SREERBR I —Y'—DIFSIF [Casual Operator] HEEERINE T,

1—Y—-ERNBEE
A W

'MJE RAYAIAEREED & TS,

EBEINF T, L. BRSEE1—Y—-DOERNSHEEINES

RELE— RAKAERELAN CHERINE T,

I5H A
F£HB (Date). B (Time) 11— —ERANBTEER/RNMETE LR
1—H—% (User Name) 1—5—
EEEEREHME (Description) [Edit User]

f&55R / 1KEE8 (Status)

[Successfull. ZF7zl& [Failed]

ERRFIEE
(Optionally Logged Items)

HRI1-Y—D1—Y—
— D BENEEINBEIR. BERODI1—T—
MR 1—Y—DEE
[System  Administrator] . [Accounting Administrator] .
[Casual Operator]. Ffzld [-]

il R
s ZRFBEHBESINLEBESRIEEROEE., —K1—F—. BKXUR
SEREERI—Y'—D1FE(F [Casual Operator] MEREREINE T,
EEMNRDENE
[1D]. [Password]. [CardID]. [Name]. [Permission]. [Role].
[ICCardID]. $&U [Other]
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1 —Y—HikR

F£HH (Date). B (Time)

21— —HIBRERNTERE U rcbsm

I1—Y%—% (User Name)

1—%— 1D

EBERFH (Description)

[Delete User]

f5R / 1KEE8 (Status)

[Successfull. ZFfzlE [Failed]

ERIREFIEE
(Optionally Logged Items)

WHRI—Y—DI1—HY—ID

1—9— D BEHIEESNEEEF. BEEROI—Y—ID
HRIL—Y'—DEE

[System  Administrator] . [Accounting Administrator] .
[Casual Operator]

ERFE» 1Y —REET—J LI

F£HH (Date). B (Time)

FEREHF I —BET—TILO T ZERAUIRR

I1—Y%—% (User Name)

[-]

EEEEREF (Description)

[Deleted Username Queue Overflow]

faR / KR (Status)

[Successful]

ERRZFIER
(Optionally Logged ltems)

[-]

7ho v EE

F£HH (Date). B (Time)

WRI—F—HEBREICOTAVLTHS. —EREUEENRELT
WBZEZYRT ADRBRAUERR (—ERBEARE UERRTIE
Z=LY)

I1—Y%—% (User Name)

[System]

EEEEREF (Description)

[Account Disabled]

faR / KR (Status)

[Successful]

ERRZFIER
(Optionally Logged ltems)

M¥RI-Y—DI1—-Y—ID

7hor bEEMtE

F£HH (Date). B (Time)

LSNP DD Y MEBEMEUIER

I1—Y%—% (User Name)

21—%— 1D

EEEEREF (Description)

[Account Re-enabled]

faR / KR (Status)

[Successful]

ERRZFIER
(Optionally Logged ltems)

MRI-Y—DI1—-Y—ID




NISVAIPA

Ny I AESR
FHH (Date). BFE (Time) Mw I 2ADEFERHTERE Ui
1—H—% (User Name) 21—%— 1D
SR (Description) [Create Mailbox]
fER / IREE (Status) [Successfull. Erzl& [Failed]
ERRFIER KA MR
(Optionally Logged Items) B 45 N1 N (RETFHIESER)
il
s IRA MEHAFBHEDBEFIP 7 RUR KA REEIP 7 RUADEAH
REEDIZEF [-]. BENRILDSEELUEIBSIE [Local]l &5
INFEI,
BOX &S
LSS T, BRR I MD¥BHFRS (RELUMTH OSBRI 0(EFE
gEcnzx9)
KN I ZHIER

FHB (Date). BE (Time) Ny I ZHIBREROERE U TR

I1—Y¥—% (User Name) 1—%—1D

EEBEERF# (Description) [Delete Mailbox]

&SR / HRE& (Status) [Successfull. &Ffzld [Failed]

ERIREFIER KA ME

(Optionally Logged Items) BA 45 N1 b (IRIESCRH S E )
il

* RA REBHTBHEDZEIX IP 7 RUA KRR h&E P 7 RUZADEAH
TADBE [-1. BENRILDSKELUIBEIF [Locall &icH

TNFEI,
BOX &S
BHT. TR 3 MDFAYFREL (RN OERT 2 0(EFE
BINE9)
S5 »
sosl €—
£E
F£RHB (Date). BE (Time) VAT LT —INDERENTE T UTchism
I1—Y¥—% (User Name) 1—%—1D
EBERFME (Description) [Switch Authentication Mode]
&SR / ARE& (Status) [Successful

19



1=

B

ERIREFIEE
(Optionally Logged Items)

FEREE

[Local is enabled] . [Network is enabled] . [Custom is
enabled]. ZF7zl& [OFF is enabled]

|BERE(E

[Local is enabled] . [Network is enabled] . [Custom is
enabled]. Ffzl& [OFF is enabled]

Tt o R8E

20

ZE

1=

B

F£HH (Date). B (Time)

ZEREBB ZRE U
BEBRRMOBELEECH > CH, BOEEREZREFIANZIVT
e )

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Change Security Setting]

f&55R / 1KEE8 (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

(=R
[Authentication]
[Authorization]
[Accounting]
[Image Overwrite]

i
LRV S [30] [CEETDEEEOTH - DERINE T,
[Storage Encryption]
[S/MIME]
[IPSEC]
[SNMPV1/v2]
[SNMPv1/v2  (Read Only) |
[SNMPv3]
[SNMPv3  (Read Only) |
[802.1x]
[Certificate Verify Mode]
[Maintainer Password]
[IntelligentCard]
[FIPS140]
[Self Test]
[Auto Clear Timer]
[Service Rep. Restricted Operation|
[Print Reports Button]
[External Code Integrity Check]
INFC]
[No Encrypt Ext App Install]
[CORS]
[ThinPrint]
[HTTP SSL/TLS]
[HTTP SSL/TLS Forced]
[IPP SSL/TLS Forced]
[SMTP SSL/TLS]
[LDAP SSL/TLS]
[ThinPrint SSL/TLS]




1=

B

ERIREFIEE
(Optionally Logged Items)

[Session Lock Timer]

[Authentication Operation Message]

[USB Port Management]

[Front USB-A|

[Rear USB-A|

[PC USB-B]

[Deleted User Account Names Days of Restriction]
[Maximum Number of Reusable Sequential Characters]
[Number of Password Generations Required]
[ID Token Validation (Microsoft Entra ID) |
[Certificate Verify Mode (Microsoft Entra ID) |
[Invalid User Deletion (Microsoft Entra ID) |
[Syslog]

[Download Disable Flag]

[Firmware Download via Network]|

[Web Ul Timer]

[SSL Protocol Information]

[CSRF Check]

[Runtime System Protection]

[Device Ceritificate Enrollment]

[Startup Integrity Check]

[POP3 with OAuth Authentication]
[Common Criteria Function]

[Universal Print]

[Certificate Verify Mode (FujiFilm BI Direct)]
[ID Token Validation (FujiFilm Bl Direct)]
[Tls Security Level

[Fax Receive Folder Selector]

[Secure Fax Receive]

[Save Incoming Fax in Designated Folder]|
[HTTPS Firmware Download (EP-BB)]

[EP-BB Server Cert Type]

[Reconfigration MailAddress]

[KO Credential Reconfigration|

[Remote U]

[Remote Ul permission for CO]

[Temporary Password]

[Days of Inactivity]

ETEAS

B / BYDOREEZZEURBEIF [is enabled] . Fzld is
disabled]

B/ EHLANDREZZE UIciZE(E [is configured]

i
* IEH%H [Save Incoming Fax in Designated Folder] MDig&IFIU

T3 DDEEHIFAR—ARXYY CEHFEINET,

- CiRES

- BYEYN EERONRE. TEHIFEEULBVESERIBEEHEHRS

nizwy)

- Ry IRABS (EMCEBINCBESEIAREBEEH SRS NGEW)

Bl - @R 1 ORI RAFEHNBRICEEIN. FEEIC 1 BEODRY
I ABBESINIES. Line : 1 Enable Folder : 1
OfR 2 DIRTFHEN 3 BORY T ADS 4 BORY T AICEES
NIzi{gS. Line:2 Folder:from 3 to 4
OR 1 DRy I REDEICEESNBS. Line:1 Disable
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0
>0y

158 EREA
F£HH (Date). BFE (Time) AT =Ry M—EANSSRUEESGF. WRERBRDT—I%
SOHTML ZBREBULIEI9A =0T
BIENZIVDOBRUIEEE. BRE] BRICAEIAZVT
1—Y—% (User Name) 1—%— 1D
EEEEREHME (Description) [View Security Setting]
f&R / IKBE (Status) [Successfull
{ERIRFIRE P ICAFE
(Optionally Logged Items) [Locall. ==l [Web User Interface]
KA ME
BAR 45 /N1 b (RIEXFESESETZRL)
il
e IRA MZHFHEDZEEIZIP 7 RURA RARRZEIP 7 RURDOMEAH
NRDIZE. FEO—AHILT7IEADEZESE [-] LEFEINET,

Y a &

TE
I5H A
FHB (Date). B (Time) ZERTEEEZRTE U
1—8%—%& (User Name) [CE]
EEEERFHM (Description) [Change Job Setting]
f&5R / JRRE (Status) [Successful
ERRZFIEE HRES
(Optionally Logged Items) [Delay Print]. &7zl& [Private Print]

XCPTST04Y
XCP 7574V DEE / 1k

I5H A
F£HB (Date). B (Time) XCP ST 4 > D& S K ORI
1—8—% (User Name) [-]
EEEEREHME (Description) [Activate Embedded Plug-in]. &F71zl&

[Deactivate Embedded Plug-in]

&R / IRR& (Status) [Successfull. &7zl& [Failed]
ERIREFIER XCP 504 VBB IVEBERTDRR MER
(Optionally Logged Items)

22




EWEEEOOI A VN ADT—R

HEE

i

F£HH (Date). B (Time)

EREEEDOOT A /AT — RORERBRIEE UTchm

1—H%—% (User Name)

[-]

EEEEREF (Description)

[Reset KO Authn Infol

fEoR / IRRE (Status)

[Successfull. ZFrzld [Failed]

ERIREFIEE
(Optionally Logged Items)

R &
RAAS NA b (RIENFINZES IRV

il
s KRR MEZHFRBEDIBEFIP 7 RUA, RAMZE IP 7 RUADMES
PREADIZSE [-]. BENRIVLDSEESNIEIHRSIE [Local] &
SEEINFI,

EREIERA — L DR(E

F£HH (Date). B (Time)

EREBEE00T 1 Y NNZAT— ROBHRTE [CHERERDA—)LiX
BT LIcls

1—H%—% (User Name)

[-]

EEEEREF (Description)

[Notify KO Reset Code]

faoR / IRRE (Status)

[Successfull. ZFrzld [Failed]

ERIR7FIEE
(Optionally Logged Items)

KA +Z
RAAS NA b (RIENFINZESERV)

il #E

RAMEHFREDZEIF IP 7 RUR, RAMRZE IP 7 RURDEA
PREADIZSE [-]. BENRIVDSEESNIEIHRSIE [Local] &
SEEINFI,

X=IL7 RLR
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2.6

TINAZABRT—INDF7 I LR

158

B

EEEREAF (Audit Event ID)

0x0601

EBERE (Logged Events)

[Device Datal

SIS
SIS

158

B

F£HH (Date). BFE (Time)

SEAE DBFERIEE Ui

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Import Certificate]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

A>3V

[RootCA]. [DeviceEE]. Ffzld [SSCEE]
3

[512] 15 [2048] FT

5{7# DN

XFHI&EAR 150 N b

U7 IEBS

BA 40 /NA

sEAASHFH

158

B

F#£HH (Date). B (Time)

SEBAE DHERBRITEE Ui

I1—H—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Delete Certificate]

f&5R / 1KEE8 (Status)

[Successfull. ZFfzl& [Failed]

ERIREFIEE
(Optionally Logged Items)

AF3JU

[RootCA]. [DeviceEE]. ZE1=l& [SSCEE]
B

[512] BS [2048] T

F{T& DN

NFHEA 150 N1 &

JUFPIES

BAK40 /N1 &

24




ST VS5 1 VEiF

1=

B

F£HH (Date). B (Time)

SAEDF VS A v EiRZE U

1—H%—% (User Name)

[System]

ESEERE¥# (Description)

[Device Ceritificate Enrollment]

f5R / 1KEE8 (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

SIBAEDFREE DN

7 RU AR

SESTEN]

1=

B

F#£HH (Date). B (Time)

FEFEBIRBRNERE UIclm

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Add Address Entry]

f5R / 1KEE8 (Status)

[Successfull. ZF7zl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M

BA 45 N1 b (IS FHIESFEL)

i wE
s IRA NEZHFRBEDIBEFIP 7 RURA KA MEE IP 7 RUADEAH
REEDIZE(F [-1. BIENRILDSEESNEIZSE [Local] &52
J|EINF9,

BRES

EBHT. BA 4HOLENTRE BTN 5EEHET 2038

EaEnxE9)

SESCHIPR

158 HEA
F£HH (Date). B5& (Time) FESCHIBRIER T UTeiFmm
d1—8%—% (User Name) a1—%—1ID

EBEERFFH (Description)

[Delete Address Entry]

f&5R / 1KEE8 (Status)

[Successfull. ZF/zl& [Failed]

ERIREFIEE
(Optionally Logged Items)

K2~
BA 450 N (TR ESELL)
il
* KA RBHTEAEDZEIF IP 7 RUR KA ZE IP 7 RURD@EAH
TREDZEF [-]. BENRIVDSKRESNIHZE [Locall &E&2
BEINF T,
BRES
DT, BA 4 MOELBYTRT (BN SEHT 2 038
EBENnE9)
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158 EREA
F£HH (Date). BFE (Time) LR EERHNETE UlclEs
1—Y—% (User Name) 1—%— 1D

ESEERE¥# (Description)

[Edit Address Entry]

f5R / 1KEE8 (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M
BA 45 N1 N (IS FHIESFEL)
i wE
s RAMEZHFREADZEFIP 7 RUA KA RZE IP 7 RUROEAH
REEDIZEF [-1. BIENRILDSEKESNEIZSE [Local] &858
J|EINFg,
BRES
DT, BAAMDEEYTRT (BEIGHSEFET 30138
EEnxE9)

VE—bISAT7V DS

7Zv2oO—R (2F)

1=

B

F#£HH (Date). B (Time)

UE—RISATY EDSDT7 Y FO— REERIEE UTclim

1—H%—% (User Name)

1—H%— 1D

ESEEREH# (Description)

[Import Address Entry]

f&R / 1KEE8 (Status)

[Successfull. ZFfzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M
BA 45 81 b (RIBXFHIESFEL)
i wE
e IRA MEHFREADIZEFIP 7 RURA KA REE IP 7 RURDEAH
FHEDZESF [-] EEREINFT,

UE—RISA7YADIurO—-FR (£F)

158

B

FHH (Date). BFE (Time)

UE—RISAT7Y MDY D YO— RERNMEE UICRHR

1—Y—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Export Address Entry]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA MR
BA A5 NA b (RIHFFESEBL)
i #E
* KA RBHTEADZEIF IP 7 RUR KA MZE IP 7 RURD@EAH
FADZEGF [-] LEFEINET,




FESEEHIFR

158 EREA
F£HH (Date). BFE (Time) DI HIRERNEE UciEa
1—H%—% (User Name) 1—%— 1D

ESEERE¥# (Description)

[Clear Address Entry]

f5R / 1KEE8 (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

R &
RAAS NA b (RIENFINZES IRV

i

* KA FEHNTHEDIZEIX IP 7 RUAKRA h&E P 7 RLUZADEAH

TADZGF [-] LEFRINFT,

— »
= W
VDE—MISA7 Y MADIOO—-R (2F)
158 HEA
FHB (Date). BE (Time) 00— RIERDTEE UTcBiR

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Export Audit Log]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA b
BA A5 N\A b (REXFIZEZFR)

i e

* RA REHTBHEDZEIX IP 7 RUA KA h&E P 7 RUZADEAH

FADZGF [-] LEFEINET,
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NE

2F v UREVEDUE— NI SAT7 Y MADRE

28

A e

¢ AF v VIRETHRESNENELTHIHREBRU XTI,

1=

B

F£HH (Date). B (Time)

UE— NI SA 7Y M DOXEBRNIETE UIclR

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Retrieve scanned image]

f5R / 1KEE8 (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M
BA 45 N1 N (RIS FHIESFEL)
i iz
s RAMEZHFREADZEFIP 7 RUA KA RZE IP 7 RURDOEAH
RHEDZSF [-] EEREINFT,
URLZEXE ID
BA10N\A b (BT ESEEL)

HIFF
1 e

* MY TADRENE. BLUTSARX—rTFUY COREXEDHIBREN

ROBEFEFRINT A

So [CEREINE T,

- Ny I ZAOHIER ([Ry 7 ZHIBR] OEEBEOTHEHRINET)
- WebDAV, ARYILY—ERXAVTVYNSKEEINIIBES

- BFREHEEIC K B XEHIFR

- Ry IRETFSAR=NTFUY NUSHDRENE (CERF. T7IAR—UVITFHNT IR—UVTFH
My IR] [CREFEUREXE. BREETUY ) OHIBR

158 EREA
F£HH (Date). BFE (Time) VEHIBRERNEE Ui s
1—Y—%2 (User Name) 1—%— 1D

ESEEREH# (Description)

[Delete Document]

f&R / 1KEE8 (Status)

[Successfull. ZF/zl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M
BA 45 N1 N (IBXFHIESFEL)
i wE

s RAMEZHFREADZEFIP 7 RUA KA RZE IP 7 RUROEAH

THDEZSEF [, BIENRILDSHESNIIBEE [Locall &5
BENEI,

Ry IABES
KD T BAIMOEANTF (BEICOND D HEEEFBBEINET)
WEBS

5 T RARAMDFAYRT (BEICON D2 HGFEIBINET)




NAY LY—ER

AVAB=Ib

158

B

FHH (Date). BFE (Time)

A VA R=)UDHET Ul

1—Y—% (User Name)

-

EBEERFFH (Description)

[Install Custom Service]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

HAHRILY—ERIVF VYR (name)
() TCS_RM_00108]
ABEDHEF T-]

KEGERZIETXFI (KEDIBSICEHRT S)

RANA Y RI Y AEREE. BEDHRY LT—EXBNT TICT
INA R EICFET 2155(E. [Application already exists. ]
ZNLADIEEE. [RegApp regist failed to management
service.]

RIERBHARI LY—EZR]

VTV ER

158

B

F£HH (Date). BFE (Time)

ARSI LY—ERXAVT YT 7 A )VDBBIRECKB U TBFR

1—Y—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Install Custom Service]

&R / JREE (Status) [Failed]

ERHRZIES KA MG

(Optionally Logged Items) BA 45 N4 b (IREFHESERL)
i

* KR MEORHEDIBEF P 7 RUR KRR bRE IP 7 KL ZOmEHH
AHRDBERF [-l. CPIMZHEDBEE. /Ny —IREGEY—/N—
0 FQDN h'EERanEd.
ARILY—ERTVFTVVYER
BRKO63/V1 K (RFXFINZESEZL)
RFTERVEES BEIS—0H5H30) & [-]

PIAIAB=I

1=

B

F£HH (Date). B (Time)

TIAVAN=)UHET UTclEs

1—H%—% (User Name)

-]

ESEEREH# (Description)

[Uninstall Custom Service]

f5R / 1KEE8 (Status)

[Successfull. ZFfzl& [Failed]

ERRFIER
(Optionally Logged Items)

ARILPG—ERIAYFTVYHE (name)

(1) TCS_RM_00108]

NRDZEE -]

KEGERZIETXFI (KMDIBSICEERT D)

[Failed to delete RegApp from management service.]
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XCP 7S04
AYZ =

F£HH (Date). B (Time)

A VA R=)UDHET Ul

1—H%—% (User Name)

[-]

EEEEREF (Description)

[Install Embedded Plug-in]

fEoR / IRRE (Status)

[Successfull. ZFrzld [Failed]

ERIREFIEE
(Optionally Logged Items)

XCPF3T0404%
RBADE G [-]

RIETE XCP IS0 14 VERR

F£HH (Date). B (Time)

XCP ST AV T 7 A DBGHREEICKRB U TR

1—H%—% (User Name)

21—%— 1D

EBEERFM (Description)

[Install Embedded Plug-in]

&R / JREE (Status) [Failed]

ERHRZIES RA NG

(Optionally Logged Items) BA 45 N4 b (RS ESFRRL)
il R

* KA FEHNTEHEDIZEIF IP 7 RUARZA h&&E P 7 RUZADEAH
FADEZER [-l. CPIMBHDBER. /Ny r—IBEEY—/N—
D FQDN HEEgRENEd,

IS4 T7ALI%E

CPIMBHEOKRSE. dYvO0—RUEI7AILOIHrO—RE
BA63 /N1~ (IREXFFZSFHL)

HETERVEES BEIS—DEEH30) & [

PIAIA M=

F£HH (Date). B (Time)

TIAVAN=)UHET UTelEs

1—Y%—% (User Name)

-]

EEEEREF (Description)

[Uninstall Embedded Plug-in]

faoR / IRRE (Status)

[Successfull. ZFrzld [Failed]

ERRZFIER
(Optionally Logged ltems)

XCPFSo10%
RADEZEE [-]
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HEEROER
TJAR—b

F£HH (Date). B (Time)

TOAR— D&Y LTchm

I1—Y%—% (User Name)

21—%— 1D

EEEEREF (Description)

[Export Cloning Datal

&R / KR (Status)

[Successfull. ZFrzld [Failed]

ERIREFIEE
(Optionally Logged Items)

-]

14 VKR—b

F£HH (Date). B (Time)

A VIR— AT LIEBR

I1—Y%—% (User Name)

21—%— 1D

EEEREF (Description)

[Import Cloning Datal

faR / KR (Status)

[Successfull. ZFrzld [Failed]

ERIREFIEE
(Optionally Logged Items)

-]

e AARA

RIOA BUZRRTHATNTLEBVIT 7AMIADT T ERAB LURITDEA]

F£HH (Date). B (Time)

MIA MU RTHIASINTVRBWVIT 7 AIUANDF T EABRUE
1TZBRA UIERR

I1—Y—% (User Name)

[System]

EEEREF (Description)

[llegal Access Detection]

&R /KR (Status)

[Successful]

ERRZFIER
(Optionally Logged Items)

77t XER
#) Twrite]

PIRRENT 711V
FIERAENETOI95 L%
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B S AVRRID LU BEENEE

BT S ARA

F£HH (Date). B (Time)

BT S ARFIFEBEN BN L IC SR

I1—Y%—% (User Name)

[System]

EEEEREF (Description)

[Startup Integrity Check]

&R / KR (Status)

[Successfull. ZFrzld [Failed]

ERIREFIEE
(Optionally Logged Items)

OS
PrUr—v3y
Fax [,ch1][,ch2][,ch3]

il R
* [ERIR7ZIEE (Optionally Logged Items) DXRTHIE. XD ED
T,
- [Fax ,ch2,ch3]

s MEATNIEF v RIVIMFETERHEF. FrRILDEREINE
ER

Software BE){EIH

F£HH (Date). B (Time)

SoftWare BENEEKREN'BNE U Tl mm

1—Y%—% (User Name)

[System]

EEEEREF (Description)

[System Software Recovery]

f&5R / 1KEE8 (Status)

[Successfull. ZFfzlE [Failed]

ERIREFIEE
(Optionally Logged Items)

[-]

2.7

TN RBRDEE / {EIH

EEEEREATF (Audit Event ID)

0x0701

EEBERY (Logged Events)

[Device Config]

FE/N—-Y
FEN—-YTIHR

F£HH (Date). B (Time)

BE/N—Y OO RS Nh R

I1—Y%—% (User Name)

[-]

EEEEREF (Description)

[Important Parts|

faR / KR (Status)

[Replaced]
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ERIREFIEE
(Optionally Logged Items)

-]

A=Y
Z kL—U5RiRA

F£HH (Date). B (Time)

AMU—IZY AT LHERH UTcis

I1—Y%—% (User Name)

[-]

EEERF (Description)

[Storage]

faR / KR (Status)

[Installed]. TRemoved]. &Kfzl& [Replaced]

ERRZFIER
(Optionally Logged Items)

[-]

ROM
ROM N—Y3a JEE

F£HH (Date). B (Time)

AIOEENEFD ROM N—Y 3> &, IRTEEEIH O ROM N—T 3>
DEZHRH UTHFR

1 HE
* N=VaVERHIBZIAZIUTE. ROMTEICERBUET,
* NVM #IEA(EES. 74272 3 >V DiEND / BIFREFICIFEERSNE B Ao

I1—H—% (User Name)

1—%— 1D

i
* EP-BB TV 9 —NSIERINIBEIF [System] EEHFINFT,

EBERFH (Description)

[Software]

&R / IRR& (Status) [Updated]

ERIREFIES ROM &5l

(Optionally Logged Items) (#l) TController+PS]. [FAX]
owN—-Y3y
B/NN—Y3y
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I5H A
EEEERAAIF (Audit Event ID) | 0x0801
EBEBEERY (Logged Events) [Communication]
ESGAE
[EHREEEIS—
I5H AR

FHH (Date). BFE (Time)

T v CERIEBELI S —ZRE Ui

1—Y—% (User Name)

-

EBEERFFH (Description)

[Trusted Communication]

&R / JREE (Status) [Failed]

ERREFIER JO0R3JLE

(Optionally Logged Items) [SSL/TLS]. TIPSEC]. ZFf=ld [S/MIME]
BEk

BA 45 N\A b (REXFIZZFRL)
RA B, FEIP7ZRUR

i #E
e RAMZE IP 7 RUZDWEAHFREDIZE. Feld S/MIME D&
[-] DEEEINFET,
 BIEFEDEEMIE. XDEHY T,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:000111
- IPv4 : [129.249.79.100]

- KRR b4 : [host.fujifilm.co.jp]
* A5 N4 hZBZZHEF. —BIIUBETSNE T,

eSS
KEIEH

i
* @R{RFIER (Optionally Logged Items) DFRRHIF. RDED
LJ Z\-‘g-o
- [SSL/TLS,
[3ffe:0200:0000:010a:0000:0000:0000:00011,3,Certificate
verification failed]
- [IPSEC,[3ffe:0200:0000:010a:0000:0000:0000:00011,23,IKE
negotiation failed]
s BHODIS—HHEREUESIE. 1 DDIS—ICDE 1 TERINE
o 117IFRA 69 /N1 R TH,
c REURIS—H 50 #EBAIEBSE. 51 HBEUEO IS —hH [+]
EEREINFE T,




NTP

EREEEIT>—
IEE B8
F£A8 Date). BA (Tme) | NTP U—/\—EDBEABERE LB

1—H%—% (User Name)

[System]

EBERFFH (Description)

[NTP Communication]

ook / K& (Status)

[Failed]

ERIREFIEE
(Optionally Logged Items)

iB(S5%
RAAS NA b (RIFNFINZES IRV
MA % (FQDN). FelE P 7 RL2R

1 e

¢ IRARRE IP 7 RUADEANRBPDBEF [-]. RRA SBOZHIR
RICKBUTZEIFRR MO EERINE T,

s BISFEDERAIE. ROEHVTT,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:00011]
- IPv4 : [129.249.79.100]
- IR k4 : Thost.fujifilm.co.jpl

* A5 NA hZHBA BBE}R. —BWHYIVIETESNET,

KEEH

T—/N—@EDHG(F [NTP negotiation failed]. DNS &ED1H
Bl& [jp,dns name resolution failed]

i iz

* @RRFIEE (Optionally Logged Items) DFRRHIF. RDED
T,
- [[3fe:0200:0000:010a:0000:0000:0000:00011,NTP

negotiation failed]

- [ntp.fujifilm.co.jp,dns name resolution failed |

s BHOIS—HRELLBSIF. 1 DOIS—(CDF 1 TR NE
9. 1{7[ERKR 69 N1 hTT,

* REURIS—RIERERIN. OJDLRZEBR DN SIERHI
PRENE T,

EWB (Embedded Web Browser)

EWB hr5dD WEB 77t X
=] =] Bl
F£HH (Date). BFE (Time) EWB OB 7T R U
I1—%—% (User Name) 1—%—1D

ESEEREH# (Description)

['Web Access|

f&R / 1KEE (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

7t URL
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Remote Ul

Remote Ul &t
. =\ w® ]

F£RHB (Date). BR (Time) Remote Ul £t IIES
I1—Y—% (User Name) 1—%—1D
SR (Description) [Remote Ul Connect]
HE5R / RRE (Status) [Successful
ERIREFIER -]

(Optionally Logged Items)

Remote Ul 1Hf
. =\ w® ]

F£RHB (Date). BE (Time) Remote Ul YIHAEF
I1—Y¥—% (User Name) 1—%—1D
EEBEEREF# (Description) [Remote Ul Disconnect]
#E5R / RRE (Status) [Successful
ERIREFIER -]

(Optionally Logged Items)
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2.9  1&EE

I5H A
EEEERAAIF (Audit Event ID) | 0x0901
EBEBEERY (Logged Events) [Verification]
s BHEAREE
SEBAEREL T 5 —
I5H AR
F£HH (Date). B§E (Time) EHFTv o (15 0EkR) CTHASRIELS —ZRH UIciFR
il
* AU —N—EDBEROEASRADI S —&. Y AT LRETIT
SEAERIIND T S —HEEREINF T,
1—H—% (User Name) 1—%—1D
EEEEREHE (Description) [Certificate Verification]
&R / IRRE (Status) [Failed]
ERRZFIEE F#{7& DN
(Optionally Logged Items) =4 150 /%1 ~
SIAEV U7 IVES
BRK 40 /N1 ~
E S
KBUEH

BMHIERBRIOEZ G [Certificate is not yet valid]
BMHEE T HROBEIE [Certificate is expired]

F 1 A VIEEKHDIZS(E [Certificate path creation failed]
F T A URREERB DI S(E [Certificate path is invalid]
KMDFZFE(F [Certificate is revoked]

LRI DFZE(F [Certificate revocation check failed]
TS 754 7 MBERDORA MZEEIAKDBEIE  [TLS
hostname check failed]

ZDOMITS—miHEIE [Other failure occurred]

i wE
. 1135"]1_;?7?@@ (Optionally Logged Items) DOFRRHFIIF. RDES

)T,

- [CN=testCA,O=Sample
Corp.,C=JP,12b20ac281cda5fb,1,TLS hostname check
failed]

s BHF 1 v J OEICE—EIBAE TR—DXRBIBHIC KD TS —H1EH

ORELBEF. KREOHANESNT 1 {7TRERINET,

s REURIS—H 50 ZBAZEF. 51 HELUEOIS—H

[+] EEEBEINET,
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